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Under section 121 of the Crimes (Forensic Procedures) Act 2000 I have been required to keep under scrutiny 
the exercise of powers conferred on police officers to conduct forensic procedures. 
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recommendations that are a result of the review. 

I note that NSW Police was provided with a draft of the report. Where appropriate, comments by NSW Police 
in response to the draft have been incorporated into the final report. 
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the exercise of powers conferred on police officers to conduct forensic procedures. 

I am pleased to provide you with my report, which details the activities undertaken, and my findings and 
recommendations that are a result of the review. 
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Foreword
The Crimes (Forensic Procedures) Act 2000 clarified and expanded the power of police officers to take DNA samples 
and conduct other types of forensic procedures. The Act required my office to keep under scrutiny the exercise of 
these powers for the first four years of their use. 

We have previously reported on the DNA sampling of people convicted of a serious indictable offence. This second 
report deals with DNA sampling and other forensic procedures conducted on suspects and volunteers. The focus of 
our review is on whether police officers and others involved in forensic procedures are complying with their legislative 
obligations, and are discharging their functions fairly and effectively. 

We found that the implementation of the Crimes (Forensic Procedures) Act has provided police with further tools for 
use in the investigation and prosecution of criminal offences. This has generally been achieved with due regard to 
the rights and interests of people police wish to undergo forensic procedures. However, we did identify a number of 
legislative and procedural issues for consideration by Parliament and relevant agencies, and other key issues that 
should be kept under scrutiny into the future.

We also found that the long term position on the provision of DNA analysis services in New South Wales is unclear. 
As the demand for DNA analysis services continues to increase, there is a significant risk that without a clear and well 
planned way forward, the objects of the Act may not be met effectively. I trust the research and observations in this 
report will make a positive contribution to this debate. 

Bruce Barbour 
Ombudsman
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Executive summary

Background to this report
The Ombudsman is required to keep under scrutiny the exercise of functions conferred on police officers under the 
Crimes (Forensic Procedures) Act (the Act) from July 2000 to November 2004, and provide a report on our work and 
activities to the Attorney General, Minister for Police and Commissioner for Police as soon as practicable after the 
expiration of the review period.1 We provided an initial report, on the DNA sampling of serious indictable offenders, 
in August 2004. This second report deals with DNA sampling and other forensic procedures conducted on suspects 
and volunteers. 

This report follows two other reviews of the legislation. First, the NSW Parliamentary Standing Committee on Law 
and Justice inquired into the operation of the Act, focusing on the effectiveness of DNA evidence and the implications 
of its use in criminal investigations. The Committee reported its findings to Parliament in February 2002. Second, the 
Attorney General reviewed the Act to determine whether its policy objectives remain valid, and whether the terms of 
the Act remain appropriate to securing those objectives. The Attorney General’s report was finalised in April 2003.

This review focuses on whether police officers and others involved in forensic procedures are complying with their 
legislative obligations, and are exercising their powers fairly and effectively. 

Key provisions of the Act 
A forensic procedure is a way to obtain evidence that relates to the investigation and prosecution of a crime. 
The Act authorises three different categories of forensic procedures – buccal swabs (for DNA sampling); non-intimate 
forensic procedures (which includes photographs, swabs, nail scrapings, fingerprints, hair samples and visual 
examinations of the body); and intimate forensic procedures (including blood samples, dental impressions, pubic hair 
samples, intimate photographs and visual examinations of genitals, buttocks or breasts). Most forensic procedures 
are conducted by police officers, although some may be conducted by other experts, such as medical practitioners 
or dentists. 

Forensic procedures can be conducted on suspects, volunteers and certain convicted offenders. A suspect is a 
person who police believe on reasonable grounds has committed an offence. Volunteers are generally people who 
have some connection to a crime or crime scene, but are not suspects, for example witnesses, residents of a place 
where a crime has been committed, and partners of people who have been sexually assaulted by somebody else. 
Convicted offenders are people who have been convicted of a “serious indictable offence”; that is, an offence which 
carries a maximum penalty of five years imprisonment or more. Victims of crime are specifically excluded from the 
operation of the Act. 

Volunteers can only undergo forensic procedures by consent, but suspects and convicted offenders can undergo 
forensic procedures by consent, senior police order or court order. For a forensic procedure to be conducted on a 
suspect in the absence of consent, the suspect must be under arrest, there must be reasonable grounds to believe 
the procedure might produce evidence tending to confirm or disprove the suspect committed the offence, and 
carrying out the procedure must be justified in all the circumstances. Police may use reasonable force to conduct 
a forensic procedure, but cannot conduct the procedure in a cruel, inhuman or degrading manner. 

The Act provides for a DNA database system, which contains indexes of DNA profiles obtained from crime scenes, 
suspects, volunteers, convicted offenders, missing persons and unknown deceased persons. When DNA profiles 
are put on the database, only certain types of matching are permitted. DNA profiles obtained from suspects and 
convicted offenders can be matched against the entire crime scene index, while profiles obtained from volunteers 
can only be used for a purpose permitted by the volunteer, and are usually only used in relation to the investigation 
of a particular offence. 

The Act contains a number of safeguards, to protect the rights and interests of people on whom police would like 
to conduct a forensic procedure. Police must inform the person of the nature and consequences of the proposed 
procedure, give the person reasonable opportunity to communicate with a legal practitioner before asking for 
consent, and electronically record the request for consent and, unless the person objects, the procedure itself. 
Forensic procedures cannot be conducted during questioning, and there are limits on the amount of time a person 
can be kept in custody for the purpose of conducting a forensic procedure. There are particular provisions relating 
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to children, incapable persons and Aboriginal or Torres Strait Islander suspects. Evidence obtained through a forensic 
procedure where there has been a breach of the Act is generally inadmissible. 

How we conducted our review 
We used a range of research strategies to scrutinise the exercise of police powers under the Act, to ensure the review 
was balanced and comprehensive. This included:

• consulting a variety of stakeholders

• surveying every police local area command

•  auditing a selection of police commands (which included examining forensic procedure records, watching 
video recordings of forensic procedures, and interviewing police officers and others involved in the 
implementation of the Act) 

• interrogating records on the police computer system and analysing statistics

• analysing complaints about forensic procedures made to the Ombudsman and to NSW Police

•  investigating the DNA laboratory directly; comparing records held by police with those held by the laboratory; 
and observing DNA Advisory Committee meetings

• surveying judicial officers and monitoring relevant court proceedings, and 

• tracking media coverage of forensic procedures.

We also set out our preliminary findings and recommendations about the way the forensic procedures legislation 
is working at a local level in a discussion paper, and used this as a basis for consulting key representatives of 
NSW Police. 

Our main findings 

1. Forensic procedure powers are widely used 

The power to conduct forensic procedures has had a significant impact on the way police investigate and prosecute 
crime, and forensic procedures are now conducted day in, day out all over New South Wales for matters ranging from 
minor property offences to the most serious types of crime. 

In the first four years after the Act came into force, police conducted over 10,000 forensic procedures on suspects 
and volunteers. The vast majority of these were DNA samples, while photographs were the second most common 
procedure. The number of DNA samples taken from suspects and volunteers increased significantly during each 
year of the review period. Metropolitan police conducted significantly more forensic procedures then police in rural 
and regional areas. Far more forensic procedures were conducted on suspects than on volunteers. Many more 
men than women undergo forensic procedures, both as suspects and as volunteers, and forensic procedures are 
conducted on children at a much lower rate than on adults. Of the forensic procedures conducted on suspects, 
six per cent involved people police identified as Aboriginal or Torres Strait Islander, although the actual proportion of 
procedures conducted on Aboriginal and Torres Strait Islander suspects is likely to be much higher as police recorded 
the person’s status as ‘unknown’ for more than half the forensic procedures conducted. Limited record keeping 
means we are unable to comment on the number of forensic procedures conducted on incapable persons. 

2. DNA analysis provides evidence of guilt more often than innocence 

NSW Police, the Director of Public Prosecutions and the DNA laboratory, DAL, have achieved some good results 
through forensic procedures. DAL estimates that it made over 3,000 ‘warm links’ during the review period, which 
means that about a third of the forensic procedures conducted on suspects resulted in the suspect being positively 
linked to the offence under investigation. DAL also made over 4,000 ‘cold links’ during the review period, where a 
suspect or crime scene is linked to another unsolved crime scene through matches made on the DNA database. 
The majority of cold links were for high volume property crimes, but a significant number were for serious offences, 
including murder and manslaughter, sexual assault and robbery. We were unable to assess how often DNA analysis 
results in a suspect being convicted of an offence, as neither DAL nor NSW Police kept complete records relating to 
criminal proceedings stemming from DNA links. 
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It is not possible to report on the number of people eliminated from police investigations through DNA analysis, as 
the fact that there is no “DNA match” does not necessarily exclude a suspect from investigation. It could be that no 
forensic material was found on an item submitted for analysis, or that somebody else’s DNA was on it, but this does 
not mean the suspect was not involved. This is especially so in cases involving multiple offenders. In some cases, 
most notably sexual assaults involving only one offender, suspects can be positively eliminated through DNA analysis, 
and DAL estimates that about 480 suspects were eliminated during the review period. This indicates that for every 
elimination, there are between six and seven warm links, and shows that DNA analysis is, in the majority of cases, 
used to produce evidence to confirm, rather than disprove, a suspect committed an offence. Given that police must 
suspect on reasonable grounds that a person has committed an offence before asking the person to provide a DNA 
sample, we would expect that DNA analysis is used more often to implicate than exculpate suspects. 

3. The legislation is complex and compliance with legal obligations can be difficult 

The Crimes (Forensic Procedures) Act is long and complex and in parts difficult to follow. The fact that it deals with 
DNA sampling as part of a general forensic procedures regime, when really it raises significantly different issues, 
creates some awkward obligations for police officers, for example having to videotape the taking of a photograph. 
Some elements of the DNA sampling regime itself are ill conceived, such as the requirement that police share a 
person’s own DNA sample with the person, when a person’s DNA does not change and a sample can be taken 
for independent analysis at any time.

Despite the significant impact forensic procedure powers have had on policing, we found that many officers are 
extremely reluctant to conduct the procedures, due to:

•  the complexity of the legislation and there being so much to remember for officers who do not conduct forensic 
procedures very often

• lack of experience in conducting procedures despite widespread training and accreditation

•  fear that doing something wrong may lead to the evidence being excluded and the suspect being acquitted, 
and

• a perception that forensic procedures are cumbersome and time consuming. 

In some commands, reluctance to conduct forensic procedures has contributed to a low level of use of the powers 
available under the Act. Some commands end up relying on one or two officers to conduct all their forensic procedure 
work although most officers have completed the relevant training. 

Many of the forensic procedures we audited had been conducted in a professional and competent manner. 
However, we also found evidence of non-compliance with various aspects of the legislation, for example where 
officers failed to record the provision of information to the suspect, or the request for consent. Other problems 
related to difficulties obtaining court orders, the length and complexity of the information provided to people 
undergoing procedures, difficulty conducting procedures within the prescribed time limits, difficulty arranging 
for support persons, delays in obtaining DNA analysis results, and storage and security of forensic material. 

Many police officers expressed frustration that, while they had been taught how to conduct the procedures 
themselves, they would like more specific guidance on how forensic procedures as a whole should be managed 
within a local police command. Few commands had clear strategies for the management of forensic procedures, 
which made it difficult for police – let alone our office – to assess whether forensic procedure powers are being 
used effectively and appropriately. 

In our view, having a single person responsible for running forensic procedures within a command, or having a 
specialised forensic procedures unit rather than mass training and accreditation, would improve compliance with 
legislative obligations, and enable police to measure the use and effectiveness of their forensic procedure powers 
more effectively. 

4. The distinction between suspects and volunteers is not always clear 

Our review shows there is some confusion among police officers about the difference between suspects and 
volunteers. The proper classification will depend on the circumstances, in particular whether the evidence supports 
a reasonable suspicion that the person committed an offence, and hence is a suspect. We argue that, in the event 
of uncertainty, police should err on the side of treating potential suspects as volunteers. Although there are few 
restrictions on who police can ask to volunteer to undergo a forensic procedure, the person can at least decline 
to participate.
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The distinction between suspects and volunteers is central to the forensic procedures regime. Suspects can be 
ordered by senior police officers to undergo forensic procedures, and their samples can be matched against all 
crime scenes. By contrast, volunteers must generally consent, and their samples are only used in a particular case, 
unless specific permission is given to use the sample for other purposes. 

In some cases, mistakes were due to poor understanding of the legislation, for example where a police officer treats 
a suspect as a volunteer because the suspect consents to the procedure. In other cases, though, it simply wasn’t 
clear whether the person was best classified as a suspect or volunteer. This occurred in particular where the person 
was described by police as a “person of interest”. 

5. Some forensic procedures are conducted without appropriate authorisation 

Most forensic procedures conducted by police officers are appropriately authorised. However, we found that some 
procedures are conducted in circumstances where they are not authorised. This sometimes occurs because of a 
mistaken belief as to what constitutes a ‘forensic procedure’ for the purposes of the Act. For example, in one case 
police had a doctor conduct searches of a suspect’s vaginal and rectal cavities, pursuant to a court order authorising 
these “intimate forensic procedures.” However, the Act specifically excludes searches of body cavities. We are 
not aware of any law authorising police officers to carry out, or cause to be carried out, searches of people’s body 
cavities. It is of serious concern that such intrusive searches were carried out, without consent, and without any legal 
basis, ostensibly under the authority of the Crimes (Forensic Procedures) Act. 

Police sometimes take covert DNA samples, by retrieving discarded items like cigarette butts or tissues, or through 
some other investigative procedure, like a random breath test. The Act does not specifically prohibit police from 
taking covert DNA samples, and this type of conduct is essentially unregulated. However, a court may find the 
evidence inadmissible, if it has been obtained improperly. We do not know how often police are submitting covert 
DNA samples for analysis, or the circumstances in which covert samples are being taken. In our view, this issue 
should be specifically considered by Parliament. 

Another area where forensic procedures are being carried out without proper authority are procedures carried out 
on children under the age of ten. The Act states that it does not authorise the carrying out of forensic procedures 
on children under ten, but it does not prohibit it either. This area is essentially unregulated. We found that police 
officers are DNA testing young children, usually because the child’s DNA may be at a crime scene and a sample 
is required for elimination purposes, or because the paternity of the child is of evidentiary value in the prosecution 
of a sexual assault offence. We found that there are occasions where police investigating an offence have good 
reason for wanting to take a DNA sample from a young child. We have recommended that the Act should be 
amended to provide for this. 

We also found evidence of forensic procedures being conducted in circumstances where there were insufficient 
grounds to believe the procedure might produce evidence tending to confirm or disprove the suspect committed 
the offence. This included cases where the identity of the offender was not at issue, either because the person was 
caught in the act, or because of the nature of the offence, such as sexual assault proceedings which turn on the 
issue of consent.

6. Forensic procedures are almost always conducted on the basis of consent 

Forensic procedures are almost always conducted on the basis of consent. About 96 per cent of the 7,000 DNA 
samples taken from adult suspects during the review period were taken by self-administered buccal swab. While there 
are no accurate records of the number of DNA samples taken by senior police order or court order, we know it is very 
few, and that the vast majority of samples are taken by consent. Volunteers, of course, can only undergo forensic 
procedures by consent. 

Although the numbers suggest that suspects almost always undergo forensic procedures by consent, many agree 
to the procedure because they believe they have no choice. Further, many officers see it as their role to encourage 
suspects to consent, and tell the suspect they will conduct the procedure whether the suspect consents or not. 
Most officers do not appreciate that the criteria for requesting consent and for making an order are quite different. 

First, to ask for consent to a procedure, the police officer need only suspect on reasonable grounds that the person 
has committed an offence. However, to order a procedure be carried out in the absence of consent, the senior police 
officer must be satisfied that “there are reasonable grounds to believe that the suspect committed an offence,” which 
creates a much higher threshold. Although a reasonable suspicion involves more than a mere possibility, and must 
have some factual basis, it involves less than a reasonable belief. 
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Second, to ask for consent to a procedure, the police officer must be satisfied that “the request for consent to the 
procedure is justified in all the circumstances.” However, to order a procedure be carried out, the police officer must 
be satisfied that “the carrying out of the forensic procedure without consent is justified in all the circumstances” 
– which is quite different. Carrying out a forensic procedure against a person’s will is much more intrusive than merely 
asking for consent to a procedure. 

Third, police can only order forensic procedures be carried out on suspects who are under arrest. To ask for consent 
to a procedure, the suspect need not be under arrest. 

We found that many officers do not fully understand these differences, and regard the consent process as an 
opportunity for the suspect to elect how a DNA sample will be taken – by buccal swab if the suspect consents, 
otherwise by hair sample – rather than an opportunity for the suspect to decline to undergo the proposed procedure. 
Our findings suggest that the real proportion of forensic procedures conducted by consent would be much lower 
than the 96 per cent indicated by police records. 

7. Police rarely use force to conduct forensic procedures 

The Act authorises police to use reasonable force to carry out a forensic procedure, or to prevent the loss, destruction 
or contamination of any sample. We examined every incident during the review period that we could identify where 
force was used. We found little evidence of force being used inappropriately, although in one case, police took a 
buccal swab by force, when in the circumstances they should have taken a hair sample. We found that forensic 
procedures are almost always carried out without any force being used (other than the force required to pull a 
person’s hair out). 

We also found that in almost all cases where a hair sample was taken, the same result could have been achieved, 
at greater convenience to police and the person undergoing the procedure, had a self administered buccal swab 
been taken instead. We have recommended that buccal swabs should be made available to suspects who comply 
with police directions, even though they may object to the procedure – and that hair samples should only be taken 
from suspects who are uncooperative and refuse to provide a sample by buccal swab even when ordered to do so. 

8. The information given to suspects and volunteers is confusing 

NSW Police has developed information sheets, which are designed so that officers can meet their legislative 
obligation to provide certain information to the person undergoing the procedure, simply by reading through the 
relevant sheet. The information currently provided to suspects and volunteers is long, complex and confusing. It is 
obvious that many police officers, as well as people undergoing forensic procedures, do not understand it. Many 
stakeholders expressed concern that suspects and volunteers cannot give informed consent if the information they 
are provided is unintelligible. Many police officers argued that the information sheet is so complex that the essential 
points – how a sample will be taken, what it will be used for, and that the person can decline if they wish – are lost. 
Simplifying the information provided to suspects and volunteers would be enormously beneficial, both for police 
officers and for people undergoing forensic procedures. We also recommend that children and incapable persons 
should be given information about forensic procedures, in a manner appropriate to their age and understanding. 

9. Few suspects access legal advice about forensic procedures 

Very few suspects obtain legal advice before consenting to a forensic procedure, although the Act requires that police 
give suspects reasonable opportunity to communicate with a legal practitioner before requesting consent. Many of 
the submissions we received explained that legal advice is not readily available for people whom police may wish to 
undergo forensic procedures. Often, a suspect will have been in custody for considerable time before being asked 
to consent to a forensic procedure, and may have already obtained legal advice about other matters, but not the 
forensic procedure. We recommend that police consider informing suspects who have been taken into custody where 
they may wish to conduct a forensic procedure, and that information about forensic procedures be provided to those 
suspects when police give the summary of rights in accordance with Part 9 of the Law Enforcement (Powers and 
Responsibilities) Act. We also recommend that police be required to give people who are not under arrest a period 
of notice before asking for consent to a forensic procedure, to enable the person to obtain legal advice if they wish. 

10. Some DNA samples are being unlawfully retained 

NSW Police and DAL are not meeting their legislative obligations to destroy forensic material taken from suspects 
and volunteers. DNA and other forensic material taken from suspects must be destroyed if the evidence is 



vi NSW Ombudsman  
DNA sampling and other forensic procedures conducted on suspects and volunteers under the Crimes (Forensic Procedures) Act 2000

inadmissible, the suspect is acquitted, or proceedings are not commenced within 12 months of police taking the 
sample. We found that police are not identifying all the samples which require destruction, or are not notifying DAL 
of the need for destruction until some time after the period for lawful retention has expired. Extension orders are 
available, but are not always obtained when they should be. It is of concern that forensic material taken from 
suspects is being retained unlawfully – not only is it unfair to the person who provided the sample, it may be 
an offence. Further, any evidence obtained as a result of the unlawful retention will not be admissible in any 
proceedings against the suspect anyway. 

Forensic material taken from volunteers should be destroyed as soon as practicable after the agreed retention period 
ends. However, the current practice is that it is retained by DAL indefinitely, unless the volunteer subsequently writes to 
NSW Police, requesting that it be destroyed. This is despite the fact that the volunteer may have indicated at the time 
of sampling that the forensic material was to be used within that case only, may have been advised it would not be 
put on the database, and may not have been told that it would be retained indefinitely unless the volunteer specifically 
requests it be destroyed. 

11. The laboratory cannot meet the police demand for DNA analysis 

We conducted an own motion investigation into the DNA analysis service provided by DAL. During the review period, 
DAL loaded almost 40,000 DNA profiles from convicted offenders, suspects, volunteers and crime scenes onto the 
DNA database. 

Our investigation found that DNA analysis is not reaching its potential in New South Wales. DAL receives more crime 
scene samples for analysis than it has the capacity to process, and while it is generally able to meet urgent requests 
on an ad hoc basis, it is unable to meet agreed turnaround times for the majority of its casework. This results in a 
growing backlog of unexamined crime scene samples, which causes long delays for investigating police and court 
proceedings. Many crime scene samples simply remain unexamined, even if they are likely to be of significant 
probative value. DAL is well aware of the risk of examining only a limited number of items submitted for DNA analysis, 
and in its words, is only providing a “reduced service.” DAL is also concerned about staff shortages, lack of space 
and ageing infrastructure at the laboratory. 

DAL has made great efforts to address the problems it faces, and where possible has implemented strategies to 
improve its service delivery. However, it appears that DAL cannot significantly improve its DNA analysis service without 
additional resources. 

NSW Police is currently conducting a trial outsourcing some DNA analysis to a private laboratory. 

12. DNA mistakes have led to people being wrongfully charged and convicted 

We are aware of two people who were wrongfully convicted due to DNA mix-ups. In one case, this was because the 
investigating police officer misread the DNA analysis report, thinking it said the suspect was positively linked to the 
crime scene, when in fact it merely confirmed the substance found at the crime scene was blood. 

In the other case, a police officer merged the records of two different people, thinking they were the same person, 
so although they had different DNA profiles and different fingerprints, they were recorded on the police computer 
system as being the one person. Police arrested and charged the wrong person after “his” DNA profile was linked to 
a crime scene through the DNA database. We are currently monitoring the investigation of this and another incorrectly 
linked record, which resulted in a person being wrongly charged and held on remand. 

13. DNA records are not always accurate

There are two main problems with the accuracy of DNA records. First, records of forensic procedures on the police 
computer system can be moved from one person’s record to another. Police officers routinely move records, for 
example where a person uses a false name on arrest, it would be appropriate to move the information relating to 
the arrest onto the correct person’s police record. However, there are occasions where police officers have moved 
forensic procedure records onto another person’s police record, when they should not have – usually because the 
officer mistakenly believes that two people are the same person. In addition to the two matters listed above, we are 
aware of at least 11 other occasions where this mistake has been made, but has been picked up before any action 
was taken against the wrong person. NSW Police has set up a working group to find a solution to this problem. We 
will continue to monitor this issue. 
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Second, we found a number of discrepancies between NSW Police records and those held by DAL. Many of the 
names on the DNA database are aliases, because DAL relies on the name recorded by police at the time the sample 
is taken, which may not be correct. It is unlikely this problem would lead to a person being wrongfully convicted, but 
it may result in a person being investigated by police unnecessarily. Further, we believe there is an inherent public 
interest in the information on the New South Wales DNA database being correct, and in personal information held 
by different government agencies being consistent. This problem could be addressed through a better IT system, 
but in the meantime we recommend an audit process be established between DAL and NSW Police to ensure the 
information on the DNA database is correct. 

14. The risk of contamination could be better managed in some areas 

Concern about contamination is one of the most widely held concerns about the use of DNA analysis in the 
investigation and prosecution of crime. Contamination may be deliberate or accidental, and may occur before, 
during or after an offence is committed, at the crime scene or in the laboratory. There have been many well 
documented contamination incidents in other jurisdictions, both in Australia and overseas.

We are not aware of any significant contamination incidents in New South Wales. However, we identified a number 
of areas where contamination risks could be better managed, for example in relation to the way crime scene exhibits 
are packaged, and the way DNA samples are taken. There is also a persuasive case for considering whether police 
officers, forensic officers, scene of crime officers and laboratory staff should have their DNA profiles on a nominated 
‘elimination’ database, specifically to reduce the impact and unnecessary cost of irrelevant linking, caused by 
contamination. 

15. No single person is responsible for the DNA database 

The Act provides for a “responsible person” to be responsible for the care, control and management of the DNA 
database system. The key responsibilities of this person are to determine who may access information stored on the 
DNA database, and to ensure forensic material is destroyed, as required by the Act. Although these responsibilities 
are crucial to the operation and security of the DNA database, the legislation does not specify who the “responsible 
person” is. Our investigation of services provided by DAL demonstrated that this may be directly impacting on 
compliance with relevant legal obligations. The Attorney General’s Department has advised that it is currently 
preparing a bill that will allow the responsible person to be more readily identified.

16. The future of DNA analysis in New South Wales is unclear

A related issue is the long term position on the provision of DNA analysis services in New South Wales. 
With increasing work, and an increasing backlog, there is a significant risk that the objects of the Act will not be met 
effectively. There is no clear agreement on a way forward at present. We have recommended that the evaluation of 
the current outsourcing trial be used as an opportunity to consider issues of funding, independence, and research 
and development. This is necessary for the community to have full confidence in our DNA analysis services.

Our main recommendations
We identified many areas of concern through our review. Some of our recommendations aim to clarify the law, 
while others aim to improve compliance with legislative obligations through better police practice. Our main 
recommendations relate to:

•  simplifying the information which is given to suspects and volunteers so they understand the key points, and 
also requiring police to provide information about forensic procedures to children and incapable persons 

•  enabling child volunteers aged 15 and over to consent to forensic procedures on their own behalf – but still 
requiring police to obtain a court order before conducting a forensic procedure on a child suspect

• removing unnecessary requirements for police to share samples

•  requiring police officers to conduct forensic procedures as quickly as reasonably possible within the permitted 
two hours, and enabling time taken to conduct forensic procedures to be considered ‘time out’ for the 
purposes of calculating the investigation period, for suspects who are under arrest

•  requiring police officers to take DNA samples by the least intrusive method available – and enabling senior 
police officers to order suspects to provide a DNA sample by self-administered buccal swab rather than by 
hair sample
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•  establishing ‘best practice’ for the conduct of DNA sampling, and making the senior police order process more 
accountable and transparent

•  improving the way forensic procedures are managed at a local level – including the development of a 
forensic procedures portfolio in each police command, with a designated forensic procedures officer 
responsible for the portfolio and a small team of officers who are responsible for conducting forensic 
procedures in the command

•  improving and streamlining record keeping by NSW Police and DAL, particularly in relation to police computer 
records of forensic procedures and DNA analysis results, to improve accuracy and reduce duplication 

•  establishing an audit process between DAL and NSW Police, to ensure information on the database is correct, 
including that DNA profiles are identified by a person’s real name and not an alias

•  taking away the ability of ordinary police officers to transfer forensic procedures from one person’s record 
to another 

• establishing new turnaround times for DNA analysis, to reflect DAL’s current workload

• clarifying who is the “responsible person” for the DNA database 

•  considering whether all police officers, forensic officers, scene of crime officers and laboratory staff should 
have their DNA profiles on an elimination database

• considering whether the covert collection of DNA samples should be regulated, and 

•  requiring NSW Police to include information about covert DNA sampling, forensic procedures conducted by 
force and DNA analysis results in its Annual Report

NSW Police and other agencies support the majority of our recommendations. 

Conclusions 
The implementation of the Crimes (Forensic Procedures) Act has provided police with further tools in the investigation 
and prosecution of criminal offences. This has generally been achieved with due regard to the rights and interests of 
people police wish to undergo forensic procedures. 

We have identified a number of legislative and procedural issues for consideration by Parliament and relevant 
agencies. We have also identified key issues that should be kept under scrutiny into the future.
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List of Recommendations

Recommendation
Paragraph 

number

1
Audits of local area commands include a review of records and systems relating to 
other types of forensic procedures, as well as DNA samples.

4.1.5

2
For each of the procedures selected for auditing, the auditor reviews the authority 
for the procedure (consent form, senior police order or court order) and watches 
the video of the procedure. 

4.1.5

3

NSW Police ensure officers conducting forensic procedures have appropriate 
training and experience. In particular, NSW Police consider implementing the 
following reforms.

 a.  NSW Police develop a forensic procedures portfolio in each local area or 
specialist command, with a designated and fully trained forensic procedures 
officer responsible for the portfolio.

 b.  Individual commands consider developing a small team of officers 
with forensic procedures expertise who will primarily be responsible for 
conducting forensic procedures in those commands.

 c.  Accreditation for a police officer to conduct any forensic procedure be 
conditional upon annual training.

4.2.6

4
NSW Police finalise, as a matter of priority, a single forensic procedures register for 
use in commands.

4.2.8.4

5
NSW Police review present electronic (COPS and custody management) recording 
of procedures to ensure a standard process which enables meeting legal 
requirements including detention requirements.

4.2.8.4

6
NSW Police consider the development of a hard copy forensic procedures 
manual.

4.2.8.4

7
NSW Police take into account problems with recording forensic procedures 
demonstrated in this review in its mainframe replacement program.

4.2.8.4

8
NSW Police clarify in SOPs for how long and in what circumstances electronic 
recordings of forensic procedures (video tapes) should be kept, and provide this 
advice to commands.

4.2.8.4

9
The Attorney General clarify who is the “responsible person” for the purposes of 
the Crimes (Forensic Procedures) Act 2000.

4.4

10

The Attorney General develop a plain English version of the information that is 
required to be provided under the Crimes (Forensic Procedures) Act 2000, as a 
matter of urgency, and consider whether this should be prescribed by regulation or 
included in a schedule to the Crimes (Forensic Procedures) Act 2000.

6.1.3

11
The Crimes (Forensic Procedures) Act 2000 be amended so that police are 
required to inform volunteers that the forensic procedure may produce evidence 
against the volunteer that might be used in a court of law.

6.1.4
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Recommendation
Paragraph 

number

12

Police inform volunteers who provide DNA samples that their DNA profile will 
be stored on the DNA database but will only be matched within the particular 
case, and will not be matched against anything else on the database, unless the 
volunteer indicates that he or she agrees to his or her DNA profile to be used for 
unlimited purposes. 

6.1.4

13

The Crimes (Forensic Procedures) Act 2000 be amended to require police to 
provide information about forensic procedures to child suspects and volunteers, 
and develop plain English versions of this information for children of different ages 
in consultation with the Commission for Children and Young People. 

6.1.5

14

The Crimes (Forensic Procedures) Act 2000 be amended to require police to 
provide information about forensic procedures to incapable persons, and develop 
plain English versions of this information suitable to persons with an intellectual 
disability in consultation with the Intellectual Disability Rights Service.

6.1.6

15

Police consider informing suspects who have been taken into detention after 
arrest, and who are likely to undergo a forensic procedure, that police may wish 
to conduct a forensic procedure on the person, such as a DNA sample, and that 
this information be provided when police give suspects their summary of the 
provisions of Part 9 of the Law Enforcement (Powers and Responsibilities) Act 
2002.

6.2.4

16

The Crimes (Forensic Procedures) Act 2000 be amended so that:

 a.  Police officers are required to give volunteers and suspects who are not 
under arrest a period of notice, specified in the Act or Regulation, before 
asking them to provide a DNA sample.

 b.  Police need not wait until the end of the notice period to take the DNA 
sample, if the suspect or volunteer has expressly and voluntarily waived his 
or her right to the period of notice.

6.2.5

17

The forensic procedure SOPs include guidelines on identifying and 
communicating with incapable people. These guidelines should be established in 
consultation with the Guardianship Tribunal and disability advocates and should 
cover the information and factors to be considered in assessing a suspect or 
volunteer’s capacity.

7.2.3.3

18
NSW Police provide further training and guidance to police officers on the practical 
and legal considerations in dealing with ‘incapable persons’ under the Crimes 
(Forensic Procedures) Act 2000.

7.2.3.3

19
The Crimes (Forensic Procedures) Act 2000 be amended so that a senior 
police officer order can authorise a suspect to provide a DNA sample by self-
administered buccal swab.

7.2.8

20

The form used for recording senior police officer orders be amended so that the 
senior police officer who makes an order authorising a forensic procedure can 
record their reasons for believing the suspect committed an offence, the grounds 
on which the officer believes the procedure might produce evidence tending to 
confirm or disprove that the suspect committed the offence, and the reasons why 
carrying out of the procedure without consent is justified in all the circumstances.
The amended form should also include information about any submissions 
received from the suspect, their legal representative or interview friend. Any 
amended form for senior police officer orders should also be included in the 
proposed forensic processes book.

7.3.3
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Recommendation
Paragraph 

number

21

The Crimes (Forensic Procedures) Act 2000 be amended to provide clearer 
guidance to senior police officers about when carrying out a forensic procedure 
without consent will be “justified in all the circumstances”, including factors which 
must be considered in making this decision.

7.3.3

22
The Crimes (Forensic Procedures) Act 2000 be amended to require a senior 
police officer making an order under sections 18 or 19 to be independent of the 
investigation.

7.3.4

23
NSW Police clarify to officers in the field that an acting sergeant is a “senior police 
officer” for the purposes of the Crimes (Forensic Procedures) Act 2000. 

7.3.5

24

The Crimes (Forensic Procedures) Act 2000 be amended to provide clearer 
guidance to magistrates about when carrying out a forensic procedure without 
consent will be “justified in all the circumstances”, including factors which must be 
considered in making this decision.

7.4.5

25
Magistrates be provided with appropriate advice or guidance as to the hearing of 
applications under the Crimes (Forensic Procedures) Act 2000.

7.4.5

26

The definition of ‘volunteer’ in the Crimes (Forensic Procedures) Act 2000 be 
amended so that it provides words to the effect that a volunteer is a person (other 
than a suspect or excluded volunteer) who consents to a request by a police 
officer to undergo a forensic procedure, or in the case of a child or incapable 
person, whose parent or guardian consents to a request by a police officer that 
the child or incapable person undergo a forensic procedure. 

7.5.1

27

The Crimes (Forensic Procedures) Act 2000 be amended in respect of the child 
volunteer provisions for children aged between 15 and 17, allowing these children 
to consent to forensic procedures for within case matching or limited purposes on 
their own behalf. 

7.5.3

28

The Crimes (Forensic Procedures) Act 2000 be amended to provide that, where 
a forensic procedure is conducted on a volunteer who is a child or incapable 
person, and a DNA profile obtained, the profile only be used within the case for 
which it was provided, and not permitted to be matched against any other indexes 
on the DNA database, unless otherwise authorised by a court.

7.5.5

29

The Minister regulate arrangements for mass screenings. This should include:

 a.  a definition of what constitutes a “mass screening”

 b.  a requirement that mass screenings only be conducted in the approved 
manner

 c.  a requirement that a senior officer (Superintendent or above) approve the 
undertaking of a mass screening

 d.  the criteria to be met before a senior officer approves a mass screening

 e.  that samples obtained during a mass screening only be used for “within case 
matching” with the relevant criminal investigation

 f.  a requirement that samples be destroyed within a specified period after the 
relevant case or investigation is finalised

 g.  the information to be provided to volunteers, and

7.7.3
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Recommendation
Paragraph 

number

29
cont.

 h.  the arrangements for conduct of mass screening procedures. 7.7.3

30 That the SOPs specifically state that the caution be electronically recorded. 8.1

31 That the caution be included at the beginning of the information sheet. 8.1

32
That commands develop and keep up to date lists of names and contact details of 
acceptable community members and representatives from local service providers 
who can be used as interview friends and independent persons. 

8.2.2

33
NSW Police consider translating the information sheet into the most commonly 
used community languages.

8.2.3

34
Section 117 of the Law Enforcement (Powers and Responsibilities) Act 2002 be 
amended so that time taken to conduct a forensic procedure is to be regarded as 
‘time out’ in determining how much of an investigation period has elapsed. 

8.3.2.3

35
The Crimes (Forensic Procedures) Act 2000 specify that police must conduct all 
forensic procedures as quickly as is reasonably possible, and that the maximum 
time permitted to conduct any forensic procedure is two hours. 

8.3.2.3

36

NSW Police amend the SOPs to reflect the best practice for video recording of 
forensic procedures. In particular we recommend:

 a.  Where an officer takes measures to minimise contamination, for example by 
cleaning the table, that this be done on video 

 b. The testing officer and person being tested are clearly visible at all times

 c.  The testing officer states the date and time at the start and end of the 
procedure

 d.  The testing officer introduces himself or herself

 e.  The testing officer identifies by name and role any other persons present, 
including other police officers

 f.  The testing officer provides an overview of the forensic procedure and 
process

 g. The testing officer cautions the person being tested

 h.  The testing officer reads out all relevant information to the suspect or 
volunteer

 i.  The testing officer obtains both the written and verbal consent of the suspect 
or volunteer

 j.  The testing officer asks the suspect or volunteer whether they consent to 
the electronic recording of the conducting of the forensic procedure after 
consent has been obtained and prior to commencing the procedure

8.5.8
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Recommendation
Paragraph 

number

36
cont.

 k.  Where the forensic procedure is the taking of a DNA sample, the opening 
of the DNA sample kit, the sampling process and the sealing of the tamper-
evident bag are clearly visible and the contents of the DNA sample kit are 
visible at all times, and

 l.  The testing officer at the completion of the forensic procedure asks 
the suspect or volunteer if they have any complaints about the way the 
procedure was conducted.

8.5.8

37
NSW Police consider clarifying their training and procedures to reflect that where 
possible, every effort should be made to obtain DNA person samples using the 
least intrusive method available.

8.6.3

38

When police officers seek an order for a person DNA sample, the request include 
that the order permit the option for the sample to be taken as either a buccal 
swab, a hair sample or a blood sample and that these choices be provided to the 
person being tested.

8.6.3

39
NSW Police procedures clarify that only one DNA sample is required from any 
person.

8.6.4

40
NSW Police retain its current practice of obtaining confirmation samples for all 
identifications made through “cold links”. 

8.6.5

41

NSW Police consider reviewing all directives issued to forensic service group 
and crime scene officers so that they not only reflect the provisions of the Crimes 
(Forensic Procedures) Act 2000 but also assist in ensuring that relevant evidence 
is not lost.

8.7.3

42
NSW Police be required to report on the number of occasions forensic procedures 
are conducted using force, in its Annual Report. 

8.9

43

NSW Police ensure that SOPs require officers to:

 a.  Review and consider alternatives prior to force being used to carry out, or 
facilitate carrying out forensic procedures

 b.  Document their consideration of alternatives to the use of force and the 
reasons why they believe that these options are not practicable in the 
circumstances.

8.9

44

NSW Police ensure that regular and timely review of documents and recordings of 
the use of force are carried out by either specialised forensic procedure officers as 
described in recommendation 3(a) or FPIT so as to assess the:

 a. Appropriateness of the use of force

 b. Reasonableness of the use of force

 c. Appropriateness of the methods applied by the officers concerned

 d. Any training needs identified for the officers concerned.

8.9

45
NSW Police ensure that forensic procedures involving the use of force are carried 
out in appropriately sized and equipped areas, which minimise the likelihood of 
injury to the testing officers and suspects.

8.9
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Recommendation
Paragraph 

number

46
NSW Police amend its SOPs to ensure that all communication and negotiation with 
the suspect by testing officers and/or senior police officers is recorded on video 
prior to the use of force.

8.9

47
NSW Police ensure that SOPs relating to the identification of all persons present 
and the explanation of their role are complied with.

8.9

48

The Crimes (Forensic Procedures) Act 2000 be amended so that Part 6 Division 6 
reflects the following principles:

 a. it is unnecessary to share person DNA samples

 b.  the provision of other material is also unnecessary, unless material remains 
available (after the initial analysis) that is sufficient for independent analysis 
and the suspect has requested this 

 c.  if there is more than sufficient material available (for the initial analysis) at 
the time the sample is collected, and a request is made by the suspect, the 
testing officer should supply a share of the sample at this time

 d.  the results of DNA analysis, or the analysis of other samples taken under the 
Act, only be required to be provided to persons where the results are to be 
used in evidence in proceedings, or if a request is received

 e.  photographs only be provided where they are to be used as evidence in 
proceedings or if a specific request is received. 

8.10.6

49
The Attorney General consider amending the Crimes (Forensic Procedures) Act 
2000 so that Part 6 Division 6 does not apply to volunteers. 

8.10.6

50
NSW Police develop and implement strategies to ensure officers are complying 
with the current procedures for sharing forensic material and photographs with 
suspects. 

8.10.6

51
NSW Police consider expanding the use of digital photographs for forensic 
procedures to ensure copies of photographs can be provided expeditiously and 
receipts obtained.

8.10.6

52

NSW Police provide clear advice to officers about when photographs can be taken 
under sections 133 and 136 of the Law Enforcement (Powers and Responsibilities) 
Act 2002, and when photographs can be taken under the Crimes (Forensic 
Procedures) Act 2000. 

9.1.2

53
NSW Police keep records of the number of covert DNA samples submitted for 
analysis, the reason why the sample was taken covertly, and the results of the 
analysis, and includes these in its Annual Report.

9.2.4

54

Parliament consider regulating the collection of covert samples to include under 
what circumstances covert samples can be collected, whether a court order 
should be required, and how profiles obtained from covert samples should be 
managed on the New South Wales DNA database.

9.2.4

55

The Attorney General’s Department and NSW Police consider whether the current 
protocol for conducting forensic procedures on victims is appropriate, particularly 
in relation to consent and information requirements, and make changes to the 
Victim’s Protocol and NSW Police SOPs as necessary.

9.4
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Recommendation
Paragraph 

number

56

The Crimes (Forensic Procedures) Act 2000 be amended to specifically provide 
the following:

 a.  the taking of a DNA sample from a child under the age of 10 be prohibited 
except when a court order authorises the sample having given due 
consideration to the age of the child and where:

  i.  the paternity of the child is of evidentiary value in an indictable or 
prescribed offence; or

  ii. the DNA is required for exclusionary purposes. 

 b.  the only permitted matching for a DNA profile obtained from a DNA sample 
from a child under the age of 10 is within case matching, and that the profile 
not be placed on any index of the DNA database.

9.5.1

57

Training for forensic procedures include information that the primary reason for 
rejecting DNA person samples is that there is insufficient material on the FTA card 
and therefore reinforce the need to obtain sufficient forensic material when taking 
a DNA sample by buccal swab. 

10.3.4

58 NSW Police remove the option of ‘other’ on the sample information form. 10.3.5

59

The Attorney General consider including in the regulations provision for an 
additional index on the New South Wales DNA database that allows DAL to 
continue its practice of holding profiles where the purpose for which the sample 
was provided is not clear from the documentation accompanying the sample.

10.3.5

60
NSW Police and DAL implement a process so that DAL only accepts DNA 
samples from suspects and volunteers where there are sufficient details enabling 
DAL to identify the case to which the sample belongs.

10.3.6

61
DAL reviews its processes for storing firearms and takes all reasonable 
precautions to ensure they are kept safely, in accordance the Firearms Act 1996.

10.3.10

62
Part 11 of the Crimes (Forensic Procedures) Act 2000 be amended to permit the 
matching of DNA profiles within the suspects index.

10.4.1

63

DAL continues to use volunteer samples only within the case for which the sample 
was provided, unless it has confirmed with the relevant police officer that the 
volunteer did actually intend that his or her profile be placed on the “unlimited 
purposes” index. 

10.4.2

64
DAL deletes all profiles provided by volunteers for ‘within case matching’ from the 
database, once the relevant court proceedings have been finalised.

10.4.2

65
NSW Police remove the option of samples not being placed on any index from the 
volunteer consent form.

10.4.2

66
DAL and NSW Police standardise their methods of recording cold links, warm links 
and eliminations. 

10.6.4

67
DAL in consultation with NSW Police develop a set of agreed outcomes for 
analysis conducted in relation to suspect samples, and record an outcome for 
each case in which a suspect sample is submitted. 

10.6.4
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Recommendation
Paragraph 

number

68
DAL provide an appropriate central unit in NSW Police (such as FPIT or FSG) with 
DNA analysis results for each sample analysed.

10.6.4

69
DAL and NSW Police consider publishing outcomes from all links made from the 
New South Wales DNA database, not just cold links, in their respective annual 
reports.

10.6.6

70
DAL and NSW Police include explanations on how they calculate links in their 
respective annual reports.

10.6.6

71
DAL and NSW Police consider regularly publishing this information on their 
respective websites.

10.6.6

72

NSW Police, in addition to the information currently included in its Annual Report 
on the number of cold links and person DNA tests undertaken, include information 
on:

 a.  how many DNA samples have been analysed (including person samples and 
crime scene samples)

 b. how many profiles are on the database

 c. the results of analysis

 d. how many samples have been rejected and the reasons for this

 e.  how many samples are submitted to the National DNA database (NCIDD) 
when it becomes operational, and 

 f.  how many matches are made on the National DNA database (NCIDD) when 
it becomes operational.

10.6.6

73
NSW Police commence recording how many non DNA forensic procedures are 
undertaken by type and the results achieved following these procedures. 

10.6.6

74
NSW Police and DAL agree on new turnaround times (for items as well as cases), 
based on DAL’s current caseload. 

10.7.7

75
Appropriate changes be made to DAL’s case management system, so DAL can 
state how many cases are on hand, and the status of each; and any cases which 
are overdue, according to any agreed turnaround times, are flagged. 

10.7.8

76

As well as providing monthly reports detailing turnaround times for cases 
completed and cases finalised, DAL provide NSW Police with monthly reports 
detailing cases on hand. This should include the number of cases and items 
awaiting analysis, and how long they have been at DAL. For cases which have 
been finalised, the length of time between a case being received and it being 
started, and between it being completed and filed, should also be indicated. 

10.7.8

77
NSW Police implement a reliable system for ensuring DAL is informed about key 
information affecting case prioritisation, including advice about when analysis is 
no longer needed.

10.7.9

78
Cabinet consider, in addition to the specific outcomes of the DNA outsourcing trial, 
the broader question of the long term position of DNA analysis services in NSW, 
including issues of funding, independence, and research and development. 

10.8.1
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Recommendation
Paragraph 

number

79

The Parliament give further consideration to the recommendations of the NSW 
Standing Committee on Law and Justice and the Public Accounts Committee 
regarding the establishment of an independent State Institute of Forensic 
Sciences.

10.8.1

80

The Attorney General and NSW Police take all necessary steps to permit the 
sharing of appropriate unlimited purpose volunteer, suspect and serious indictable 
offender DNA profiles via the National Criminal Investigation DNA Database 
(NCIDD).

10.9.1

81
An audit process be established between DAL and FPIT to ensure the information 
on the database is correct, including that DNA profiles are identified by a person’s 
real name and not an alias.

11.1.3

82

The NSW Attorney General consider implementing, and/or facilitating the 
implementation of, recommendations 15 to 20 made by the Commonwealth 
Independent Review as they relate to the functions of the NSW Government. It is 
also recommended that:

 a.  The Crimes (Forensic Procedures) Act 2000 be amended to enable the 
implementation of recommendations 15-20 made by the Commonwealth 
Independent Review as they relate to NSW

 b.  The NSW Parliament consider establishing a scheme similar to that 
in the Law Enforcement (Controlled Operations) Act 1997 and the 
Telecommunications (Interception) (NSW) Act 1987, to regulate external 
audits of records relating to forensic material obtained under the Crimes 
(Forensic Procedures) Act 2000.

11.1.3

83

NSW Police conduct a comprehensive audit of COPS records to identify where 
forensic procedure records have been linked to a CNI number other than the 
original one, and check, on each occasion where this has occurred, that the 
decision to link the records was sound.

11.2.2

84
NSW Police take immediate steps to prevent ordinary police officers from being 
able to alter forensic procedure records on COPS, and instead allow only a small 
group of appropriately trained officers, such as FPIT, to perform this function. 

11.2.2

85

NSW Police develop and implement business rules which specify who can perform 
CNI linking, what training is required, and what checks must be undertaken before 
two CNI numbers can be linked. These rules could be developed in conjunction 
with the NSW Police Data Cleansing Project.

11.2.2

86
Officers who are authorised to conduct forensic procedures be provided with best 
practice training to reduce the risk of contamination when conducting forensic 
procedures. 

12.2.1

87

NSW Police work with the DNA Advisory Committee or Attorney General’s working 
group to establish protocols and guidelines for the management of crime scene 
evidence by FSG in line with any quality control and assurance procedures already 
implemented by DAL.

12.2.2.2

88

If NSW Police introduces barcoding of exhibits at the crime scene, DAL work with 
NSW Police to consider whether this tracking system can be carried through from 
collection to the proposed initial FSG examination and finally to the DAL analysis 
of the evidence.

12.2.2.2
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Recommendation
Paragraph 

number

89
Staff in all laboratories which provide DNA analysis services to NSW Police be 
required to provide a DNA sample, to be included on DAL’s staff elimination 
database.

12.4.1

90
Consideration be given to establishing a DNA elimination database for all police 
officers, forensic officers and scene of crime officers in NSW. 

12.4.2

91
The DNA Advisory Committee consider consulting with the manufacturers of the 
equipment used for taking DNA samples about the risk of contamination.

12.4.3

92
NSW Police amend COPS to include new fields for the date destruction of forensic 
material is due, and a field to commence recording the date the sample is either 
destroyed or converted to a convicted offender profile. 

14.2.2.1

93
NSW Police consult with the Attorney General’s Department to develop 
appropriate formats for electronic notification of court results and extension orders 
under section 88(5) of the Act via CourtLink once it becomes operational.

14.2.2.1

94
When DAL receives a destruction request, it deletes the DNA profile from the 
database, as well as destroying the forensic material and identifying information.

14.2.3

95

Volunteers be given the opportunity to nominate an agreed retention period, and 
that this information be recorded on the volunteer consent form. Any destruction 
date nominated should be recorded on COPS so that FPIT is automatically notified 
of any samples which need to be destroyed. 

14.2.7.1

96
DAL delete all profiles provided by volunteers for ‘within case matching’ from the 
database, once the relevant court proceedings have been finalised. 

14.2.7.1

97
DAL’s case management system be developed so that any cases where a 
destruction date is approaching, and the relevant crime scene evidence has not 
been examined, are flagged for prioritised examination.

14.2.9

98

Section 87 of the Crimes (Forensic Procedures) Act 2000 be amended to require 
forensic material taken from a suspect be destroyed as soon as practicable if the 
suspect is convicted and the conviction is subsequently set aside, unless there is 
a reasonable prospect of a retrial or rehearing.

14.2.10

99
The Crimes (Forensic Procedures) Act 2000 be amended to provide further 
guidance on what constitutes special reasons for making an extension order and 
that a finite extension period be determined by Parliament and included in the Act.

14.2.11

100
The Attorney General implement a system to ensure that magistrates notify the 
responsible person of any extension given under section 88, as required by the 
Crimes (Forensic Procedures) Act 2000. 

14.2.11

101
That section 81 of the Crimes (Forensic Procedures) Act 2000 be clarified to make 
clear its application to volunteers including whether it only applies to volunteers 
whose parent or guardian has withdrawn consent. 

14.2.12

102
The responsible person consider whether sample material obtained from 
volunteers should be retained once a profile has been loaded onto the database 
and the relevant proceedings have been finalised. 

14.3
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Recommendation
Paragraph 

number

103

NSW Police implement a system to ensure that prints taken from volunteers for 
elimination purposes are either destroyed or returned to the volunteer as soon as 
practicable after they have been used to exclude the person from the investigation, 
in accordance with section 87A of the Crimes (Forensic Procedures) Act 2000. 

14.4.1

104
NSW Parliament consider what, if any, regulation is required of the way in which 
material obtained from forensic procedures may be analysed and compared.

16.1.4

Endnotes
1 Crimes (Forensic Procedures) Act 2000 s 121. 
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Chapter 1. Background

1.1. Introduction
The Crimes (Forensic Procedures) Act 2000 (the Act) created new police powers to carry out forensic procedures, 
such as taking DNA from a person’s saliva, hair or blood. Other forensic procedures include external examinations 
of a person’s body, taking photographs of tattoos or scars, taking fingernail scrapings, swabbing a person’s hands, 
or taking a dental impression. 

The Act sets out the circumstances in which police can conduct forensic procedures. It also sets out how forensic 
material from those procedures may be used, and when that material must be destroyed. It also provides for a 
DNA database system to be established, so that DNA profiles from certain people can be matched against DNA 
obtained from unsolved crime scenes. The Act also outlines the rules for participation by NSW in the National Criminal 
Identification DNA Database.

The Act commenced on 1 January 2001, but Part 8, which deals with volunteers, did not commence until 1 June 2003. 

1.2. Review mechanisms
The Act provides for three different review mechanisms:

•  Inquiry by the Standing Committee on Law and Justice. The NSW Parliamentary Standing Committee on 
Law and Justice was required to undertake an inquiry into the operation of the Act, and report to Parliament as 
soon as possible after 18 months from the Act’s assent.2 It reported its findings in February 2002.3 The inquiry 
focused on the “reliability and effectiveness of DNA evidence, and the legal and social implications of its use 
in criminal investigations.”4 

•  Review by the Attorney General. The Attorney General was required to review the Act to determine 
whether its policy objectives remain valid, and whether the terms of the Act remain appropriate to securing 
those objectives. The review was to be undertaken as soon as possible after 18 months from the date of 
assent, and the Attorney General was required to report to Parliament on the outcome of the review within 
the following 12 months.5 The Criminal Law Review Division of the NSW Attorney General’s Department invited 
Professor Mark Findlay, Deputy Director of the Institute of Criminology, University of Sydney, to conduct the 
required review on behalf of the Attorney General. The Findlay report was finalised in April 2003.

•  Monitoring of the operation of the Act by the Ombudsman. The Act initially required the Ombudsman 
to keep under scrutiny the exercise of functions conferred on police officers under the Act for two years from 
the date of assent – that is from 5 July 2000. As Part 8 of the legislation did not commence until 1 June 2003, 
the review period was extended, requiring the Ombudsman to scrutinise functions conferred on police for 18 
months following the commencement of Part 8.6 The Ombudsman is required to prepare a report of the work 
and activities under this section, as soon as practicable after the expiration of the review period. The report is 
provided to the Attorney General, Minister for Police and Commissioner for Police. The Attorney General must 
provide a copy of this report to Parliament as soon as practicable after receipt. 

1.3. Structure of our review 
The Act enables police to conduct forensic procedures on three different categories of people – convicted offenders, 
suspects and volunteers. 

Because the mass testing of inmates and detainees was largely conducted in the first two years of the Act’s 
operation, and raises considerably different issues from conducting forensic procedures on people suspected 
of having committed an offence and people who volunteer to undergo a procedure, we conducted our review in 
two stages.

The first stage of our review focused exclusively on the DNA sampling of people serving a sentence of imprisonment 
for an offence carrying a maximum penalty of five years imprisonment or more.7 Since the Act commenced, NSW 
Police has attempted to obtain DNA samples from all people who fall within this category, which amounts to 
approximately 75 per cent of the NSW correctional centre population. We reported to the Attorney General on this 
aspect of our review in August 2004, in our report, The Forensic DNA Sampling of Serious Indictable Offenders under 
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Part 7 of the Crimes (Forensic Procedures) Act 2000. We have included a brief update on the implementation of the 
recommendations made in our 2004 report, in an appendix to this report. 

This report deals with the second stage of the review, our scrutiny of police officers conducting forensic procedures 
on suspects and volunteers. Chapter 2 outlines the key provisions of the NSW Act and Chapter 3 provides an 
overview of DNA sampling in Australia and overseas. Chapter 4 explains how the Act has been implemented by police 
and other agencies. Chapter 5 provides a snapshot of the way the legislation is being used, including a statistical 
analysis of forensic procedures conducted during the review period. 

Chapter 6 discusses the provision of information and legal advice to suspects and volunteers. Chapter 7 discusses 
the various ways forensic procedures can be authorised, and whether forensic procedures are being conducted 
with appropriate authority. Chapter 8 examines the way forensic procedures are actually conducted, and Chapter 
9 discusses the relationship between forensic procedures and other investigative procedures which fall outside the 
scope of the Act. 

Chapter 10 examines the way DNA is analysed at the DNA laboratory and the purposes for which DNA profiles are 
used, and Chapter 11 looks at the accuracy of information on the DNA database, and on the police computer system. 

Chapter 12 discusses DNA and contamination risks. Chapter 13 looks at evidence obtained through forensic 
procedures in criminal proceedings, and Chapter 14 at the processes in place for ensuring that forensic material is 
destroyed according to legislative requirements. 

Chapter 15 describes the types of complaints and inquiries about forensic procedures the Ombudsman received 
during the review period, and the action NSW Police and the Ombudsman took to address these issues. The report 
concludes with a brief discussion of possible future uses of DNA in police investigations in Chapter 16. 

There is a glossary at the end of the report. 

1.4. DNA and criminal investigations

1.4.1. What is DNA?

DNA stands for ‘deoxyribonucleic acid’. There are two types of DNA: mitochondrial DNA and nuclear DNA. 

A person inherits mitochondrial DNA only from his or her biological mother. Mitochondrial DNA will be the same in all 
people who share the same maternal genetic material. For example, siblings who have the same biological mother 
will all have the same mitochondrial DNA.8

By contrast, nuclear DNA is inherited in different combinations from both biological parents, and therefore more 
combinations are possible. It is believed that – with the exception of identical twins – the possibility of two people 
having exactly the same nuclear DNA is extremely unlikely.9 For this reason, the preferred type of DNA for establishing 
identity is nuclear DNA. DNA databases use mainly nuclear DNA – DNA obtained from the nucleus of a cell.

Most cells in the human body contain a nucleus. Inside the nucleus are strands of genetic material called 
chromosomes. Arranged along these chromosomes, like beads on a thread, are nearly 100,000 genes.10 Each gene 
is composed of DNA, which is often described as ‘the blueprint of life’.

This genetic or ‘coding’ DNA instructs the body cells to make proteins that determine everything from hair colour to 
our susceptibility to diseases. There is very little difference in these coding areas of DNA between different people. It 
has been estimated that 99.9% of a person’s DNA is the same as the DNA in all other human beings.11

Some areas of the DNA, found between the coding DNA, are made up of DNA that does not code for physical 
features or chemical processes. Scientists have not yet identified the function of these non-coding regions, although 
they have discovered that these areas of DNA vary extensively from person to person. It is this variability that provides 
the basis for distinguishing between individuals through DNA profiling.

All DNA extracted from the nucleus of any cell from the one person is the same, whether it is taken from white blood 
cells, hair root cells or cells from the inside of a person’s mouth. A person’s DNA remains the same throughout his or 
her life. It can be used for a range of purposes, including medical research, determining biological parentage, and the 
investigation and prosecution of crime.



NSW Ombudsman  
DNA sampling and other forensic procedures conducted on suspects and volunteers under the Crimes (Forensic Procedures) Act 2000 3

1.4.2. What is a DNA profile?

The areas of DNA that are non-coding have been labelled ‘junk’ DNA. DNA profiles consist of a list of the variations 
obtained from certain sites (called loci) on the junk DNA plus the sex gene (XX for female, XY for male). The areas 
on the junk DNA that are examined are called Short Tandem Repeats (STRs). These are small sections of DNA that 
are repeated end on end. Different people have a different number of repeats, and therefore have different lengths of 
DNA. Analysing and measuring the different lengths of DNA at these sites is the basis of DNA profiling.12

DNA laboratories in all Australian jurisdictions use the ‘Profiler Plus’ system of DNA profiling.13 Forensic scientists do 
not examine the whole DNA, but only a certain number of loci on the DNA. The more loci examined the greater the 
likelihood that samples with the same profile came from the same person. In New South Wales, the DNA laboratory 
examines nine loci.

A DNA profile is different from a DNA sample. A sample contains the whole of a person’s DNA, while a profile is a 
series of numbers and letters derived from only a small portion of a person’s DNA. A DNA sample contains a great 
deal of information about a person, including predictive health information. While some genetic information can be 
derived from a DNA profile, including the person’s sex and whether he or she may be related to another person 
whose profile is known, a profile contains far less genetic information than a DNA sample. 

1.4.3. How is DNA used in criminal investigations? 

DNA from biological material found at a crime scene can be compared with the DNA police take directly from a 
person, to determine whether the biological material found at the crime scene is likely to have come from that person. 

If police suspect that a person has committed a particular offence, they can take a DNA sample from the person, 
and send it to the laboratory for comparison with DNA obtained from the crime scene. DNA profiles are extracted 
from both the person and crime samples. If the profiles match, this may be evidence, in some circumstances, that 
the person was involved in the crime. Further, the person’s profile will be put on the DNA database, and may link the 
offender to other unsolved crime scenes.

Police may send forensic material from crime scenes to the laboratory for analysis even where they have not been 
able to identify a suspect, as it may match a profile on the DNA database from another crime scene, or a suspect or 
convicted offender whose profile has already been put on the database. 

DNA evidence has been used as a tool in many high profile criminal investigations, including the Ivan Milat 
backpacker murder cases, the investigation of the attempted extortion of Arnotts Biscuits and the investigation into 
the disappearance of English backpacker, Peter Falconio. 

Because DNA is very stable, and can withstand significant environmental impact, DNA profiles can be developed 
from biological material which is decades old. For this reason the new technology has also enabled police to reopen 
investigations of old unsolved crimes. 

DNA is not only helpful to convict offenders; it can also be used to exclude suspects from police investigations. This 
can prevent unnecessary investigation and save valuable police resources. 

Development of DNA technology has also meant that people can appeal against older convictions, if they can show 
that DNA taken from the perpetrator at the time of the offence does not match their own DNA. 

DNA technology has also been used for identifying disaster victims, including those killed in the 2002 Bali bombings 
and the 2004 tsunami in south east Asia.

1.4.4. The DNA database

The DNA database is used for identifying links between offenders and crime scenes. It is primarily an intelligence tool. 
If a link is established between a person and a particular crime scene, this does not mean the person is guilty – it 
simply means that police have further information which they may be able to use to progress their investigation. 

Over 25,000 person samples have been loaded onto the New South Wales DNA database, including about 19,000 
samples from convicted offenders, 8,000 from suspects and 800 from volunteers. Over 14,000 crime scene samples 
have been loaded onto the database.14

It is not possible to say exactly how many people have their DNA on the database, as the Act prohibits profiles taken 
from suspects to be compared against samples taken from suspects which are already on the database.15 This 
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means that a significant number of people have had their DNA profile put on the database more than once. Although 
we can determine the number of profiles which have been put on the database, we cannot determine the number of 
people who have had their DNA profile put on the database, which will be fewer.

1.4.5. Limitations of DNA evidence 

Because DNA is highly discriminating, DNA profiling is a powerful tool in the investigation and prosecution of crime. 
However, it is by no means a universal remedy. For a start, DNA evidence is only relevant in a small proportion of 
offences. For example, if a person has been sexually assaulted, DNA evidence would be highly relevant if the identity of 
the perpetrator is at issue, as DNA from the defendant could be compared with DNA found on the complainant’s body 
or clothes. However, most sexual assault cases turn on the issue of consent. If the defendant admits having had sex with 
the complainant, but claims it was by consent, then DNA evidence will probably have no bearing on the trial. 

Where a person’s DNA is found at a crime scene, there may be a legitimate reason for it being there. As one legal 
practitioner has pointed out:

All that a DNA test does is show that there is a link between a crime scene and a suspect. How that link came 
about is still a matter for evidence at trial.16

For example, the person may have visited the place, and left DNA there, possibly long before the crime was 
committed. In this situation a DNA match can link the person to the crime scene, but cannot establish whether or not 
the person committed the offence. It is also possible that a person’s DNA may have been transferred to the scene 
without the person having physically been there, either deliberately or unintentionally. 

As discussed above, DNA analysis can be used to exclude suspects from police investigations. However, while 
any difference between a sample taken from a suspect and a sample taken from a crime scene proves that the two 
samples are not from the same person, it does not necessarily follow that the suspect is in fact innocent. For example, 
there may be multiple offenders involved in a particular offence, such as a home invasion. Just because a particular 
suspect’s DNA does not match forensic material found at the crime scene does not mean that the suspect was not 
involved in the crime. By contrast, in the case of an offence where there is only one perpetrator, such as a single 
sexual assault, the fact that the suspect’s DNA did not match the DNA obtained from the victim would probably be a 
good basis for excluding the suspect. 

Even where there is a DNA match, and the evidence is relevant to the investigation, the evidence will never be entirely 
conclusive. While any difference between samples at any of the loci examined proves that the samples came from 
different people, the reverse is not true – if the number of sequences repeated at each of the loci is the same, this 
means that the two samples could have come from the same person, but it does not prove that they did. For this 
reason, a “match” between a person’s DNA profile and a DNA profile found at a crime scene really indicates only 
a chance or probability that the two samples came from the same person. The more loci examined, the greater the 
likelihood that samples with the same profile came from the same person.17 By contrast, it is more likely that samples 
coming from two different people will match if the profiles are partial, or the two people are related.18 

DNA evidence is only ever ‘circumstantial’ evidence – it is evidence of a fact from which the decision maker is asked 
to conclude that a further fact existed. Circumstantial evidence is sometimes contrasted with direct evidence, which is 
evidence given by a person that he or she actually saw, heard or otherwise perceived that a particular fact existed. For 
this reason, DNA evidence must be considered in the context of the other evidence adduced at trial. It will never be 
enough for the prosecution to rely on DNA evidence alone. 

There have also been difficulties associated with the way DNA evidence is presented in court. While the scientific 
basis of DNA profiling is now widely accepted, there are a number of different ways of expressing statistical evidence. 
There has been some criticism of the way DNA evidence is explained to the jury, particularly about the statistical 
significance of a match and the probability of a match occurring by coincidence. This had led to concerns about juries 
making improper inferences of guilt.19 

1.5. Methodology
This report documents our work and activities scrutinising the exercise of police functions under the Act.20 Our 
research was guided by the scope of our review powers, as defined by section 121 of the Act. There are some related 
police functions which we have not examined, as they are not within the scope of our review. For example, taking DNA 
samples from victims of crime, or photographing their injuries, are not functions of police under the Act. We have, 
however, included some information about these activities. 
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In order to conduct a thorough and balanced review, we sought the views of people who have been directly affected 
by the legislation. This included people in the community who have undergone forensic procedures; police officers 
who carry out forensic procedures; the Forensic Procedures Implementation Team (FPIT), which coordinates DNA 
sampling by police officers at a management level; the Division of Analytical Laboratories (DAL), which analyses DNA 
samples and manages the DNA database. We sought information from a range of sources on the central research 
question of whether police officers are exercising their functions under the Act in a proper, fair and effective manner. 
By adopting this method, we also aimed to minimise reliance on any one source of information or research method. 

For the first part of this review, of the DNA sampling of serious indictable offenders, we interviewed nearly 200 inmates 
who had provided a DNA sample under the Act. Through these interviews we were able to obtain information directly 
from inmates about their experiences of DNA sampling.21 For this part of our review, which deals with suspects and 
volunteers, it has been difficult to obtain information directly from people who have undergone forensic procedures. 
We considered advertising for submissions from people who had undergone forensic procedures but decided against 
it due to the significant cost involved and the likelihood of receiving a very limited response. We also sought to access 
the views of these people through legal centres, but without success. We were, however, able to review the responses 
of people undergoing forensic procedures through watching videos of the procedures, and through reviewing the 
consent forms filled in by police officers, which provide for the person’s response, if any, to be recorded in writing. 
Some of our interviews with police officers also gave us an insight into the experience of people undergoing forensic 
procedures, for example where police raised concerns about the complexity of the information provided to suspects 
and volunteers. 

In some of our activities, time and resources limited us to auditing small samples. The size of the samples examined 
means it was not always possible to draw conclusions about the way forensic procedures have been conducted 
throughout New South Wales through the whole of the review period. However, these audits were extremely useful in 
providing a context for the findings from our other research activities, and enabled us to identify areas of concern. 

From time to time during our review, our research pointed to areas of police practice or policy which were of concern. 
In these situations, we brought the issue to the attention of NSW Police and provided an opportunity for police to 
respond to our concerns. This approach was consistent with the Ombudsman’s role in assisting agencies to remedy 
deficiencies and improve service delivery. This report describes the actions taken by NSW Police and other relevant 
agencies in response to concerns we have raised during the course of our review. 

Details of our main research strategies are set out below. 

1.5.1. Examining police computer records 

We examined information from the NSW Police Computerised Operational Policing System (COPS). COPS provides a 
structure for police officers to record details of forensic procedures, including the name of the person undergoing the 
procedure, as well as the date, location and type of procedure. 

COPS also contains a ‘narrative’ field, which allows officers to describe an event in their own words, and to record 
other important features of the incident. We examined information in the ‘narrative’ field for events which resulted in 
police conducting forensic procedures, to get an idea of the types of circumstances in which police are conducting 
forensic procedures. Many of the case studies in this report are based on information from COPS narratives. 

We discussed the limitations of the COPS system in a previous report, Policing Public Safety.22 We found similar 
problems during the current review, the main problems being incorrect or incomplete entries of information about 
forensic procedures on the COPS database.

In our report on the DNA sampling of serious indictable offenders, we noted that data entry was carried out by small 
teams of police officers who were responsible for carrying out the mass sampling of inmates, and for this reason there 
were fewer errors on COPS.23 By contrast, forensic procedures conducted on suspects and volunteers are carried out 
by police officers with different levels of skills and experience in police stations across the whole of New South Wales. 
As expected, inaccurate information on COPS was a more significant problem for this part of our review. 

1.5.2. Audit of police local area commands 

We audited eight police local area commands, which is ten per cent of the total number of commands in New South 
Wales. In determining which commands to audit, we decided to select at least one command from each of the five 
regions of NSW Police;24 four metropolitan and four regional commands; and some commands which conducted a 
large number of forensic procedures and some which conducted a small number of forensic procedures, compared 
to the rest of the state. 
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The aim of the audit was to observe the implementation of the Act by NSW Police, to identify any problems 
experienced with the implementation of the Act, to assess the level of compliance with the provisions of the Act by 
those administering forensic procedures, and to assess the level of compliance with NSW Police policies relating to 
forensic procedures. 

In each of the commands selected, we examined the facilities and equipment used to conduct forensic procedures. 
We examined the rooms where forensic procedures are conducted, the video facilities for recording procedures, 
and any training material on hand. We also examined the storage practices at each command, for example where 
DNA sample kits are kept, where samples are kept before being sent to the DNA laboratory, and where videos of 
procedures are kept. 

We also interviewed each of the eight local area commanders, and other key police officers who are involved in the 
carrying out of forensic procedures. We asked officers how the Act had been implemented in their command, whether 
they had encountered any problems with it, and whether they had any good ideas which could be shared with other 
commands across the state. 

We also audited records of individual forensic procedures conducted between 1 January 2001 and 30 April 2004 
(the audit period), to assess the level of compliance with the Act, the level of compliance with NSW Police policy, and 
the accuracy of hard copy data kept at the command. We did this by examining the relevant documentation, including 
registers established for recording the use of sample kits and video tapes, consent forms, exhibits books, custody 
management records and video tapes of forensic procedures. 

To assist us in conducting the audits, the NSW Police Forensic Procedures Implementation Team (FPIT) provided us 
with a download from the Computerised Operational Policing System (COPS) of all recorded forensic procedures 
conducted during the audit period. We checked this information against the hardcopy records held at each 
command. We also reviewed the event narratives for each procedure audited to establish whether the narrative 
referred to the procedure being conducted, and whether the person undergoing the procedure was a suspect or a 
volunteer. 

According to the COPS download provided by FPIT, the eight commands conducted a total of 533 forensic 
procedures during the audit period. Due to time constraints, we did not audit every individual procedure. For those 
commands which conducted less than 50 forensic procedures during the audit period, we sought to audit every 
procedure. For those commands which had conducted more than 50 forensic procedures in the audit period, we 
sought to audit between 50 and 75 procedures. 

Some of the procedures we had selected for auditing we were unable to audit, for example because the location 
recorded on COPS was inaccurate, and the procedure had in fact been conducted at another command, or because 
the COPS record was a duplicate of another procedure we had already audited. We excluded these, which meant the 
total number of procedures actually audited was moderately less than anticipated. We sought to audit 451 of the 529 
procedures conducted during the audit period. However, 80 procedures were excluded. This resulted in an audit of 
371 individual procedures. 

We also watched a number of video recordings of forensic procedures. Some videos were selected because 
something about the procedure was unusual (for example, the person being tested was a child, or an interpreter 
was present). Some videos were selected because the documentation available was incomplete and it appeared 
additional information could be obtained by watching the video. Most of the videos, however, were selected at 
random. We watched a total of 146 videos. We sought to watch approximately 15 videos at each command, or more if 
time permitted. At some commands this was not possible because some videos had been destroyed, or were kept on 
the brief of evidence and were not accessible at the time of our audit visit. 

In this report, percentages are generally expressed as a proportion of the 371 procedures actually audited. Where 
the information was obtained through watching videos, percentages are expressed as a proportion of the 146 videos 
watched. 

1.5.3. Discussion Paper

Following our audit of local area commands, we provided NSW Police with a Discussion Paper, which provided 
an overview of the audit process and our main findings. We identified some areas of concern, and set out our 
preliminary views and recommendations. We asked that each of the commands audited be given the opportunity to 
review and comment on the Paper. We met representatives of NSW Police to discuss our preliminary findings and 
recommendations.
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We did not release the Discussion Paper to the broader community as most of the issues discussed related to police 
procedure, and also because we identified and commented on individual commands and included details of specific 
forensic procedures which were not appropriate for general disclosure. 

1.5.4. Survey of local area commands 

We conducted a written survey of all 80 police local area commands. We asked about officer accreditation, the 
frequency and types of procedures conducted, use of force to conduct procedures, how easy it is for police officers 
to comply with the Act and the police forensic procedures policy, how DNA links are managed in the command, 
the effect of delays in DNA analysis on the command, any problems the command may have experienced with the 
Act, and future directions for the use of DNA in criminal investigations. We received a written response from every 
command surveyed. 

1.5.5. Consultation letter 

We wrote to over 70 stakeholders, including government organisations, relevant health and other service providers, 
Aboriginal organisations, community groups and legal practitioners. We asked whether the Act had had any impact 
on the organisation, its members or clients, and whether they had identified any problems or concerns about the Act 
or its operation. We received 19 responses from a range of agencies and many of the issues they raised became the 
subject of further inquiry. 

1.5.6. Survey of magistrates 

We conducted a written survey of magistrates about any experience they may have had with the Act. We focused on 
applications for court orders to conduct forensic procedures, and on the use of DNA evidence in proceedings for an 
offence. We received six responses from magistrates. 

1.5.7. Publicising our review in the Law Society Journal 

We published an article in the Law Society Journal, outlining the key provisions of the Act and explaining how legal 
practitioners may become involved where police wish to conduct a forensic procedure on a suspect or volunteer. We 
asked about any issues or problems legal practitioners may have encountered through their experience with the Act, 
and requested comments or submissions. 

1.5.8. Statistical analysis of procedures conducted 

We have analysed statistical material obtained from NSW Police about the location, frequency and type of forensic 
procedures conducted during the review period, and some demographic information, including certain characteristics 
of people who have undergone forensic procedures. 

1.5.9. Analysis of complaints and inquiries received by Ombudsman 

We analysed all complaints and inquiries about forensic procedures conducted on suspects and volunteers. We were 
able to identify trends in the kinds of complaints and whether there were any systemic issues which needed to be 
addressed. 

1.5.10. Inquiries into the DNA analysis service provided by the laboratory 

NSW Police has entered into a contract with DAL, which is part of the Western Sydney Area Health Service, to analyse 
DNA samples obtained from people and crime scenes for police, and to operate the DNA database.

We visited the laboratory, to gain an insight into the way it manages, stores and records information about DNA 
samples taken under the Act. 

We also conducted an investigation under Section 18 of the Ombudsman Act 1974 into the handling of DNA samples 
by DAL. We obtained information about systems and processes for the receipt, analysis and destruction of forensic 
material obtained under the Act. We also obtained information about the factors which contribute to the length of time 
taken to analyse DNA samples, and provide analysis results to NSW Police. 
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We followed up 180 of the 371 forensic procedures we examined during our audit of police local area commands, 
to assess consistency between data held by police and data held by the laboratory. We also reviewed the amount 
of time taken to transport samples from police stations to the laboratory and the turnaround times between police 
submitting DNA samples to the laboratory and the laboratory providing an analysis report to police. 

1.5.11. Observation of DNA Advisory Committee meetings 

DAL is a division of the Institute of Clinical Pathology and Medical Research. The Institute established a DNA 
Advisory Committee as a forum for comment, advice and review of the DNA profiling laboratory. Key stakeholders are 
represented, including DAL, NSW Police, Legal Aid NSW, the Director of Public Prosecutions, Privacy NSW and the 
Ministry of Police. We attended several of the DNA Advisory Committee meetings as observers to monitor the issues 
arising for the different agencies in relation to their involvement in the use of DNA profiling. 

1.5.12. Court proceedings 

We monitored the outcomes of prosecutions involving evidence obtained under the Act, and proceedings where the 
accused challenged evidence obtained through a forensic procedure.

1.5.13. Media monitoring

We monitored Australian and overseas media throughout the review period for developments in DNA laws, and the 
use of DNA technology in the investigation and prosecution of criminal offences. 

1.5.14. Ombudsman website 

Our review was publicised on our website. We asked for comments or submissions from interested organisations 
or individuals.

1.6. Confidentiality 
We have treated the sources of information obtained through the course of our review as confidential. In this report, 
we have attempted to exclude any information which could be used to identify any individual. 

1.7 Recent developments: the Crimes (Forensic Procedures) Amendment Bill 2006 

On 28 September 2006, as this report was going to print, the Government introduced into Parliament the Crimes 
(Forensic Procedures) Amendment Bill. If passed, it would make changes including the following: 

• Facilitating New South Wales’ participation in the national DNA database.

• Police will be permitted to take a DNA sample from a person who has previously served a custodial sentence 
for a serious offence, if the person is charged with another serious offence and the person’s DNA profile is not 
on the database yet. 

• Suspects who are ordered by police to provide a DNA sample will be able to provide it by self-administered 
buccal swab, rather than having to provide a hair sample. Further, buccal swabs would no longer be a 
separate category of forensic procedure – they would be considered non-intimate forensic procedures when 
self-administered, and intimate forensic procedures when administered by somebody else. 

• Police would be required to provide better information to volunteers, and forensic procedures could only be 
conducted on a child volunteer with the informed consent of the child.

• The regulations would specify who the “responsible person” is.

• Time spent conducting a forensic procedure would be considered “time out” for the purpose of calculating any 
investigation period. 

• Police would no longer be required to record non-intimate photographs on video. 

• Magistrates would have to consider specific criteria when determining whether to order a suspect to undergo a 
forensic procedure. 

• Several areas of the legislation would be clarified – including what is required where police provide suspects 
with DNA analysis results, what “destruction” of forensic material means, and when police can request a 
suspect to undergo a forensic procedure.

Most of these proposals are consistent with the recommendations contained in this report. 
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Chapter 2. Key provisions of the Act
The Act facilitates the collection of DNA samples and other forensic material by police, and safeguards the rights and 
interests of people who police wish to undergo forensic procedures. Below we have provided a synopsis of the Act in 
what we hope is a simple format. The Act is complex and we have summarised relevant portions where appropriate. 
Corresponding sections have been endnoted for appropriate reference. In addition, relevant provisions are explained 
in greater detail in relevant parts of the report.

2.1. What is a forensic procedure?
A forensic procedure is a way to obtain evidence that relates to the investigation and prosecution of a crime. 

A forensic procedure cannot be conducted for the sole purpose of establishing the identity of the person who 
provides the sample.25 For example, police could take a DNA sample from a suspect to compare to DNA found at a 
crime scene. However, police could not take a DNA sample from a person purely to establish that person’s identity. 

The Act authorises three different categories of forensic procedures – buccal swabs, non-intimate forensic procedures 
and intimate forensic procedures. 

2.1.1. Buccal swabs

A buccal swab is taken to obtain a sample of a person’s DNA. It is the most common type of forensic procedure. 

A buccal swab is completely painless, and is self-administered. The person providing the sample gently scrapes the 
inside of his or her mouth with a foam tipped plastic swab, which looks a bit like a cotton bud. The person hands 
the foam swab to a police officer, who then presses it onto specially treated paper, to transfer saliva and cheek cells 
from the swab onto the paper. The paper is sealed in a small envelope, identified with a barcode and put with the 
relevant documentation into a tamper-evident bag. The swab is then given back to the person who has provided the 
sample. Police send the tamper-evident bag to the DNA laboratory for analysis. This process has changed since we 
completed our first report on serious indictable offenders. The change has come about as police comply with the 
requirement to share the sample with the person supplying the forensic material.26 We discuss this requirement further 
in section 8.10 of this report. 

2.1.2. Non-intimate forensic procedures

Section 3 of the Act authorises the following non-intimate forensic procedures:

(a) an external examination of a part of the body other than: 

 (i) the genital or anal area or the buttocks, or

 (ii)  the breasts of a female or a transgender person who identifies as a female, 
that requires touching of the body or removal of clothing,

(b) the taking of a sample of hair other than pubic hair,

(c) the taking of a sample from a nail or under a nail,

(d) the taking of a sample by swab or washing from any external part of the body other than: 

 (i) the genital or anal area or the buttocks, or

 (ii) the breasts of a female or a transgender person who identifies as a female,

(e)  the taking of a sample by vacuum suction, by scraping or by lifting by tape from any external part of 
the body other than: 

 (i) the genital or anal area or the buttocks, or

 (ii) the breasts of a female or a transgender person who identifies as a female,
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(f) the taking of a hand print, finger print, foot print or toe print,

(g) the taking of a photograph of a part of the body other than: 

 (i) the genital or anal area or the buttocks, or

 (ii) the breasts of a female or a transgender person who identifies as a female,

(h) the taking of an impression or cast of a wound from a part of the body other than: 

 (i) the genital or anal area or the buttocks, or

 (ii) the breasts of a female or a transgender person who identifies as a female,

(i)  the taking of physical measurements (whether or not involving marking) for biomechanical analysis 
of an external part of the body other than: 

 (i) the genital or anal area or the buttocks, or

 (ii) the breasts of a female or a transgender person who identifies as a female.27

The hair samples described at (b) above require the police officer taking the sample to only take as much hair as 
is necessary for analysis of the sample to be carried out. The strands of hair can be taken from the head, arms or 
legs and are to be extracted using the least painful technique known and available.28 Police officers in New South 
Wales have been taught to use the ‘lever arch method’, where the officer grasps a few hairs between the thumb and 
forefinger, and pulls the hairs out in a rolling motion. The roots of the hair must be included, and the sample should 
contain at least six plucked hairs.29 This is the second most common type of DNA forensic procedure conducted by 
NSW Police.

2.1.3. Intimate forensic procedures

Section 3 of the Act authorises the following “intimate forensic procedures”: 

(a) an external examination of: 

 (i) the genital or anal area or the buttocks, or

 (ii) the breasts of a female or a transgender person who identifies as a female,

(b) the taking of a sample of blood,

(c) the taking of a sample of saliva (otherwise than by buccal swab),

(d) the taking of a sample of pubic hair,

(e) the taking of a sample by swab or washing from: 

 (i) the external genital or anal area or the buttocks, or

 (ii) the breasts of a female or a transgender person who identifies as a female,

(f) the taking of a sample by vacuum suction, by scraping or by lifting by tape from: 

 (i) the external genital or anal area or the buttocks, or

 (ii) the breasts of a female or a transgender person who identifies as a female,

(g) the taking of a dental impression,

(h) the taking of a photograph of: 

 (i) the genital or anal area or the buttocks, or

 (ii) the breasts of a female or a transgender person who identifies as a female,

(i) the taking of an impression or cast of a wound from: 

 (i) the genital or anal area or the buttocks, or
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 (ii) the breasts of a female or a transgender person who identifies as a female.30

The Act does not authorise any intrusion into a person’s body cavities other than the mouth.31

2.2. Who can undergo a forensic procedure? 
The Act enables police to conduct forensic procedures on three categories of people – convicted offenders, suspects 
and volunteers. 

2.2.1. Convicted offenders

Part 7 of the Act authorises the carrying out of forensic procedures on most people who are serving a sentence of 
imprisonment for a serious indictable offence. A “serious indictable offence” is an offence which carries a maximum 
penalty of five years imprisonment or more.32 People who have been convicted of a serious indictable offence make 
up approximately 75 per cent of the correctional centre population in New South Wales. 

Since the Act commenced in January 2001, NSW Police has attempted to obtain DNA samples from all people who 
have been convicted of a serious indictable offence, in order to build a substantial archive of profiles for the DNA 
database. NSW Police anticipated that the mass sampling of these convicted offenders would provide a valuable tool 
to assist in the investigation of crime. 

The Ombudsman has already reported on the DNA sampling of serious indictable offenders.33

2.2.2. Suspects

Parts 2 to 6 of the Act provide for the carrying out of forensic procedures on suspects. A suspect is a person whom 
a police officer suspects on reasonable grounds has committed an offence, a person who has been charged with an 
offence, or a person who has been summoned to appear before a court in relation to an offence allegedly committed 
by the person.34

Before requesting a suspect to undergo a forensic procedure, police must be satisfied that:

• the person is a suspect

• the person is not a child or incapable person

•  there are reasonable grounds to believe that the forensic procedure might produce evidence tending to 
confirm or disprove that the suspect committed an offence, (or an indictable or prescribed offence for intimate 
forensic procedures, the taking of a sample by buccal swab or hair sample), and 

• the request for consent is justified in all the circumstances.35

Where the suspect is an adult, police may conduct a forensic procedure with the person’s informed consent. 
Strict rules apply to ‘informed consent’ under the Act.36 If a suspect does not consent to a forensic procedure 
(or withdraws consent before or during the carrying out of the procedure), police can only proceed by order of 
a senior police officer, (that is, an officer at or above the rank of sergeant) or of a magistrate or other authorised 
justice.37 A senior police officer order will suffice if the suspect is under arrest, and the proposed procedure is a 
‘non-intimate’ forensic procedure (including a hair sample, other than pubic hair).38 However, police must obtain 
an order from a magistrate or other authorised justice if the suspect is not under arrest, or the procedure proposed 
is an ‘intimate’ forensic procedure or a buccal swab.

Where the suspect is aged between 10 and 18 years, or is an adult who is incapable of understanding the general 
nature and effect of a forensic procedure or of indicating whether he or she consents to the procedure, police can 
only proceed to conduct a forensic procedure by order of a magistrate or other authorised justice.39

Police may use reasonable force to enable a forensic procedure to be carried out on a suspect, or to prevent the loss, 
destruction or contamination of a sample.40 

2.2.3. Volunteers

Part 8 of the Act authorises the carrying out of forensic procedures on volunteers. A volunteer is a person who is not a 
suspect, who volunteers to undergo a forensic procedure.
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If the volunteer is a capable adult, police can only conduct a forensic procedure with the person’s informed consent. 
If the person does not consent, or withdraws consent before or during the forensic procedure, the procedure cannot 
proceed.41

If the volunteer is a child or incapable person, a forensic procedure can be carried out either with:

• the informed consent of the person’s parent or guardian, or 

• by order of a magistrate.42 

A magistrate may order a forensic procedure if:

• the consent of the parent or guardian cannot reasonably be obtained 

•  the magistrate is satisfied the child or incapable person, or the parent or guardian, is a suspect and the 
forensic procedure is likely to produce evidence tending to confirm or disprove that he or she committed an 
offence, or

• the parent or guardian consents but subsequently withdraws the consent.43 

However, the procedure cannot proceed if the child or incapable person objects to or resists the carrying out of the 
procedure.44

A person may volunteer to give police a DNA sample because there is good reason for the person’s DNA to be at 
a crime scene, but the person is not a suspect. This may include, for example, a witness to a crime, or a person 
who normally resides at the place where a crime has been committed. It would also include the consensual sexual 
partner of a person who has been sexually assaulted by somebody else. In these cases the volunteer’s DNA can be 
compared against any forensic material found at the crime scene, which may enable the laboratory to create a DNA 
profile of the offender. 

In a different context, a person may volunteer a DNA sample as part of a mass screening, where police ask all 
members of a certain group to provide a sample (for example, all men of a certain age who live in a particular town). 
Police may conduct a mass screening in the hope that the offender will volunteer a sample along with everybody else 
in the group, or alternatively that by eliminating a large number of people from the investigation, police can focus 
inquiries on any people who do not volunteer a sample. 

2.2.4. Victims of crime and other “excluded volunteers” 

The Act does not apply to forensic procedures carried out on people who are “excluded volunteers”.45 This includes 
victims of offences against the person (under Part 3 of the Crimes Act 1900) and victims of robbery offences (under 
Subdivision 2 of Division 1 of Part 4 of the Crimes Act). For example, police may wish to photograph a victim’s injuries, 
to use as evidence in criminal proceedings. Victims may also be sampled for biological material, for example victims 
of sexual assault may be asked to undergo a genital swab. 

Also excluded from the Act are people who volunteer their fingerprints or handprints for elimination purposes in 
relation to a property offence (under Part 4 of the Crimes Act). For example, police may wish to obtain prints from a 
person whose house has been broken into, for the purpose of elimination. 

NSW Police has developed its own policies for carrying out forensic procedures on victims of crime and other 
‘excluded volunteers’. We note that the NSW Police policies for conducting forensic procedures on victims of offences 
against the person largely mirror the legislative requirements in relation to volunteers.

Because ‘excluded volunteers’ are not covered by the Act, the way police conduct forensic procedures in these 
circumstances is beyond the scope of this review. 

2.3. Who can conduct a forensic procedure? 
Depending on the type of procedure, a forensic procedure can be conducted by an appropriately qualified police 
officer, medical practitioner, nurse, dentist, dental technician or other appropriately qualified person.46 Buccal swabs 
are self-administered under the supervision of an appropriately qualified police officer or person.47

A suspect is entitled to have a medical practitioner of the suspect’s choice present while any of the following 
procedures is carried out: an external examination of the person’s genital area, anal area, buttocks or breasts; the 
taking of blood; the taking of a sample of pubic hair; the taking of a sample by swab or washing, vacuum suction, 
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scraping or lifting by tape from the person’s genital area, anal area, buttocks or breasts; the taking of a photograph 
or impression or cast of a wound from the person’s genital area, anal area, buttocks or breasts; or the taking of an 
impression or cast of a wound from another external part of the body.48

A suspect is entitled to have a dentist of the suspect’s choice present during the making of a dental impression.49

2.4. What happens after a DNA sample has been taken? 

2.4.1. From police station to laboratory 

The Act is silent on how DNA samples should be stored or transported to the DNA laboratory. However, it is NSW 
Police policy to store samples in a cool, dry place, and to send DNA samples to the laboratory as soon as possible 
if the suspect is in custody, and in any event within five days. If the sample is taken in a metropolitan area, it is taken 
to the laboratory by police, like any other exhibit. If the sample is taken in a regional area, police arrange for it to be 
collected by TNT Failsafe from the nearest major police station. The courier then takes it to the DNA laboratory.50

The Act provides for a DNA database system, which contains indexes of DNA profiles obtained from crime scenes, 
suspects, volunteers, convicted offenders, missing persons and unknown deceased persons.51 When DNA profiles 
are put on the database, only certain types of matching are permitted:52

•  DNA samples taken from suspects may be matched against the entire crime scene index. This means that 
where police obtain forensic material from a crime scene, and take a sample from the person suspected 
of having committed the offence, the laboratory can compare the two samples to see if the DNA profile of 
the suspect matches the forensic material from the crime scene. Further, the laboratory can compare the 
suspect’s DNA profile to all the other DNA profiles derived from crime scenes, even though the person may not 
previously have been identified as a suspect in relation to those matters. 

•  DNA samples taken from a volunteer may only be used for a purpose permitted by the volunteer. A volunteer 
may consent to his or her profile being placed on the DNA database for the limited purpose of comparison 
against forensic material obtained in relation to the particular offence being investigated. Alternatively, a 
volunteer may consent to his or her profile being placed on the DNA database for unlimited purposes, in which 
case the sample may be matched against crime scene, missing persons and unknown deceased persons 
indexes. 

•  DNA samples taken from convicted offenders may be matched against the entire crime scene index and other 
indexes (except the volunteers (limited purpose) index). 

The Act creates certain offences for the supply of forensic material for prohibited analysis, unauthorised access to 
information on the DNA database, unauthorised matching of DNA profiles and disclosure or misuse of information 
obtained from forensic procedures.53 

2.4.2. Repeat sampling 

The DNA laboratory may reject certain samples, for example because the tamper-evident bag in which the sample 
was stored had not been sealed properly, or because police did not provide sufficient forensic material for analysis. 

In these circumstances, police may approach the person sampled to seek consent to a further procedure. Where 
that is not possible, the Act also provides that police may apply to a magistrate for an order authorising a forensic 
procedure to be carried out on a suspect for a second time, where the forensic material obtained from the first 
forensic procedure cannot be analysed, provided that repeating the forensic procedure is justified in all the 
circumstances.54

2.5. Destruction of forensic material 
The Act provides for the destruction of forensic material in certain circumstances. This means destroying any means 
of identifying the forensic material or information with the person from whom it was taken or to whom it relates. The 
physical destruction of the forensic material – the actual saliva or cheek cells or blood cells, for example – is not 
necessary.55 

Forensic material taken from convicted offenders remains on the DNA database, unless the offender’s conviction is 
quashed, in which case it must be destroyed.56
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Forensic material taken from a suspect must be destroyed if the person is found to have committed the offence but 
no conviction is ordered, or the person is acquitted of the offence, provided no appeal is lodged (or the acquittal is 
confirmed or the appeal withdrawn), and the suspect is not being investigated for, or has a proceeding against them 
for another offence. If proceedings have not commenced within 12 months of police taking a suspect’s DNA sample, 
it must be destroyed, unless a warrant has been issued for the apprehension of the suspect. Police or the Director of 
Public Prosecutions may also apply to a magistrate to extend the 12 month period. The magistrate may extend the 
period if there are special reasons for doing so.57

The Act does not specifically provide for the destruction of forensic material taken from volunteers. However, it does 
provide that any identifying information (that is, information which could be used to discover the identity of the person 
who provided the DNA sample) relating to a volunteer must be removed from the database as soon as practicable 
after the agreed retention period ends.58

2.6. Safeguards for people undergoing forensic procedures 
The Act contains a number of safeguards, to protect the rights and interests of people on whom police would like 
to conduct a forensic procedure. The safeguards in the Act focus on protecting the civil liberties of the person 
undergoing the procedure, by making sure the person is informed about the nature and consequences of the 
procedure, receives adequate support and is not kept in custody for an unreasonable length of time. In addition to 
some of the protections offered above the following are provided for: 

•  Before asking a suspect to consent to a forensic procedure, police must give the suspect reasonable 
opportunity to communicate in private with a legal practitioner of the suspect’s choice.59 Before asking a 
volunteer to consent to a forensic procedure, police must inform the volunteer the he or she may consult a 
legal practitioner of choice before deciding whether or not to consent to the procedure.60

•  Police must inform suspects and volunteers of certain matters before asking for consent to conduct a forensic 
procedure. Police must inform suspects of matters such as the purpose for which the procedure is required, 
the way it will be carried out, that it may produce evidence against the suspect which might be used in a court 
of law, that consent may be refused, the consequences of refusing consent, and that information obtained from 
DNA analysis may be put on the DNA database.61 Police must inform volunteers of matters such as the way 
the proposed procedure will be carried out, that the volunteer is under no obligation to undergo the procedure, 
that consent might be withdrawn at any time, that it may produce evidence that may be used in court of law, 
that information obtained from DNA analysis may be put on the DNA database, and that information put on the 
database may be retained for such period as the Commissioner of Police and volunteer agree, and then must 
be removed from the system.62

•  Where a police officer believes on reasonable grounds that a suspect is unable to communicate with 
reasonable fluency, because of inadequate knowledge of English or a physical disability, police must arrange 
for an interpreter to be present (including by telephone) before taking certain action, including asking for 
consent to a forensic procedure, ordering a forensic procedure to be carried out, cautioning a suspect or 
carrying out the forensic procedure.63

•  Police must caution a person undergoing a forensic procedure that he or she does not have to say anything 
while the procedure is carried out, and that anything the person does say may be used in evidence.64

•  A forensic procedure cannot be carried out while a suspect is being questioned. If questioning has not been 
completed before the procedure is conducted, it must be suspended.65

•  There are limits on the amount of time a person may be detained for the purpose of undergoing a forensic 
procedure. If a suspect is under arrest, police must carry out the procedure within two hours of the usual 
investigation period.66 If a suspect is not under arrest, police must carry out the procedure as quickly as 
reasonably possible, but in any case within two hours after the suspect presents to the investigating officer.67 

•  Forensic procedures must be carried out in circumstances affording reasonable privacy to the person 
undergoing the procedure, and must not be carried out in the presence or view of any person whose presence 
is not necessary or of a person of the opposite sex.68

• Forensic procedures cannot be carried out in a cruel, inhuman or degrading manner.69 

• A person authorised to carry out a forensic procedure may use reasonable force.70

•  A suspect is entitled to have a medical practitioner or dentist of choice present when certain procedures are 
carried out.71
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•  Some people have the right to have an interview friend with them when they are asked to consent to a forensic 
procedure, at any hearing for a court order authorising a forensic procedure, and while the procedure is 
carried out.72 

•  Police must, if practicable, electronically record the provision of information to a suspect, and the suspect’s 
response. Police must also electronically record the procedure itself, unless it is not practicable, or the suspect 
objects to the recording. The suspect must also be informed of the reasons for recording the procedure, 
including the protection this provides the suspect. Suspects must also be given the opportunity to view any 
recording made.73 

•  Following the taking of a sample, where there is sufficient material to share, police must ensure part of the 
material (sufficient for analysis) is made available to the suspect.74 Where the forensic procedure involves 
taking a photograph of part of a suspect’s body, police must ensure that a copy of the photograph is made 
available to the suspect.75 

•  Police must ensure that a copy of the results of DNA analysis is available to a suspect, unless this would 
prejudice the investigation of an offence.76

The Act provides that evidence obtained through a forensic procedure is inadmissible where there has been any 
breach or failure to comply with any provision of the Act in relation to a forensic procedure, or the recording or use of 
the DNA database, unless the person does not object or the court is of the opinion that the desirability of admitting 
the evidence outweighs the undesirability of admitting the evidence that was not obtained in compliance with the 
provisions of the Act or the mistake arose out of a mistaken belief as to the age of a child.77

The Act does not specifically prohibit police from taking covert DNA samples, and this type of conduct is essentially 
unregulated. However, a court may find the evidence inadmissible, if it has been obtained improperly. Further 
information on covert sampling can be found in section 9.2.
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Chapter 3. DNA sampling in Australia 
and overseas
This chapter takes a brief look at the history of forensic procedures in New South Wales. It then compares our forensic 
procedure regime with those in other Australian and overseas jurisdictions.

3.1. History of forensic procedures in New South Wales 
Since 1924, police officers in New South Wales have had the power to search, photograph, fingerprint or ask a 
medical practitioner to examine a person in custody who has been charged with an offence.78 

The power to conduct a medical examination has been interpreted quite narrowly. In Fernando v Commissioner of 
Police, the court found that it permits “no more than an external examination by sight or touch.”79 Specifically, it did 
not authorise police to take a blood sample from an accused without consent. 

After the Fernando decision, the NSW Parliament amended the Crimes Act to provide for medical practitioners to take 
blood, hair or saliva samples from people in custody who have been charged with an offence.80 This was intended to 
be an interim measure until new legislation dealing with this issue was drafted. 

In 1999, police officers were given the power to require a driver who refuses to submit to a sobriety assessment, or 
who police reasonably believe is under the influence of a drug, to provide a blood and urine sample (whether or not 
the person consents to them being taken) in accordance with the directions of a medical practitioner.81 In addition, 
medical practitioners and nurses are under a duty to take blood samples from drivers and certain others involved in 
road accidents.82 

In 2000, Parliament passed the Crimes (Forensic Procedures) Act, creating specific police powers to carry out forensic 
procedures on suspects, volunteers and certain convicted offenders. It also specified how material from those 
procedures may be used, and when that material (or information derived from that material) must be destroyed. 

3.1.1. Objectives of the new Act 

In his second reading speech, the Hon Paul Whelan MP, then Police Minister, described the forensic procedures 
bill as “a comprehensive regime regulating the taking and use of forensic material for the purposes of criminal 
investigation.”83 He stated: 

It will enable law enforcement agencies to identify or exclude suspects by comparing forensic material taken 
from them with material found at crime scenes. It will link seemingly unrelated crimes by comparing DNA profiles 
found at different crime scenes. This legislation has the potential to assist victims of crime in New South Wales 
by encouraging guilty pleas and hence avoiding often traumatic and lengthy court proceedings...this bill will 
reform policing as we know it in New South Wales. DNA is the fingerprint of the twenty-first century. It will allow 
police to work smarter using forensically driven intelligence to solve crime.84

He also noted that DNA testing and other forensic procedures may be used to eliminate an innocent person from 
suspicion.

The second reading speech also stressed that DNA testing, while useful, would not replace more traditional forms of 
police investigation: 

It is important to note that DNA will be only one tool in the police officer’s kit. They will still need to assemble a 
brief of evidence against the offender; DNA alone will not convict!85

Other members of Parliament hailed the Act as “probably the most important legislation to come before the House 
this session.”86 Many were impressed by the impact the DNA database in the United Kingdom has had on clear-up 
rates of crimes.87

A further objective of the legislation is to deter offenders by increasing the likelihood of apprehension, which is 
accepted by many as more effective than increasing penalties: 
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The deterrent to an increased volume of serious crime is not so much heavier sentences as the impression in 
the minds of those who are persisting in a course of serious crime that detection is likely and punishment will be 
certain.88

Since the Act came into operation, the courts have emphasised that it seeks to strike a balance between preserving a 
citizen’s right not to assist law enforcement authorities, and the public interest in the administration of justice: 

The Forensic Procedures Act conferred new and unprecedented powers upon, inter alia, magistrates that would 
have the result of compelling persons suspected of criminal offences (including those against whom charges 
have not been laid) to cooperate in the investigation of the crime(s) of which they are suspected, and to provide, 
from their own bodies, evidence which may be used against them (and which, of course, may also be used to 
exonerate them). The Parliament was, in my view, seeking to maintain a delicate balance between preserving 
the traditional rights of citizens and individuals, including those suspected of crime, to decline to participate in 
investigations or to cooperate with investigating authorities, and the overall interests of the community and of 
justice in facilitating the investigation of crime, and the administration of justice, in securing the conviction of the 
guilty and the non-prosecution or acquittal of the not guilty. The Act was a specific response to scientific and 
technological developments, but in the context of valued traditional civil liberties.89

3.1.2. The need for safeguards 

Some people argue that DNA sampling by law enforcement authorities is the modern equivalent of fingerprinting 
– and as such should be conducted routinely on arrest. However, others argue that it raises significantly different 
issues than taking a person’s fingerprints.90

During Parliamentary debates, many members of Parliament expressed concerns about the Act. Some were 
concerned about the breadth of the legislation, in particular the large number of suspects and volunteers who would 
be subjected to DNA sampling.91 Others had qualms about DNA sampling being conducted by NSW Police, and the 
potential for bias or corruption by police officers, who are responsible for the investigation of crime.92 Some argued 
that where a person does not consent to a forensic procedure, only a court (rather than a senior police officer) should 
be able to authorise police to go ahead and conduct the procedure against the person’s will.93

Since the Act came into force, concerns have been expressed about the operation of the Act and related issues by 
legal practitioners, academics, members of Parliament and the media. Concerns have been raised about:94 

•  The invasiveness of DNA sampling. A DNA sample can be taken quite painlessly, and with minimal 
inconvenience to the subject. However, some DNA sampling can be quite invasive (such as a blood or 
hair sample), as it allows the State to interfere with the liberty and bodily integrity of the individual (in some 
circumstances against the person’s will and with the use of reasonable force). 

•  Protection of genetic information. Apart from being regarded as a unique identifier, DNA has the capacity 
to deny or reveal familial relationships, and can be used to predict whether a person is likely to have certain 
diseases. DNA also contains information about a person’s appearance, such as hair colour, eye colour and 
height. It may be possible in the future to derive highly personal information from a very small amount of 
biological material – a spot of blood, a single hair – and there are fears that DNA samples may end up being 
used for purposes other than those for which they were taken.95 For example, there is some concern about 
genetic information being disclosed to employers or insurers.

•  Contamination risks. DNA evidence can be extremely persuasive. However, there is a risk of contamination 
at each of the various stages between the commission of the offence and prosecutors presenting the evidence 
in court. For example, biological material could be left at crime scenes, deliberately or unintentionally, by 
other criminals or by law enforcement officials. Police could inadvertently contaminate crime scene evidence, 
by allowing exhibits to come into contact with each other. Staff at the forensic laboratory could inadvertently 
contaminate evidence by allowing an exhibit from one crime scene to come into contact with an exhibit from 
another. Any of these incidents could result in a person other than the true offender being implicated in the 
offence being investigated.

•  Perceived lack of independence of forensic service providers. While the DNA laboratory is separate from 
law enforcement authorities, and should not have an interest in the outcome of prosecutions, the fact that it 
is run by the State and provides the vast bulk of its DNA analysis services to NSW Police raises the question 
of whether the alliance between police and the laboratory could influence the interpretation of DNA analysis 
results. A related concern is that where DNA evidence is adduced in criminal proceedings, defendants have 
limited opportunities to have the evidence against them independently analysed.
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•  Security issues. There are concerns about how to ensure the security of the DNA samples taken by police, 
and how to prevent unauthorised access to and disclosure of information stored on the DNA database. 

•  Use of DNA evidence in court proceedings. DNA evidence is now widely used in criminal proceedings, and 
can be extremely persuasive.96 It involves complex science and statistics, and match probabilities are often 
expressed in terms of billions, for example, “There is DNA evidence which may be interpreted as establishing 
that there exists only a one in ten billion chance that the accused was not the assailant.”97 Given the potentially 
overwhelming impact of this type of evidence, it is vital that safeguards are applied to the way DNA samples 
are taken and used. While the scientific basis of DNA profiling is now accepted, there remain concerns about 
the way in which the evidence is presented in court, in particular about whether juries give appropriate weight 
to complex statistical evidence. This is discussed further in chapter 13.

•  Inadequacy of legislative safeguards. The Act contains many safeguards, to protect the rights and interests 
of people who police want to undergo forensic procedures. For example, police must provide information 
about the proposed procedure before asking a person to agree to it, cannot question a person while the 
procedure is being carried out, and must electronically record the procedure. However, concerns have been 
raised about some legislative safeguards being “more apparent than real.”98 An example of this is the failure 
of the Act to prohibit DNA analysis otherwise than in accordance with the Act. Police can take covert DNA 
samples, for example by sending a cigarette butt or tissue a person has discarded for DNA analysis, instead 
of taking a sample directly from the person, with the person’s knowledge. This type of activity is outside the 
scope of the Act and is essentially unregulated. For further information, see section 9.2 for discussion on covert 
sampling.

•  Erosion of long established rights. All common law jurisdictions recognise a right to silence when being 
questioned by police.99 This right flows from the fundamental principle that the prosecution bears the burden of 
proving an offence beyond reasonable doubt, without any assistance from the defendant.100 Allowing police to 
take DNA samples from a suspect, by force if necessary, reflects a departure from this general position.101

•  Complexity of the legislation. Some commentators have raised concerns about the legislation being 
unnecessarily complex, and in parts unclear. They argue that the Act impedes rather than facilitates the use of 
DNA in the investigation and prosecution of crime.102

Many of these concerns raise policy considerations which are outside the scope of this review.103 For this reason, we 
do not explore these issues in great detail. However, we have taken them into account where they are relevant to our 
scrutiny of the exercise of functions conferred on police officers under the Act. 

3.2. Plans for a national DNA database in Australia
In 1998, the federal government committed $50 million to establish CrimTrac, an agency aiming to support Australian 
police services through the provision of national information systems and investigative tools. One of CrimTrac’s key 
roles is to coordinate a National Criminal Investigation DNA Database (NCIDD). 

In Australia, criminal law is generally a matter for states and territories to govern, rather than the federal government. 
As a result, there are significant differences in the various criminal laws of the various states and territories. 

In order to develop an Australian National DNA Database, it was important to try to ensure that the laws regulating 
the sharing of database information between the different states and territories were compatible.104 Since 1991, a 
national committee consisting of representatives from most Australian jurisdictions has been working on a national 
criminal code.105 One of the tasks of the committee was to develop a ‘model forensic procedures bill’ for adoption by 
all Australian jurisdictions. In 1999, the committee circulated a discussion paper on the “Model Forensic Procedures 
Bill and Proposed National DNA Database”, following extensive consultation. In February 2000, a final model bill 
was released, which set out a comprehensive legislative regime dealing with DNA sampling and other forensic 
procedures.106 

Uniform adoption of the model bill by states and territories would have ensured consistency in the laws relating to 
forensic procedures across all Australian jurisdictions. However, through the parliamentary process of law making, 
all jurisdictions departed from the model bill to some extent. New South Wales is considered to be one of the few 
jurisdictions in which the forensic procedures legislation is largely consistent with the model bill.107 

The effect of these legislative variations has stalled the operation of NCIDD. This is because it is not clear whether 
information obtained from forensic procedures can be legally shared between jurisdictions which have different laws 
governing the taking of forensic DNA samples. 



NSW Ombudsman  
DNA sampling and other forensic procedures conducted on suspects and volunteers under the Crimes (Forensic Procedures) Act 2000 21

In mid 2005, Queensland and Western Australia uploaded data onto NCIDD, and can now search each other’s data 
for possible links. Since the data was amalgamated, over a hundred links have been made.108

3.3. DNA sampling in other Australian jurisdictions 

There are now laws in every Australian state and territory governing DNA sampling and other types of forensic 
procedures. While they differ to varying degrees from the model bill, none are vastly different from the New South 
Wales Act. Rather than provide a comprehensive explanation of each jurisdiction we have outlined the key provisions 
of the relevant legislation, and noted any significant differences from New South Wales’ position. We also focus 
on provisions affecting suspects and volunteers, as we have already reported on the DNA sampling of convicted 
offenders.109 

Each jurisdiction adopts the distinction between “intimate” and “non-intimate” forensic procedures,110 but there are 
some differences in how certain procedures are categorised. For example, some jurisdictions treat buccal swabs as 
intimate procedures, while others treat them as non-intimate or separately (as in New South Wales). The distinction 
is important, as there are greater limitations on when intimate procedures can be conducted than when non-intimate 
procedures can be conducted. 

Each jurisdiction’s police service uses a particular laboratory to conduct the bulk of its forensic work, including DNA 
analysis. About half the laboratories are controlled by the relevant police service, and the other half are part of the 
state or territory’s health department. As well as the government laboratories, there are also several private and 
academic forensic service providers.111 

3.3.1. Commonwealth 

Part 1D of the Crimes Act 1914 (Cth) sets out a comprehensive regime for forensic procedures in the federal 
jurisdiction. It is largely the same as the New South Wales Act, as both closely follow the model bill. The types of 
forensic procedures covered are the same, and may be carried out on suspects, volunteers and certain convicted 
offenders. Part 1D sets out how forensic procedures must be carried out, when forensic material must be destroyed, 
and also provides for the establishment of a DNA database. As in the New South Wales Act, there are specific 
legislative safeguards for Aboriginal and Torres Strait Islander suspects and volunteers. 

There are some differences between the Commonwealth and New South Wales legislation: 

•  Under the New South Wales Act, police must consider whether requesting or ordering a forensic procedure 
is “justified in all the circumstances”, before asking for consent or making the order.112 The Commonwealth 
legislation goes further, by requiring police to balance the public interest in obtaining evidence against the 
public interest in upholding the physical integrity of the suspect. It also specifies a number of factors the 
officer must consider in conducting this balancing exercise, including the seriousness of the offence, the 
circumstances surrounding its commission, the degree of the suspect’s alleged participation, personal 
characteristics of the suspect (including age, health, cultural background), whether evidence of the suspect’s 
involvement in the offence can be gained in a less intrusive way, any reasons given for refusing consent, and 
other relevant matters.113 Magistrates hearing applications for orders authorising forensic procedures receive 
similar guidance under the Commonwealth Act, but not under the New South Wales Act.114

•  The Commonwealth legislation only provides for forensic procedures to be conducted in relation to indictable 
offences. Under the New South Wales Act, certain forensic procedures (although generally not DNA sampling) 
can be conducted in relation to summary offences as well as indictable offences.115

•  Time limits for conducting forensic procedures are longer under the Commonwealth Act – generally a 
procedure must be conducted within four hours. Under the New South Wales Act, the time limit is generally two 
hours.116 

•  Under the Commonwealth legislation, buccal swabs are classified as intimate procedures. Under the New 
South Wales Act, they are categorised separately.117

Part 1D was reviewed in March 2003. The main deficiency identified by the review was that because CrimTrac is not 
operational, there was very little experience of the operation of Part 1D to review. However, the review emphasised the 
need for improved accountability arrangements both within and across Australian jurisdictions.118 
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3.3.2. Australian Capital Territory 

The Crimes (Forensic Procedures) Act 2000 (ACT) is substantially based on the model bill, so is largely the same as 
the New South Wales Act. There are some differences, however: 

• Buccal swabs are classified as non-intimate procedures.119 

•  Police must balance the public interest in obtaining evidence against the public interest in upholding 
the physical integrity of the suspect before asking a person to consent to a procedure, or ordering that 
it be conducted. The factors police must consider are the same as those set out in the Commonwealth 
legislation.120 Magistrates hearing applications for orders authorising forensic procedures must undertake 
the same balancing exercise.121

• There are no specific safeguards for Aboriginal and Torres Strait Islander people.

3.3.3. Victoria 

Forensic procedures in Victoria are governed by Part III, Division 1(30A) of the Crimes Act 1958 (Vic). The legislation 
was amended in 2002 to allow for self-administered buccal swabs, under police supervision.122 Prior to this, only 
doctors or nurses could administer buccal swabs. The 2002 amendments also enabled Victoria to enter into 
arrangements for the exchange of DNA information between jurisdictions, to facilitate Victoria’s participation in the 
national DNA database.123

The legislation was further amended in 2004, to enable senior police officers to authorise the carrying out of non-
intimate forensic procedures, including DNA samples, on suspects.124 Before this, a suspect could only be compelled 
to undergo a forensic procedure by court order. 

Now, the Victorian legislation is not substantially different from the New South Wales legislation. There are, however, 
some remaining differences: 

• Buccal swabs are classified as intimate procedures.125

• There are no specific safeguards for Aboriginal and Torres Strait Islander people.

3.3.4. South Australia 

Forensic procedures in South Australia are governed by the Criminal Law (Forensic Procedures) Act 1998 (SA), 
which was substantially revised in 2003.126 The amendments included provisions for conducting forensic procedures 
on volunteers, and provisions to facilitate South Australia’s participation in the national DNA database.127 The key 
differences now between the law in South Australia and in New South Wales are: 

•  There are different understandings of how intrusive various procedures are. In South Australia, buccal 
swabs and blood samples taken by fingerprick are “non-intrusive” forensic procedures.128 Hair samples 
are “intrusive”. Hair samples may be taken for the purpose of conducting hair comparison tests, but cannot 
be taken for the purposes of DNA analysis, unless the person specifically requests that the DNA profile be 
obtained in this way.129 In New South Wales, blood samples are “intimate”, hair samples are “non-intimate” 
and buccal swabs are categorised separately. Generally, a hair sample would be taken for DNA analysis if the 
person is providing a DNA sample under compulsion.130

•  South Australia has four categories of procedures, depending on the person’s involvement in the offence being 
investigated, and whether the person’s profile will be included on the DNA database. Category 1 (“consent”) 
procedures are procedures conducted on a person who is not under suspicion, where the person’s profile 
will not be stored on the DNA database.131 Category 2 (‘volunteers’) procedures are procedures conducted 
on a person who is not under suspicion, whose DNA profile will be stored on the DNA database, either on the 
volunteers (limited purposes) or volunteers (unlimited purposes) index.132 Category 3 (‘suspects’) procedures 
and Category 4 (“offenders”) procedures relate to suspects and convicted offenders, respectively.133 

•  The South Australian legislation provides for “assimilation orders”, where police or the DPP may apply to a 
court to have material taken from a volunteer treated as material obtained from a suspect.134 This means that 
where, as an investigation progresses, a volunteer emerges as a suspect, the person’s DNA profile can be 
used as if it were taken from a suspect, and may be put on the DNA database. If an assimilation order is made, 
the person’s DNA profile is transferred from the relevant volunteer index to the suspects index.135 This does not 
occur in New South Wales. 
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•  In South Australia, before ordering a forensic procedure, the senior police officer or magistrate must be 
satisfied that the public interest in obtaining the evidence outweighs the public interest in ensuring that private 
individuals are protected from unwarranted interference, having regard to the seriousness of the offence, the 
extent to which the procedure is necessary for the proper investigation of the offence, any likely effects on the 
person’s welfare (taking into account age, health, and cultural and ethnic background), whether the evidence 
can be obtained in a less intrusive way, and any reasons given for refusing consent.136

• There are no specific safeguards for Aboriginal and Torres Strait Islander people.

3.3.5. Western Australia

DNA sampling in Western Australia is governed by the Criminal Investigation (Identifying People) Act 2002 (WA). 
The Act has a different focus from the equivalent legislation in other Australian jurisdictions, as it deals exclusively with 
“identifying” rather than “forensic” procedures. Identifying procedures are procedures where one or more identifying 
particulars of a person are obtained, such as prints from hands, feet and ears; photographs of any identifying feature 
(defined as a permanent or semi-permanent physical feature of the person that helps to identify the person, such as a 
tattoo, scar or birth mark); dental impressions; hair for hair comparison; and DNA profiles.137 

While many of these procedures are permitted in New South Wales, our Act also provides for procedures which may 
provide forensic evidence for the investigation of an offence, such as a scraping taken from under a person’s nails 
or a gun shot residue test. Such procedures must be taken as soon as possible, or the evidence will be lost. Further, 
the New South Wales Act specifies that “forensic procedure” does not include “the taking of any sample for the sole 
purpose of establishing the identity of the person from whom the sample is taken.”138 

The Western Australian legislation differs from the New South Wales legislation in several respects: 

•  There are separate provisions for volunteers, protected people (children and people who are incapable 
of consenting to a procedure), deceased people, involved people (people who are not suspects, but who 
are involved with the offence, such as victims or witnesses), uncharged suspects, charged suspects, and 
people in the corrections system (including people on remand, serving custodial sentences, on parole or on 
supervised release orders).139 

•  The Act provides for a system of identifying procedure warrants, known as “IP warrants”. Police may apply to a 
magistrate for a warrant authorising an identifying procedure, if police suspect that the investigation would be 
prejudiced if the person was asked to undergo the procedure. Warrants may be sought in relation to suspects 
or involved protected persons.140 

•  The criteria for requesting a suspect to undergo a procedure are less stringent. In Western Australia, police 
may ask a charged suspect to consent to an identifying procedure if the officer suspects that WA Police 
does not already hold all the suspect’s identifying particulars.141 In New South Wales, by contrast, there must 
be reasonable grounds to believe the procedure might produce evidence tending to confirm or disprove a 
suspect committed the offence – the procedure must have some relevance to the progress of the investigation. 

•  Where an adult does not consent to a procedure, it may be authorised by a senior police officer (if it is a non-
intimate procedure) or a justice of the peace (if it is an intimate procedure).142 A magistrate can authorise, by 
warrant, a procedure to be conducted on a protected person.143 

•  There are separate provisions for police officers. The Commissioner of Police may require a police officer to 
undergo an identifying procedure for prescribed forensic purposes. The information must be destroyed if the 
person leaves WA Police, and requests that it be destroyed.144

•  DNA samples are taken by buccal swab, hair sample, blood sample or pubic hair sample. The latter cannot be 
conducted unless it is impracticable to use one of the former.145 

•  Information obtained through an identifying procedure will not be destroyed automatically at the end of 
the period for which the information may be retained. It will only be destroyed if the person undergoing the 
procedure (or the person’s guardian or advocate) specifically requests that it be destroyed.146

• There are no specific safeguards for Aboriginal and Torres Strait Islander people.
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3.3.6. Queensland 

Forensic procedures in Queensland are governed by Chapter 8A of the Police Powers and Responsibilities Act 2000 
(Qld). There are several significant differences between the Queensland and New South Wales legislation: 

•  The Queensland Act does not have separate provisions for volunteers. Police can request any person, whether 
a suspect or not, to undergo a forensic procedure. There are no criteria governing when police may make such 
a request – any person may be approached and asked to provide a DNA sample. 

•  There are however criteria for conducting procedures in the absence of consent. Police can only apply for a 
court order authorising a forensic procedure if the officer is satisfied the procedure may provide evidence of 
the commission of an indictable offence. The magistrate must consider whether the procedure is justified in all 
the circumstances, taking into account the rights and liberties of the suspect, the public interest, and the other 
factors set out in the Commonwealth Act.147 Where proceedings against a person for an indictable offence 
have commenced, the person’s DNA can be taken with the approval of a senior police officer rather than a 
court.148

•  DNA samples can only be taken by buccal swab or hair sample.149 However, there are some types of 
procedures which are permitted in Queensland which are not covered by the New South Wales Act, including 
cavity searches, removing a substance or thing from a body cavity, taking a blood or urine sample and taking 
an X-ray.150

•  Children over the age of 14 and adults with impaired capacity can consent to forensic procedures, provided a 
support person is present when the relevant information is provided, and the person being asked to consent is 
given the opportunity to speak to the support person in private.151

•  The Act provides for a Queensland DNA database. A very broad comparison of profiles is allowed. The 
Commissioner of Police may transfer information from one index to another, use information in one index for 
the purposes of another index, compare information within an index and compare information in one index with 
information in another.152 There are more restrictive matching rules for comparison of DNA profiles using the 
CrimTrac database.153

• There are no specific safeguards for Aboriginal or Torres Strait Islander people. 

3.3.7. Northern Territory 

Forensic examinations, including DNA sampling, can be conducted under Division 7 of the Police Administration Act 
(NT) and the Juvenile Justice Act (NT). Forensic procedures in the Northern Territory are less regulated than anywhere 
else in Australia, so there is significant disparity between the Northern Territory and New South Wales laws: 

• Buccal swabs are classified as non-intimate procedures.154 

•  Any person can undergo a non-intimate procedure by consent. There are no criteria governing when police 
may make such a request.155 In the absence of consent, non-intimate procedures can be carried out by order 
of a senior police officer. It is enough that police reasonably suspect the person has committed a crime, or 
that the person has been charged with an offence punishable by imprisonment – there is no requirement, 
for example, that DNA analysis be of some investigative value, or that asking for consent is justified in the 
circumstances.156

•  Intimate procedures can be carried out by consent or by order of a magistrate. The person must have 
been charged with an offence, and police must believe the procedure may provide evidence relating to the 
offence.157 

•  A magistrate’s approval is required to conduct a procedure on a child aged under 14, but a non-intimate 
procedure, including a DNA sample, can be conducted on a child aged 14 or above with the approval of a 
senior police officer. The child must be a suspect or be charged with committing a crime.158 

•  DNA samples are taken by buccal swab only, and can be taken by force if necessary.159 As in Queensland, 
a number of procedures are allowed which are not covered by the New South Wales Act, including internal 
examinations of the body, taking from the body a substance on or in the body, taking a urine sample and 
taking an X-ray.160

•  Comparison of DNA profiles is essentially unregulated – the Commissioner of Police may maintain databases 
of any information obtained from carrying out forensic procedures.161 Samples can be subject to any analysis 
the Commissioner thinks fit, and any information obtained can be recorded on the database.162 There are also 
provisions for sharing information kept on the database with other jurisdictions.163
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• There are no special provisions for people incapable of understanding or consenting to a forensic procedure. 

• There are no specific safeguards for Aboriginal or Torres Strait Islander people. 

•  There are no provisions for destruction of forensic material, or requirements that profiles be deleted. Samples 
can be retained for such period as the Commissioner thinks fit.164

In November 2004 the legislation was amended to allow Northern Territory police to take DNA samples for other 
police forces, and vice versa. The new legislation also made some minor changes to the way DNA samples taken 
from volunteers could be used.165 During Parliamentary debates about the amendments, the Minister for Police 
claimed that the Northern Territory “has the most effective and uncomplicated DNA legislation for law enforcement in 
Australia”, and that it has “successfully resisted Commonwealth pressure to ‘re-model’ the legislation.”166

Since late 2002, police in the Northern Territory have conducted a number of “Genesweep” operations, which focus 
on identifying property offenders through fingerprint and DNA analysis. The operations have resulted in a high number 
of arrests but many prosecutions have failed because of a lack of other evidence.167

3.3.8. Tasmania 

The Forensic Procedures Act 2000 (Tas) differs significantly from the New South Wales Act in a number of ways: 

•  Buccal swabs are categorised as non-intimate forensic procedures. Some types of procedures permitted in 
Tasmania are not covered by the New South Wales Act, including X-rays and internal examinations of body 
cavities.168

•  There are no criteria governing when police may ask a suspect to consent to a forensic procedure.169 A police 
officer can order a person in custody who has been charged with a serious offence to undergo a forensic 
procedure, including a DNA sample by buccal swab. If a suspect is not in custody, police can order a forensic 
procedure, but only if there are reasonable grounds to suspect the procedure may produce evidence tending 
to confirm or disprove that the suspect committed a serious offence.170

•  Forensic procedures can be conducted on a child under the age of 15 either with the consent of the child 
and the child’s parent, or by order of a magistrate.171 Children aged 15 and above are treated the same as 
adults.172 

• There are no provisions for people incapable of understanding or consenting to a forensic procedure. 

• There are no specific safeguards for Aboriginal and Torres Strait Islander people.

•  Where police apply to a court for an order authorising a forensic procedure, the magistrate must be satisfied 
that carrying out the procedure is justified in all the circumstances, after balancing the public interest in 
obtaining the evidence against the public interest in upholding the physical integrity of the suspect.173 

The permitted matching and destruction provisions are similar to those in New South Wales. 

The Tasmanian legislation was amended in 2003 to facilitate the sharing of DNA profiles with other Australian 
jurisdictions.174

3.4. DNA sampling in other countries 
Ten years ago, DNA profiling was still relatively new. Although the validity of DNA evidence was gradually being 
accepted by the courts, DNA profiling was still only used on a case by case basis, as evidence linking a particular 
suspect to a particular crime. As the technology has developed, and the use of DNA profiling in the investigation and 
prosecution of crime has increased, there has been a rapid expansion all over the world of large, centrally coordinated 
databases of crime scene and convicted offender profiles. The rationale for developing a DNA database is to enable 
police, by comparing DNA obtained from victims or unsolved crime scenes to the DNA of people who police know or 
suspect are criminally active, to better target their investigations. 

There is much greater variance between DNA databases overseas than those found within Australia. The most 
significant differences relate to: 

•  The power to take DNA, or the circumstances in which a person can be compelled to provide a DNA sample 
to investigating authorities. In some jurisdictions a person must be convicted of a very serious offence before 
his or her DNA profile can be “banked” on the relevant database. In other jurisdictions, a person may have a 
DNA sample taken on arrest. Another key difference relating to the DNA sampling of suspects is whether DNA 
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analysis must be relevant to the offence being investigated, or whether the person’s alleged criminality of itself 
is enough to warrant taking a sample, for the investigation of other (possibly future) criminal offences. 

•  Size, scope and projected growth of the database – some databases have millions of profiles on them, 
while others are much smaller. Some databases are regional, some are national, and some are international. 
Many databases have been rapidly populated through the mass sampling of convicted offenders. There has 
also been a trend towards expanding the types of offences for which DNA samples can be taken, with many 
jurisdictions now taking DNA in relation to high volume property offences, like burglary and car theft, as well as 
for serious offences such as murder and sexual assault.175 Whether a database continues to expand rapidly 
may depend on whether suspect samples are retained on the database indefinitely, or are routinely deleted (for 
example, where a suspect is not ultimately convicted of the offence for which the sample was taken). It is likely 
that the number of crime scene profiles on databases will continue to expand rapidly. 

•  Retention of genetic data – some systems retain the DNA sample (i.e. the biological material itself), while 
others retain the DNA profile derived from the sample, and destroy the sample. Most jurisdictions retain DNA 
profiles of convicted offenders indefinitely, and provide for the destruction of profiles taken from suspects who 
are ultimately acquitted. Others retain all DNA profiles – whether from convicted offenders, suspects or merely 
people who have been arrested – on the database indefinitely.

•  Administration of the database – whether it is by the government, a private company, or a combination. For 
example, in New South Wales the DNA database is wholly government owned and funded. The laboratory is 
part of NSW Health. In some places, the database is maintained by the government and private companies 
are contracted to provide some forensic services (for example, routine DNA analysis). Elsewhere, the database 
is hosted by a government owned but independent research institute. Others are publicly funded but are 
otherwise fully privatised.

Some database hosts have their own websites and Annual Reports, and regularly publish statistics on the number of 
profiles on the database, the percentage of crime scene samples which are linked to profiles already on the database, 
DNA ‘success stories’, contamination incidents and advances in technology. Other database hosts are less visible, 
attracting attention only when, for example, problems with funding or backlogs are made public. 

We have looked at a selection of other jurisdictions, whose DNA sampling regimes differ significantly from our own. 

3.4.1. United Kingdom 

The United Kingdom was the first country to establish a national DNA database, in 1995. In 2000, the government 
allocated £182 million to the DNA Expansion Programme, with the aim of collecting DNA samples from all active 
offenders over a four year period. It also aimed to increase the retrieval of biological material left by offenders in 
relation to high volume property crime, such as burglary and car theft, rather than limiting DNA profiling to serious 
crime. A further £58.8 million was allocated for the 2004/2005 financial year and funding is expected to continue, “to 
ensure that the database remains fully populated with the DNA profiles of all possible offenders coming to police 
attention.”176 The database is now the largest of its kind, holding over 3 million DNA profiles taken directly from 
people, and approximately 250,000 profiles derived from biological material obtained from unsolved crime scenes.177 

Police powers to take DNA have increased over recent years, and are now extremely broad. Since 2004, police have 
had the power to take a DNA sample, without consent, from any person “in police detention in consequence of his 
arrest for a recordable offence” (generally, an offence which carries a penalty of imprisonment).178 DNA can be taken 
upon arrest “whether or not the sample is required for the investigation of an offence in which the person is suspected 
of being involved.”179 Samples can also be taken from anyone suspected of, charged with, convicted of or cautioned 
in relation to a recordable offence.180

Case Study 01

In 1999, police took a DNA sample from a man arrested on a drink driving charge. The man’s DNA profile was 
put on the national database. His profile linked him to the sexual assault and murder of a teenage boy in 1968. 
The man pleaded guilty to the offence and was sentenced to life imprisonment.181
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For each person tested, police take two DNA samples. One is sent to the laboratory for analysis, so a DNA profile can 
be obtained and loaded onto the database. The other sample is kept in storage as a back-up.182 The person’s name, 
date of birth, gender and ethnic appearance are recorded on the database, along with person’s DNA profile.183 

DNA samples and the information derived from them may be checked against other samples or information held 
by or on behalf of police or other law enforcement agencies.184 This is known as a “speculative search”, and people 
providing a DNA sample must be informed that the sample taken may be used for this purpose.185 Since the database 
came into operation, almost 600,000 links between suspects and crime scenes have been made. Approximately 
40,000 links between crime scenes have been made.186 In 80 per cent of matches between person samples and 
crime scene samples the match related to an offence other than the one in relation to which the DNA sample was 
taken.187

DNA samples and information derived from them can be kept until the person’s death, provided the sample has been 
lawfully obtained.188 Previously, samples from people who were acquitted or not prosecuted had to be destroyed. The 
law changed in 2001 following two high profile cases, one involving rape and one involving murder, where convictions 
were quashed because the DNA evidence adduced at trial should have been destroyed prior to the link being 
made.189 Now, whether profiles should remain on the database is a matter of operational discretion for the police 
force which takes the original sample.190 An extra 128,000 DNA profiles have been retained on the database since 
this amendment came into force.191 Use of samples and information derived from them is still limited to the detection, 
investigation and prosecution of crime.192 

There have been several challenges to the indefinite retention of a person’s DNA in circumstances where the person 
has not been convicted of any offence. The House of Lords recently heard two appeals together. The first, R v Chief 
Constable of South Yorkshire Police ex parte S, involved an 11 year old boy with no previous convictions, cautions or 
warnings. He had his fingerprints and DNA taken in relation to an attempted robbery. He was acquitted of the charge, 
but the relevant police agency retained the prints and samples. The second case, R v Chief Constable of South 
Yorkshire Police ex parte Marper involved a 38 year old man who was arrested for harassing his partner. Police took his 
fingerprints and DNA. The matter was ultimately discontinued but again police retained the prints and samples. Both 
appellants argued that the legislation allowing their DNA profiles to be retained in the absence of conviction for an 
offence breached Article 8 (which establishes a right to privacy) and Article 14 (which prohibits discrimination) of the 
European Convention on Human Rights. The validity of the United Kingdom legislation was upheld and the appeals 
dismissed. In relation to concerns about DNA samples (rather than profiles) being retained, one judge commented 
that “fears of what may happen in the future in light of the expanding frontiers of science is not relevant in respect of 
contemporary use of retained samples in connection with the detection and prosecution of crime.”193

In the last decade, police in the United Kingdom have conducted almost 300 mass screenings, resulting in over 
85,000 DNA samples being processed.194 Samples taken from volunteers as part of mass screenings are not routinely 
put on the database. Changes to the legislation in 2001 provided for profiles from volunteers to be kept on the DNA 
database, with the volunteer’s consent. Once consent is given it cannot be withdrawn – the volunteer’s profile is 
added to the database and from then until the person’s death it can be searched against profiles obtained from 
unsolved crime scenes.195 Retaining profiles of volunteers in mass screenings has been described as “beneficial”, on 
the basis that it helps increase the number of profiles on the database.196

To help identify contamination of DNA samples by police officers, a Police Elimination Database has been established. 
Over 82,000 police officers have provided DNA samples to be kept on the database for elimination purposes. 
Providing a sample was voluntary for existing officers but is now a condition of employment for new officers.197 

Laboratories who process the DNA samples and manufacturers who make the equipment (such as the swabs 
and the plastic containers they are kept in) have also established databases of staff DNA profiles to help detect 
contamination.198 There have been a number of incidences of contamination, including two high profile murder 
investigations which were erroneously linked. It turned out the common profile came from a person who worked for 
the supplier of swab tubes, not from the crime scene.199

The Forensic Science Service (FSS) maintains the IT infrastructure for the database and, for the first few years of 
operation, was also the only supplier of DNA profiles. Over time, other organisations sought approval as suppliers, 
including some regional police laboratories, and a number of private companies. Concerns grew about the FSS 
being both custodian of the database and the preferred supplier of forensic services, and in 2003 a Home Office 
review recommended that control of the national database be separated from the FSS. Accordingly, the DNA 
database is now independently governed by a board comprising the Home Office, Association of Chief Police 
Officers, Association of Police Authorities and a representative from the Human Genetics Commission. There is also 
a custodian, within the Home Office, who is responsible for scientific advisory, accreditation and monitoring. The FSS 
became a government owned company in December 2005 and is still responsible for the day to day running of the 
database, under contract to the Home Office.200
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The FSS is still the largest forensic services provider in the United Kingdom, with 77 per cent of the market share of 
the crime scene and person samples loaded onto the database. The FSS also plays a major role in developing new 
forensic technology. In November 2004, the FSS reported that it now processes over 40,000 DNA samples a month, 
using a fully automated system. DNA samples are now processed by machine from beginning to end without human 
intervention, to speed up the process.201 In May 2005, the FSS announced the launch of its Forensic Response 
Vehicle, a mobile laboratory which travels to crime scenes to perform on the spot forensic services. The vehicle is 
currently being trialled in five regional police services. The FSS explained: 

Samples will be fed into the van, analysed, and checked against the National DNA Database and police will 
have a match report back in approximately eight hours. As well as being at least three times faster than the 
current DNA turnaround time, this cuts out administration effort as items of evidence have until now been passed 
along a supply chain which eventually sees them arrive at a laboratory. The advance has been made possible 
through technological developments allowing the condensing of an entire DNA-processing line (whole building 
size) into a mobile environment.202

Fingerprints and footprints can also be captured digitally, analysed in the van, and compared with prints on relevant 
databases through satellite links, providing prompt results to police at the crime scene.203 

3.4.2. New Zealand

New Zealand established its national DNA Databank in 1996 – the second country in the world to do so, after the 
United Kingdom. The database has 50,000 profiles from suspects and offenders on it, and a further 10,000 profiles 
from unsolved crime scenes.204 The database is administered by the Institute of Environmental Science and Research, 
which is owned by the New Zealand Government, but operates with an independent board of directors.205 

The power to take people’s DNA and put it on the DNA Databank comes from the Criminal Investigations (Bodily 
Samples) Act 1995. Police officers can take samples from certain suspects and convicted offenders for comparison 
against samples obtained from crime scenes. 

DNA samples can be taken from suspects by consent. If a suspect does not consent to giving a sample, a 
commissioned police officer may apply to a court for a “compulsion order” authorising police to take the sample. 
Unlike the position in New South Wales, there is no mechanism for police officers to compel a suspect to provide a 
DNA sample. Police officers can compel certain convicted offenders to provide a sample, but there is a mechanism 
for a hearing if the convicted offender objects to the compulsion notice.

DNA profiles of convicted offenders are stored on the database. Profiles of suspects can only be stored on the 
database if the suspect is convicted of the offence for which the sample was taken.206

The New Zealand legislation was recently amended so that:207

•  DNA samples could be taken by buccal swab. Previously, if a person’s DNA profile was going to be put on the 
database, a blood sample had to be taken, either by fingerprick or directly from the vein. 

•  Compulsory DNA samples could be taken from convicted offenders for a broader range of offences, including 
burglary.

•  Samples could be taken from people currently serving sentences for serious crimes, who were sentenced 
before the legislation commenced. 

There was some consideration of whether police should be able to compel any person to provide a DNA sample on 
arrest, but this was rejected on the basis that it would be too great a departure from the current regime, which aims to 
allow police to take DNA samples with minimal infringement on people’s fundamental rights and freedoms.208

New Zealand Police is required to publish detailed information about DNA sampling in its Annual Report, including: 

• the number of samples taken by consent

• the number of applications for compulsion orders (for suspects and convicted offenders) 

• the number of compulsion orders granted and refused (again for suspects and convicted offenders) 

• the number of prosecutions where DNA evidence has been adduced and the result of the prosecution

• the number of occasions a police officer has used force to obtain a sample 

•  the total number of DNA profiles stored on the DNA database during the relevant period (broken down by 
number taken by consent and number taken by compulsion order) 
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• the number of links between crime scene and suspect samples, and 

• the number of links between crime scene and convicted offender samples.209 

People who provide DNA samples to the database are asked to volunteer detailed ethnic information, going back four 
generations. The Institute of Environmental Science and Research uses this information to compile population data for 
statistical use in the interpretation of DNA profiling in New Zealand.210 

On occasion, police have used very large screenings for serious crimes which remained unsolved for a long time. 

Case Study 02

An unknown offender was linked to eight different sexual assaults, committed between 1988 and 1996 in 
New Zealand. Voluntary DNA samples were taken from over 3,000 men. The offender was identified through 
this process, and was subsequently convicted.211

3.4.3. Ireland 

Since 1994, DNA casework in Ireland has been conducted by the Forensic Science Laboratory, which is part of the 
Department of Justice, Equality and Law Reform. The laboratory has a database of about 700 DNA profiles obtained 
from unsolved crime scenes.212 However, at this stage there is no routine DNA sampling of suspects or convicted 
offenders the way there is in New South Wales and other jurisdictions. 

In 2005, the Law Reform Commission of Ireland published a report on the establishment of a national DNA database. 
It made a number of recommendations, including the following:213 

•  A national DNA database should be established, containing DNA profiles of certain convicted offenders and 
people reasonably suspected of committing a serous crime. Profiles of convicted offenders should be retained 
indefinitely but profiles of suspects should be destroyed if proceedings have not commenced within 12 
months, or the suspect is acquitted. 

•  DNA samples should only be taken under a clear legislative framework. Analysis of samples beyond the 
generation of a DNA profile should be prohibited. 

•  DNA sampling should not occur routinely on arrest. It should be limited to those suspected of having 
committed a serious offence (which includes the majority of assault, sexual offences, property offences 
and drug offences, but does not include public order offences). The DNA sample need not be relevant to 
the offence under investigation; it should be permissible to take a sample for speculative searching on the 
database, once a person is suspected of having committed a serious offence. 

• The explanation for taking samples should be given in ordinary language, in a readily understandable manner. 

•  DNA samples should be taken by mouth swab, but alternative options should be available should the person 
providing the sample object to the proposed procedure. 

•  Mass screenings should have to be authorised in writing by a Chief Superintendent, after considering whether 
it is necessary for the proper investigation of the offence, and whether the same objectives could be achieved 
by less intrusive means. 

•  Biological samples from crime scenes should be retained indefinitely. DNA samples taken from people should 
be retained under strict security after the person’s DNA profile has been generated and loaded onto the 
database, but this should be reassessed in five years to see if the retention of samples – in addition to profiles 
– is actually necessary. 

•  All police officers and laboratory workers should be required to provide a DNA sample for inclusion on an 
elimination database. In addition, people working at crime scenes and relevant manufacturing staff should be 
encouraged to volunteer a sample for inclusion on an elimination database.

•  An independent Forensic Science Agency should be created to store samples and manage the database, and 
should be oversighted by an external oversight commissioner. 
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The Garda Commissioner (the Irish equivalent of our Commissioner of Police) recently commented that the lack of 
a DNA database leaves police in Ireland “at a distinct disadvantage in crime investigation.”214 The Director of Public 
Prosecutions has also backed calls for the establishment of a DNA database.215

3.4.4. Canada 

A DNA warrant scheme has been in place in Canada, under the Criminal Code, since 1995. Police may apply to 
a court for a DNA warrant authorising them to take a DNA sample from a person believed to have committed a 
designated criminal offence.216 The procedure is ex parte; meaning that police apply to the court in the absence of 
the person whose DNA is being sought.217 The application can be made by telephone if it is impractical to appear in 
person.218

The threshold for obtaining a DNA warrant for a suspect is quite high. The court must be satisfied there are 
reasonable grounds to believe that a designated offence has been committed, there is a sample from the crime 
scene or victim available for comparison and the suspect was a party to the offence. Further, the court must be 
satisfied that issuing the warrant is in the best interests of the administration of justice, having regard to matters 
including the nature of the offence, and the circumstances of its commission.219

In 1998, the Canadian government considered whether police should be able to take DNA samples from people on 
arrest or charge without prior judicial authorisation, but concluded this would be contrary to the Canadian Charter of 
Rights and Freedoms.220 It referred to decisions from the Supreme Court of Canada which recognises that there is a 
heightened expectation of privacy in regard to taking bodily substances, and in particular DNA, and that taking a DNA 
sample is a very serious intrusion into an individual’s security and privacy.221

A national DNA database was established in 2000, under the DNA Identification Act 1998. It has a convicted offenders 
index and a crime scene index, and is operated by the Royal Canadian Mounted Police.222

The Criminal Code was also amended so that a court can make an order authorising a DNA sample to be taken 
from a convicted offender for inclusion on the national database. If a person is convicted of a “primary designated 
offence” (such as murder, sexual assault or hijacking), there is a presumption in favour of the person’s DNA profile 
being stored on the database – the court must make the order, unless the impact on the offender’s privacy would be 
grossly disproportionate to the public interest in the administration of justice. If a person is convicted of a “secondary 
designated offence” (such as assault, arson, or break and enter), a DNA sample will be stored on the database only 
if the Crown applies for it, and the court is satisfied that it is in the best interests of justice to make the order. In these 
circumstances, the court must consider the person’s criminal record, the nature of the offence and the circumstances 
surrounding its commission, and the impact that retaining the DNA profile on the database would have on the 
offender’s privacy.223

Case Study 03

A man was convicted of assault. The judge ordered him to provide a DNA sample to be stored on the national 
database. His profile linked him to a fatal stabbing in a convenience store nine years earlier. The man pleaded 
guilty to murder and was sentenced to life imprisonment.224

Convicted offenders who were in a correctional centre at the time the legislation commenced could only have 
samples taken for the database in limited circumstances – if declared dangerous, if convicted of more than one 
sexual offence, or convicted of more than one murder. This is much more restrictive than DNA database schemes in 
other jurisdictions, where people serving custodial sentences for serious crimes are routinely DNA sampled. 

DNA profiles from convicted offenders generally stay on the database indefinitely.225 If the person is found guilty but 
no conviction is recorded, the person’s profile only stays on the database for a year (or three years, if the person is 
conditionally discharged), provided the person does not reoffend in that period. A young person who is convicted of 
an offence has his or her DNA profile deleted if the young person’s criminal record is destroyed.226 DNA profiles from 
suspects can only be used in the investigation and prosecution of the offence for which they were taken – they cannot 
be included on the DNA database. DNA profiles from suspects must be destroyed if the person is excluded as a 
suspect, or is ultimately acquitted.227
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The Canadian National DNA Databank website publishes statistics (updated every fortnight) on how many DNA 
samples have been taken and how many people have been linked to crime scenes. It also gives details of the number 
of DNA samples rejected by the laboratory, and the reasons for this (for example, the wrong sample kit was used, 
or the offence for which the sample taken was not a “designated offence”).228 The database has over 77,000 DNA 
profiles on its convicted offender index, and over 21,000 profiles on its crime scene index.229 

The most recent Annual Report of the DNA database states that its priorities for the coming year are to increase the 
number of profiles on the database, and to expand the use of automation to boost the volume of samples processed, 
and the speed at which they are handled.230 Robotic processing is already used to speed up the analysis of DNA 
samples.231

The Canadian Working Group on the Prevention of Miscarriages of Justice recently made recommendations aiming 
to ensure the DNA database is used to its full potential. It recommended that forensic materials be made available 
for independent testing at the request of the defence, that access to post-conviction DNA testing be considered, 
that education packages be developed for police, crown prosecutors and the judiciary, and that the expansion of the 
database be considered.232 

In May 2005, a number of amendments to the DNA legislation were passed, which expanded the types of offences for 
which compulsory DNA samples can be taken from convicted offenders.233 It is anticipated that an additional 4,700 
convicted offenders will be eligible for compulsory DNA sampling as a result of this legislation.234

A Parliamentary review of the DNA database legislation was conducted in late 2005.235

3.4.5. United States 

The United States has had a national DNA database since 1998.236 It has two indexes, one of convicted offenders 
(which currently contains over 2.3 million profiles) and one of DNA obtained from crime scenes (which currently 
contains over 100,000 profiles).237

The national database is part of a three tiered Combined DNA Database Index System, known as CODIS. Profiles 
obtained at a local level can be uploaded onto a state database, and from the state database to the national 
database. The relevant authorities at the lower tiers decide which profiles will be uploaded to the higher tiers. The 
higher tiers also decide whether, according to the relevant state and federal legislation, profiles from the lower tiers 
can be accepted.238 The legislation governing the DNA database was recently amended to allow states to include 
profiles of all people “whose DNA samples are collected under applicable legal authorities.” However, profiles from 
people who have a DNA sample taken on arrest who are not subsequently charged, and from people who voluntarily 
provide a DNA sample for the purpose of elimination, cannot be included on the national DNA database.239

Initially, states only collected DNA profiles from people convicted of sexual assault and other violent crimes. Many 
states have since amended their legislation, to allow for the DNA sampling of a much broader range of convicted 
offenders. Approximately 70 per cent of states have adopted “all felony” provisions, requiring all convicted felons to 
provide a DNA sample. Some states require DNA sampling for conviction of “any crime”, which is a broader again. 
Very few states provide for inclusion of DNA profiles from suspects on the DNA database. Those which do, require the 
information to be removed from the database if the person is acquitted.240

When DNA sampling was implemented widely across the United States, many local and state laboratories did not 
have the capacity to process the large number of DNA samples taken from convicted offenders and crime scenes. 
The DNA Analysis Backlog Elimination Act of 2000 set up a federal grant program, to reduce the national backlog. 
Under the scheme, laboratories could apply for funding to increase their own capacity for DNA analysis, or to 
outsource forensic services to accredited private laboratories.241 

In 2000 the Department of Justice created a “Convicted Offender DNA Backlog Reduction Program”, to pay for 
the processing of DNA samples taken from convicted offenders. At the time the program began, there were about 
745,000 convicted offender samples awaiting analysis. The program aimed to accelerate the analysis of convicted 
offender samples so offender profiles could be uploaded onto the national database. In its first year of operation, 
approximately 40 per cent of states received grants. While these enabled almost 300,000 convicted offender samples 
to be analysed, the program did not clear the backlog, as many states were at the same time increasing the list 
of offences for which DNA samples could be taken. This meant that while more funding was available to process 
samples, more and more offenders were becoming eligible for DNA sampling. The program was also hampered by 
significant delays by states in uploading DNA profiles onto the national DNA database.242

In 2001 the Department of Justice created a “No Suspect Casework DNA Backlog Reduction Program”, to pay for 
the analysis of biological material obtained from crime scenes, where no suspect has been identified. In its first year 
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of operation, 50 per cent of states received grants. However, the program does not appear to have achieved the 
results anticipated as the allocated funding has not all been drawn, and again there have been significant delays in 
uploading the relevant profiles onto the national database. In April 2004, it was estimated that over 540,000 criminal 
cases with biological evidence were awaiting DNA analysis.243

The Advancing Justice Through DNA Technology Act of 2003 and Justice for All Act of 2004 contained further 
measures to reduce the national backlog of crime scene and convicted offender samples. They also provided for 
improved access to post-conviction DNA testing by offenders.244 Eligibility depends on factors including the gravity 
of the offence for which the person has been convicted, whether the offender is currently in prison, whether identity 
was at issue in the trial, whether biological evidence from the crime scene has been maintained and whether there is 
good reason for it to be retested.245 Approximately 76 per cent of states have also enacted legislation providing for 
convicted offenders to apply for DNA testing. Some also provide for compensation for convicted offenders who are 
exonerated through post-conviction DNA analysis.246 The federal government has established a grant program where 
states can apply for funding to help cover the costs of post-conviction DNA testing.247

The United States Department of Justice has conducted a number of reviews related to DNA sampling in the criminal 
justice system, and has found that laboratory practices and protocols were vulnerable to undetected non compliance 
by laboratory staff, that some unallowable and inaccurate DNA profiles have been uploaded onto the national DNA 
database, that laboratory backlogs have not been reduced in a timely manner, although funding has been allocated to 
address the problem, and that many DNA samples have been analysed but have not been uploaded onto the national 
DNA database.248

There is some concern in the United States about the impact television shows about criminal investigations are 
having on trial outcomes. The so called “CSI effect” contends that juries are more likely to make a finding of guilt 
if DNA evidence is adduced, regardless of the weight the evidence should be given, and correspondingly that 
juries are reluctant to convict in the absence of forensic evidence, even if it has little weight or is not relevant in the 
circumstances.249

Case Study 04

A 23 year old man had his DNA profile added to the Texas DNA database after being convicted of burglary. 
His profile linked him to the sexual assault of a young girl in 2001. The man alleged that his twin brother, 
who had the same DNA profile, was the perpetrator. After further investigation police alleged that both were 
involved, and that the first twin drove the car while the second twin sexually assaulted the girl in the back. 
Both were charged with aggravated sexual assault and aggravated kidnapping. The first twin pleaded guilty 
and testified against his brother at trial. The second twin was convicted as well.250 

3.5. International DNA databases 

3.5.1. Europe 

In 1996, Interpol established a European Working Party on DNA Profiling.251 Soon afterwards, the working party 
recommended that all countries in Europe be encouraged to introduce DNA profiling, if they had not already. It also 
examined the possibility of exchanging DNA profiles between European countries. It looked at two different options 
– establishing one large database of DNA profiles, or facilitating the exchange of information between national 
databases. 

In 1997, the Council of the European Union (the main decision making body of the European Union) passed a 
resolution inviting member states to consider establishing national DNA databases, in accordance with the same 
standards and in a compatible manner. It recommended that further study be conducted with a view to establishing  
a system for DNA profiles to be exchanged at a European Union level.252 

In 2001, the Council made a further resolution to facilitate the exchange of DNA analysis results between member 
states. The Council commented that the exchange of DNA analysis results in Europe is essential to address crime in 
a systematic way, and stressed that the exchange of DNA analysis results “should only be carried out when there are 
reasons to believe that such an exchange would provide relevant information in a criminal investigation.”253 
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The resolution established a European standard set of markers, to enable the comparison of samples analysed in 
different countries.254 

Although the exchange of profiles between European countries is encouraged, there is no European DNA database. 
However, the issue is still being debated. In July 2004 at a European Union meeting of interior ministers, the Home 
Secretary of the United Kingdom put forward a proposal for the development of a European DNA database.255 
The proposal largely stemmed from media attention given to the murder of an English school girl in France in 1996. 
It was not until 2004 that a suspect was identified in the United States by a DNA match and was extradited to France 
to stand trial. The investigation has brought about changes to the French DNA database, and has prompted further 
discussion of the merits of a European DNA database.256

In May 2005, seven European countries (Belgium, Germany, Luxembourg, the Netherlands, Austria, France and 
Spain) announced they would sign an agreement to allow automatic access to each other’s DNA and fingerprint 
databases. It appears that other European countries may join the arrangement some time in the future.257

3.5.2. A global DNA database? 

In 1998, the Interpol European Working Party on DNA Profiling expanded, so that all continents would be 
represented.258 The group became known as the Interpol DNA Monitoring Expert Group. In 1999, it recommended 
that an Interpol DNA database be created, so DNA profiles could be exchanged by member countries through 
Interpol. 

In 2001, Interpol indicated that it proposed to establish an international database of DNA profiles, for use by its 
member states. Member states would be able to submit DNA profiles for addition to the Interpol DNA database, and 
would be able to search the database, using an Interpol Internet browser. The system would compare profiles added 
to the database with those already on it, and would notify the member states involved in the event of a match. It would 
be the responsibility of the member states to act on this information. 

Interpol made it clear that the database would be limited to the investigation of crime connected to more than one 
country: 

The Interpol database is not intended to be a substitute for countries’ national databases. The only profiles 
submitted should be those of known criminals operating internationally or those of unknown stains found at 
crime scenes when it is suspected that the offender might be a foreign national.259 

No biological material would be submitted to Interpol, only the DNA profile, which would be submitted electronically.260

In 2002, the Interpol DNA Unit reported on its global DNA database inquiry. At the time, 179 countries were Interpol 
member states. The inquiry concluded that 43 per cent of these countries perform forensic DNA analysis, and 23 
per cent have a DNA database. A further 15 per cent were planning to install a national DNA database in the near 
future.261 Interpol also reported that as a result of its inquiry, many countries requested Interpol’s assistance to help 
set up a national DNA database.262

In 2003, a DNA database pilot project was set up at the Interpol General Secretariat. It aimed to provide an additional 
resource for member countries “to track down and identify those who commit cross border crimes.”263 In 2004, 
the first hit from the database was announced, after a request from Slovenia was matched to a profile previously 
submitted by Croatia.
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Chapter 4. Implementation of the Act
This chapter describes the way the Act is implemented and the roles of each of the main stakeholders. 
The Attorney General is the minister responsible for the Act, but its implementation is largely split between NSW Police 
(investigation and sampling) and NSW Health (DNA analysis and database management). Experts who have specific 
skills or training also play a small role. 

4.1. NSW Police at a corporate level 
NSW Police implements the Act at a corporate level by maintaining Standard Operating Procedures (SOPs), training 
officers in forensic procedures, providing specialist forensic services and liaising with NSW Health. 

4.1.1. The Forensic Services Group (FSG)

The NSW Police Forensic Services Group (FSG) provides specialist skills in the collection and preservation of physical 
evidence from crime scenes, suspects, victims and witnesses. Several units within FSG are involved with forensic 
procedures: 

•  The Forensic Procedures Implementation Team (FPIT) was created specifically to oversee the implementation 
and operation of the Act. FPIT maintains a webpage on the police intranet with practical information about 
forensic procedures, including answers to frequently asked questions and the forms police may need, such 
as applications for court orders. The site is easy to navigate and has all the relevant NSW Police policies 
and procedures in the one place. FPIT also runs a 24 hour hotline for officers seeking advice about forensic 
procedures, and distributes information about cold links to relevant local area commands. It is also responsible 
for notifying the laboratory when DNA profiles taken from suspects and volunteers are due for destruction. 
FPIT will also oversee the transference of DNA profiles from the NSW database to CrimTrac, the National DNA 
database, if it goes ahead. 

•  The Crime Scene Operations Branch is responsible for attending crime scenes to take photographs 
and collect physical evidence, including fingerprints and biological samples, like blood stains. 

• The Criminal Identification Specialist Branch deals with fingerprints taken as forensic procedures. 

•  The Disaster Victim Identification Unit obtains DNA samples taken from relatives to help identify 
disaster victims.

The NSW Government announced in March 2005 that it will provide $26 million for forensic services equipment and 
personnel.264 This will be used to create 147 new forensic officer positions, in addition to the existing 345 scene 
of crime officers. It will also be used to create a new forensic science centre, which will amalgamate a number of 
existing forensic services within NSW Police into one central branch. It will examine, prioritise and analyse crime scene 
exhibits. However, it will not conduct DNA analysis – this will still be done by DAL with some analysis work being 
outsourced to a private laboratory. 

4.1.2. Standard Operating Procedures (SOPs)

FPIT developed SOPs for police officers to use when conducting forensic procedures. There are 18 different SOPs, 
depending on the type of procedure and the attributes and circumstances of the person being tested, such as 
whether:

• the person is a suspect, volunteer or victim

• the person is an adult, child or incapable person 

• the person is under arrest

• the person is Aboriginal or Torres Strait Islander

• the procedure is intimate or non-intimate, and 

• the procedure is conducted by consent, court order or senior police officer order. 
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While some officers find this confusing, the idea is that once an officer has selected the appropriate SOP, he or 
she will be prompted at each step of the way, which makes it much easier for the officer to fulfil all the legislative 
requirements. 

4.1.3. Training and accreditation 

When the Act commenced, FPIT developed a training course so police officers could become appropriately 
qualified to conduct forensic procedures. The Act defines “appropriately qualified” as having suitable professional 
qualifications or experience to conduct the procedure.265

Training is usually conducted by FPIT or by a local area command’s education and development officer. The training 
course provides a comprehensive introduction to the Act, explaining police powers and responsibilities and giving 
an overview of the types of circumstances in which police can conduct forensic procedures. Ombudsman officers 
attended one of the forensic procedures training days run by FPIT and found the information relevant and appropriate.

Almost 7,000 officers have been trained in forensic procedures since the Act came into force. As figure 1 shows, the 
bulk of these were in the first year.
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Figure 01: Number of officers accredited by year.

Source: NSW Police advice received 22 June 2005. (n = 6,868)
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During the training session, police officers get hands on experience in how to take DNA by buccal swab and hair 
sample. The training does not cover how to take photographs or fingerprints, as police officers routinely take these at 
the time of charging. It does however cover the circumstances in which police can take photos or finger, hand, toe or 
foot prints as forensic procedures. 

After completing the initial training course, there are no further assessment or training requirements. Officers remain 
accredited whether they conduct any procedures or not. However, FPIT still runs training continuously, for new 
officers and for officers who may already be accredited but would benefit from a refresher course. Some of the 
larger commands run forensic procedures training up to four times a year. FPIT also constantly monitors which ten 
commands are conducting the least training, and organises training for those commands. The Police Association of 
NSW suggested that forensic procedures training should be mandatory each year.266
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Separate training courses are run for scene of crime officers, forensic service group officers and forensic 
investigators. These cover the collection of crime scene samples and specialist forensic procedures that require 
additional skills, such as gunshot residue tests, scrapings or lifting by tape, technical photographs and swabbing 
for trace DNA. NSW Police was unable to advise how many officers are accredited to conduct these types of 
procedures.267

4.1.4. Publications 

Since 2000, NSW Police has published 58 articles about forensic procedures in the Police Weekly magazine. 
This magazine is distributed to every police station and is also available on the police intranet so that every police 
officer has access to it. Articles advise officers of changes to legislation and policy, promote success stories where 
forensic procedures have produced good results, and discuss scenarios where the use of forensic procedure powers 
may be problematic.

Issues which have been covered include: 

• compliance with court orders

• changes to procedures for submitting exhibits for DNA analysis

• picture identification; obtaining evidence from discarded items

• conducting forensic procedures on children and young people 

• sharing forensic material with suspects

• recording forensic procedures on the custody management system

• the need to take a confirmation sample from a suspect identified through a cold link

• conducting forensic procedures on volunteers

• destruction of DNA samples taken through mass screenings, and 

• police access to Guthrie cards (blood samples taken from babies at birth by heel prick). 

These articles show that NSW Police and FPIT in particular have made a considerable effort throughout the review 
period to ensure officers are aware of their obligations under the Act, and are using their powers to conduct forensic 
procedures effectively and appropriately. 

4.1.5. Monitoring by NSW Police 

FPIT monitors implementation of the Act in many ways, such as keeping statistics of the number of forensic 
procedures conducted and outcomes for cold links, checking that forensic procedures have been recorded on COPS 
properly, and requesting the laboratory to destroy DNA samples which can no longer be retained. 

The NSW Police Audit Group monitors the implementation of the Act through its audits of local area and specialist 
commands. Auditors examine the records and systems of individual commands to assess compliance with various 
legislative, procedural and policy requirements. The forensic procedures component of the audit involves selecting 
five DNA samples and checking that:268 

•  the procedure was electronically recorded, was taken for an indictable offence and was taken by an 
appropriately qualified person

•  the DNA sample was properly handled, by reviewing exhibit book entries, storage facilities (including 
temperature and security) and how long police took to send the sample to DAL, and

• police have taken appropriate action after receiving the DNA analysis results. 

The auditors also examine the DNA kit register to account for the kits which have been used, and those which are still 
on hand. 

It is positive to see that NSW Police is monitoring the systems and practices in individual commands to assess 
compliance with the legislative and policy requirements relating to forensic procedures. However, there are some 
aspects of the audit which in our view could be improved. 

First, the current audit practice only deals with DNA samples. As discussed throughout this report, the Act provides 
for a variety of forensic procedures. Given that the majority of forensic procedures are DNA samples, it is appropriate 
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that the audit focuses on DNA sampling. However, there would be some merit in assessing records and systems 
relating to other types of forensic procedures as well. 

Second, the audit does not appear to check the authority for conducting procedures. In our audit of local area 
commands, we found it difficult locating consent forms, senior police officer orders and court orders. Those which 
could be found were sometimes inaccurate. In our view, checking that procedures have been properly authorised 
should be a crucial part of the audit process. 

Third, we gained an enormous amount of information through watching videos of forensic procedures. We saw 
whether the person undergoing the procedure had been provided with the right information, whether the person 
was cautioned, whether the procedure itself was conducted properly and whether the testing officer was sufficiently 
prepared. There would be considerable merit in the Audit Group watching the videos for the five procedures selected 
for auditing. We found that forensic procedures took an average of 23 minutes, so we estimate this would take 
approximately two hours. The length of time taken to conduct forensic procedures is discussed in section 8.3.2.

Recommendation 01

Audits of local area commands include a review of records and systems relating to other types of forensic 
procedures, as well as DNA samples.

NSW Police supports this recommendation. It also advised that Organisational Review and Support Teams, which 
perform functions previously performed by the Audit Group, currently audit fingerprint as well as DNA forensic 
procedures.269

Recommendation 02

For each of the procedures selected for auditing, the auditor reviews the authority for the procedure (consent 
form, senior police order or court order) and watches the video of the procedure. 

NSW Police does not agree that for each of the procedures selected for auditing, the auditor should watch the 
video of the procedure. Rather, videos should be viewed according to the level of risk determined during the review. 
According to NSW Police, mandatory viewing of forensic procedure videos “would have considerable resource 
implications and risk assessment issues.”270 

While we recognise that watching videos requires some time, we found watching videos of forensic procedures 
enormously beneficial for our review, especially for identifying good and poor practice, and urge NSW Police to give 
this recommendation further consideration. 

4.2. NSW Police at a local level 
NSW Police implements the Act at a local level through its local area and specialist commands. We surveyed all 80 
local area commands about how they use their powers under the Act, and any difficulties they have identified. We 
also audited eight local area commands (four metropolitan and four regional) to see whether police at a local level are 
complying with their legislative obligations.

We found that most of the forensic procedures we audited had been conducted in a professional and competent 
manner. Some commands had developed good systems and processes and had clear strategies in place for the 
management of forensic procedures. However, we did identify some areas of concern. 

We set out our observations and preliminary recommendations in a Discussion Paper, which we provided to NSW 
Police at a corporate level and to each of the local area commands we audited. We met representatives from FPIT, 
FSG and the Audit Group to discuss our preliminary findings and recommendations. 
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4.2.1. How easy is it for police officers to comply with the Act and SOPs? 

In our survey, we asked local area commands how easy it is to comply with the legislation and SOPs. About half the 
commands said it was easy, and about half said it was difficult.271 Only three commands said it was very easy, and 
only one said it was very difficult. 

Commands which had difficulty complying with the SOPs generally said there are too many to choose from. As 
discussed above, there are 18 different SOPs, depending on the type of procedure and attributes and circumstances 
of the person being tested. While this may appear daunting for officers, we note that the SOPs have been designed 
to maximise compliance with the legislation. To assist officers in selecting the correct SOPs, FPIT have included on 
their intranet site separate flowcharts on how to select appropriate SOPs. Separate flowcharts have been established 
for suspects, volunteers and procedures conducted in accordance with a court order. Once the appropriate flowchart 
has been selected, the officer can then use this to select the SOPs suitable to the status of the individual undergoing 
the procedure. The SOPs then take the officer through the process of conducting the forensic procedure and provide 
prompts at each step within the process. In our view, this is the best way to ensure officers who are not familiar with 
the Act meet their legislative obligations. 

Over half of local area commands advised they had experienced problems with the Act. These related to:

• the complexity of the legislation 

• difficulty arranging interview friends and independent persons for suspects and volunteers 

•  having to obtain court orders to conduct forensic procedures on children and the length of time it takes to 
obtain an order 

• the length and complexity of the information sheet 

• having to record forensic procedures on video 

• sharing samples with suspects 

• conducting procedures within the time limits specified in the Act 

•  difficulty transporting DNA samples to the lab for analysis (both metropolitan and regional commands made 
this comment) 

• delays in obtaining DNA analysis results, and 

• difficulty of obtaining DNA information from interstate. 

We have addressed these issues in detail in the relevant parts of this report. 

4.2.2. Impact of forensic procedure powers on police practice 

The power to conduct forensic procedures has had a significant impact on the way police investigate and prosecute 
crime. Forensic procedures are conducted in every local area command in New South Wales, and some specialist 
commands as well, in relation to offences ranging from minor property offences through to the most serious types of 
crime. Police officers regard the power to conduct forensic procedures as extremely useful: 

It’s a fantastic investigative tool – it’s already had a huge impact, it’s the greatest step forward in investigation 
since finger printing.272

It’s a great power, which police should have had ages ago.273

Some officers advised they consider using their power to conduct forensic procedures as a matter of course: 

Generally I refer, consider or use the Forensic Procedures Act with every arrest and/or investigation I 
undertake.274

Instead of asking, ‘Why should I do this procedure?’, police should be asking themselves, ‘Why shouldn’t I do 
this procedure?... Buccal swabs should be part and parcel of the charge process... We’re getting everyone 
accredited and trying to encourage officers to take a buccal swab where they can.275
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Many officers emphasised that forensic analysis is a useful investigative tool, but that it cannot replace other avenues 
of investigation: 

DNA evidence is not the “ultimate” evidence. We hear that is it not an exact science. I have always been of the 
opinion, “Try and not go to court with only DNA.” However, in saying that, I am aware that we could not justify 
a lack of action just because DNA evidence is the only evidence. Investigators need to be aware that DNA 
evidence should only be used (where possible) as a supplement to the prosecution case.276

DNA puts the person at the scene of the crime but does not put them there when the crime occurred. Therefore 
it is a good investigative tool but investigators still need to fully investigate all aspects of the matter.277

Interestingly, about a quarter of the local area commands we surveyed expressed concern about police officers 
becoming increasingly reliant on forensic analysis and losing traditional investigative skills: 

Police may place too much reliance on DNA evidence and may neglect other more traditional methods of 
investigation and corroboration rather than using DNA matching as one of a number of tools available to them.278

Investigation processes used would totally rely on DNA and other investigation methods may decline. DNA is 
a good tool for indicative investigations and provides reasonable cause to suspect, but is NOT the be all of 
investigation process.279

Other investigative tools or methods may be overlooked or discounted. Investigations may be delayed whilst 
awaiting DNA results, risking the loss of other valuable evidence. There may be a loss of basic investigative skills 
amongst practitioners who rely too heavily on DNA or other similar procedures.280

Some officers also commented that they anticipate offenders will change the way they operate as DNA analysis 
becomes more routine: 

Offenders will go to further lengths to avoid leaving DNA evidence at a crime scene.281

People will stop smoking.282

Criminals will realise the useful technique of gathering DNA and will become more careful i.e. wearing gloves.283

4.2.3. Reluctance to conduct forensic procedures 

Despite the significant impact forensic procedure powers have had on policing, we found that many officers are 
extremely reluctant to conduct the procedures. This is due to a number of factors. First, many officers commented 
that the legislation was too complex, and that there is too much to remember for people who do not conduct forensic 
procedures very often. One commented, “The complexity of procedures not only confuses the suspects, it actually 
confuses police... They made something which should be simple into something really complicated.”284 Another 
commented, “If you ever want to clear a room, just ask who wants to do a forensic procedure.”285 Another officer, who 
demonstrated a thorough understanding of the Act himself, said that others “avoid it like the plague.”286 

Second, a large number of officers had been trained in forensic procedures but had no actual experience in 
conducting them. One officer told us it was two years since he had been trained, but at the time of the audit he had 
never conducted a forensic procedure. He indicated there would be many other officers in the same position. Another 
officer saw his name on a list of accredited officers and exclaimed, “What, am I accredited?” Another said of the other 
officers in his command, “Most of them are trained, but won’t admit it,” because they do not want to be asked to 
conduct a forensic procedure. 

Some of the videos we watched showed officers who were ill prepared, the officer conducting the procedure 
spending a long time sifting through documentation, and sometimes reading out information which was not relevant 
in the circumstances. 

Third, some officers objected to the length of time taken to conduct a forensic procedure. One officer said, “You have 
a five minute procedure but it takes two hours,” and commented that this was unfair and inconvenient for the suspect, 
as well as being impractical for police. Another officer commented that youth crime was a significant problem in the 
area, and that it was cumbersome having to obtain a court order to conduct a forensic procedure on a young person. 

Some officers indicated they were reluctant to carry out procedures for fear of doing something wrong, which could 
lead to the evidence being excluded and the accused being acquitted: 

Who wants to shoulder this responsibility if you took the DNA for the Inner West rapist or a serial killer?287
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Given the widespread reluctance to conduct forensic procedures, some commands end up relying on one or two 
officers to conduct all their forensic procedure work. Some officers resent this: 

I’m sick of having to drop everything I do and go to another station (a custody station) and obtain the sample 
and then enter it up in the exhibits register.288

In some areas, reluctance to conduct forensic procedures has contributed to a low level of use of the powers 
available under the Act. One commander we interviewed said that in his command, there had so far been only one 
DNA match, and no eliminations, despite the Act having been in force for several years. He realised that officers were 
hardly conducting any forensic procedures, even though there were many occasions where suspects fit the criteria. 
He attributed this to a lack of confidence among officers and the perceived length of time it takes to conduct 
a procedure. 

The commands we audited had generally recognised this problem, and some had taken steps to address it.

4.2.4. Education and refresher training

We asked commands in our survey how often they ran forensic procedures training with 28 commands advising they 
conducted training at least once a year. Another 28 commands indicated they conducted training as the need arose. 
Some commands had not conducted any since the initial training when the Act came into force. In our view, officers 
should be required to complete refresher training in forensic procedures in order to remain accredited. It is clear that 
many officers have conducted very few, if any procedures, yet remain accredited. 

One command we audited, which had identified that it was conducting very few forensic procedures, focused 
on education and training as a way of encouraging officers to conduct procedures more frequently. It promoted 
examples of successful investigations involving forensic procedures, and publicised information about forensic 
procedures internally. 

Some officers we spoke to also suggested that videos of forensic procedures could be shown to the command so 
officers can see how procedures are conducted. Inexperienced officers could also start by getting involved in an 
easier role, like operating the camera, which may improve their confidence when it comes to conducting an actual 
procedure for the first time. 

4.2.5. Specialist forensic procedure units 

Another way of addressing widespread reluctance to conduct forensic procedures is to have a smaller group of 
officers who specialise in DNA and other forensic procedures. One command we audited had established a small 
team of officers who follow up links, investigate offences and interview suspects in relation to DNA. The command 
said this worked well, as these officers developed strong skills and experience in the area. Another command was 
canvassing the idea of having a specialist DNA unit within the command, but at the time of the audit, it was not clear 
whether this was possible given resource constraints. 

We support the idea of having a smaller group of specialist officers conducting forensic procedures. In most 
commands, we found that this was happening in practice anyway, as the command tended to rely on a small group 
of officers who were competent and confident to conduct forensic procedures, while large numbers of accredited 
officers were not conducting any. 

We also noted that in commands where a small group of officers conducted procedures on a regular basis and a 
senior officer had been appointed to oversee the process, there was greater compliance with the legislation. These 
commands also had clear policies that the staff were familiar with. Rather than avoid forensic procedures “like the 
plague,” we found the officers who routinely conducted forensic procedures demonstrated a good understanding of 
the legislation when interviewed and appeared confident and professional in the videos we watched. Several officers 
said they are comfortable with the legislation now, although it had been daunting at first: 

I don’t have any problems with it. I love it. It’s a hassle to do it, yeah the paperwork’s annoying, but it’s part of the 
legislation. You should use it.289

There is often criticism of the procedures by those who are not au fait with the SOPs. When an officer conducts 
a procedure it quickly becomes apparent that the actual procedure is straight forward.290

In our view, having a smaller group of officers who are specially trained in forensic procedures would promote 
consistency and would be of benefit both to police and the people undergoing forensic procedures. The officers 
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conducting procedures would be more familiar with the equipment, processes and legislative requirements, and 
this would in turn minimise mistakes due to inexperience or nerves. The Police Association of NSW indicated in its 
submission that it would prefer forensic procedures to be conducted by a smaller group of specialists rather than by 
all general duties police officers.291 

We understand that NSW Police may not support this proposal, although we have never been formally advised of this. 
While no reasons have been provided, it appears that NSW Police prefers mass training and accreditation so that 
rostering and staff movements do not have to take into account who is accredited in forensic procedures. While NSW 
Police may not support the creation of specialist forensic procedures units across the board, it appears that this may 
suit some commands. In any case, as we have already found, this is what tends to happen in practice. 

4.2.6. Creating a specialist forensic procedures portfolio 

Several commands we surveyed indicated they had assigned responsibility for forensic procedures to the station 
manager, or some other person within the command. Others had gone further and created a specialist forensic 
procedures position within their command management framework. One commander we interviewed who had done 
this commented that “forensic procedures has basically become an industry of its own,” and saw the need for a 
specialist position, like the youth liaison officer, domestic violence liaison officer and crime manager positions.292

The introduction of a dedicated forensic procedures officer might also address many of the concerns identified during 
our audits. These concerns include:

•  consent issues – ensuring records of consent are centrally maintained within in the command and easily 
accessible

•  senior police officer orders – ensuring these are centrally recorded within the command and that the senior 
officer is independent to the investigation

•  court orders – establishing a record of court orders sought and granted within the command, especially those 
relating to extension of the retention period for DNA profiles

•  forensic procedures records – establishing systems within the command to record all types of forensic 
procedures conducted, not just DNA procedures

• electronic recordings – maintaining the video recordings of forensic procedures, and 

•  accountable items – regularly auditing the accountable items relating to forensic procedures, such as the 
sample kits, consent and exhibit books.

A dedicated forensic procedures officer could also be held accountable for maintaining good record keeping 
systems, ensuring all forensic procedures equipment is operating correctly, reviewing videos to assess compliance 
with the legislation and SOPs, identifying training needs in the command and auditing accountable items. He or she 
could also manage the way forensic procedures are used in the command to see whether they are effective in the 
investigation and prosecution of crime – something which we found does not generally occur. 

Creating a forensic procedures portfolio would also give other stakeholders – including FPIT, FSG and DAL – a central 
point of contact within each command, which they have indicated would be enormously helpful.293 It would create 
a forensic procedures network, which does not exist at the moment. Officers from all over the state contact FPIT if 
they have problem, but there is no way FPIT can get in touch with commands easily. At the moment, FPIT is limited 
to publishing information on the intranet or in the Police Weekly, but this largely relies on individual officers seeking 
out the information. Having a designated forensic procedures officer in each command would ensure key information 
about forensic procedures actually reaches its audience. 

Having a designated forensic procedures officer in every command is a good initiative, and seems like it may be more 
achievable than setting up specialist forensic procedures units.
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Recommendation 03

 NSW Police ensure officers conducting forensic procedures have appropriate training and experience. 
In particular, NSW Police consider implementing the following reforms.

a.  NSW Police develop a forensic procedures portfolio in each local area or specialist command, with a 
designated and fully trained forensic procedures officer responsible for the portfolio. 

b.  Individual commands consider developing a small team of officers with forensic procedures expertise who 
will primarily be responsible for conducting forensic procedures in those commands. 

c.  Accreditation for a police officer to conduct any forensic procedure be conditional upon annual training. 

In its response to the draft report, NSW Police stated that it supports recommendation 3(a) and “will determine the 
appropriate area to undertake its implementation.”294 With regard to recommendation 3(b) which received in principle 
support, NSW Police agreed that better control and management of forensic procedures is required and advised that 
it is assessing methods for improvement in this area.

NSW Police did not support recommendation 3(c) and stated that it will review this area to ensure issues concerning 
adequate training are addressed. However, NSW Police does not believe that annual retraining of police officers in 
conducting forensic procedures is appropriate.295

4.2.7. Posters, quick guides and access to reference material

We were pleased to see that many of the commands we audited kept hardcopies of information sheets to be given 
to people undergoing forensic procedures, lists of accredited officers, names of acceptable persons from local 
community groups to act as interview friends and instructions on how to conduct forensic procedures. However, the 
information at some commands was out of date. 

Some commands had put together their own comprehensive forensic procedure information kit, which included 
copies of all the relevant SOPs, information sheets, application forms for orders and instructions on how to use video 
cameras. Some also included information specific to the command, such as contact details for independent persons 
and interview friends. Most commands had dedicated storage areas for all the equipment and police policies relating 
to forensic procedures next to or in the testing area. This was fairly standard across the eight commands we audited. 

4.2.7.1. Electronic or hardcopy SOPs? 

Most of the commands we audited kept hardcopies of the SOPs with the rest of their forensic procedures equipment, 
although some had only printed out copies of the SOPs most frequently used, usually those for taking buccal swabs 
and hair samples from adult suspects. 

Representatives from FPIT and the NSW Police Audit Group have indicated a preference for police officers to use 
electronic rather than hardcopy versions of the SOPs, as this ensures they are always relying on the most complete 
and up to date version. Although the SOPs are easily accessible on the FPIT intranet site, many officers prefer a 
hardcopy, especially if they need the SOPs in front of them while conducting the procedure (forensic procedures are 
usually conducted in an interview room, with no intranet access). We also note that 94 per cent of commands have 
printed a hardcopy of the SOPs to keep on hand – so this is clearly what happens in practice.296 

If each command had a designated forensic procedures officer, as we recommend, this person could be responsible 
for ensuring the hardcopy SOPs are complete and up to date. 

In addition, and so that NSW Police supports the preferred practice of its officers, FPIT could establish a hard copy 
manual as well as electronic material and provide updates as they occur.

4.2.8. Recording forensic procedures

Most of the problems we identified through our survey and audits stemmed from incomplete or inaccessible records, 
rather than the forensic procedures themselves. Indeed, we found records management systems and practices varied 
considerably between commands, and sometimes within a single command. This means that officers have to learn 
different processes each time they move within the organisation. Not only is this inefficient, it poses a risk to NSW 
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Police, if it means accurate records are not being kept. As one officer explained, “The mechanics fall over, because 
there are so many different people doing it so many different ways.”297

Many of the officers we interviewed indicated they would like to receive advice and support from a corporate level 
about how to manage documentation relating to forensic procedures. As one officer commented, “The emphasis has 
been on taking samples, not on what to do with them afterwards.”298 

Most of the commands we surveyed were unable to provide all the information we requested, either because it had 
not been kept, or because it was not accessible on COPS. This included fairly basic information, such as:

•  the number and type of DNA forensic procedures conducted in the command

•  the number of non-DNA forensic procedures conducted in the command (in some cases, commands were 
unable to advise if any non-DNA procedures had been conducted), and 

•  the number of applications made for court orders for juveniles or incapable persons, and whether any of these 
applications were refused by magistrates.

4.2.8.1. Forensic procedure records on COPS 

We found significant problems with the way forensic procedures are recorded on the police computer system, COPS. 
Records varied greatly – some detailed the bag and/or barcode numbers for DNA samples, and others only included 
exhibit references. Records relating to non-DNA forensic procedures often had even less information recorded. We 
also found a number of duplicate entries for forensic procedures where it was unclear if the same procedure had 
been recorded more than once by mistake, or whether police had in fact conducted more than one procedure.299

Dates were often inaccurate, because the information had been recorded some time after the procedure had been 
conducted, or because the date had been changed to reflect when the DNA analysis results were received.300 This is 
of particular concern given the legal requirement that samples may have to be destroyed after 12 months. If the date 
is not recorded correctly, FPIT will not be alerted if the sample is due for destruction. 

Locations were often incorrect too. This could be because the COPS record referred to the location of the offence 
rather than the location where the procedure had been conducted.301 Sometimes the officer who had conducted 
the procedure had moved to another command and the COPS record showed the officer’s current location, instead 
of where the procedure was conducted.302 In many cases the location record was correct, but the documentation 
relating to the procedure had been taken to another command which was investigating the offence. 

We also had difficulty interrogating COPS for information about procedures conducted by order of a court or senior 
police officer. In some cases it was recorded in the event narrative that police had applied for an order, but it would be 
better for this to be recorded in the specific forensic procedures record. 

The reason for this is that, each week, FPIT compares the records of DNA samples submitted to DAL against the 
relevant forensic procedure record on COPS. FPIT checks that a COPS entry has been made, and checks that the 
bag identification number and sample barcodes are the same in the police and DAL records. FPIT acknowledges 
that, contrary to police policy, not all officers are recording forensic procedures properly. FPIT has put instructions 
about how to record a forensic procedure on COPS on its website.303

4.2.8.2. Recording forensic procedures in the custody management system 

Forensic procedures can also be recorded in the custody management system, which is also part of COPS. Custody 
records include such information as when the procedure was conducted and how long it took, whether the person 
resisted the procedure, whether the person is Aboriginal or Torres Strait Islander and whether police have assessed 
the person to determine if they are capable of understanding the general nature and effect of the procedure.

We examined the custody records relating to each of the forensic procedures we audited. Very few had complete 
records. Some did not refer to the forensic procedure at all; although it was clear from other documentation that 
one had been conducted.304 Others referred to it in one of the other fields – such as the record of the suspect’s 
movements or communication – rather than in the designated forensic procedure field. 

Since the Act came into force, officers have been able to record the forensic procedures either as separate ‘forensic 
procedure’ incidents on COPS, or in the custody management system. NSW Police is considering whether to change 
this so that all forensic procedures conducted on volunteers and convicted offenders would be recorded as ‘forensic 
procedure’ incidents on COPS, while all forensic procedures conducted on suspects would be recorded in the 
custody management system.305 
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NSW Police has long term plans to replace its computer mainframe and for this reason is reluctant to make significant 
changes to the current capabilities of COPS, such as including prompts to remind officers of the information which 
needs to be included in the electronic record. Clearly, NSW Police should take into account the current difficulties in 
recording forensic procedures in its development of the new computer system. In the meantime, efforts should be 
focussed on ensuring officers make appropriate records of forensic procedures. We again note that having a small 
number of specialist officers in each command would facilitate this outcome.

4.2.8.3. Proposed forensic procedures register

We note that NSW Police is in the process of reviewing the way commands keep records of forensic procedures. 
The Audit Group is developing a single book where all the relevant information can be recorded – the DNA kit register, 
the exhibit book, the tape register, and a copy of the source of authority for the procedure (i.e. the consent form, 
senior police officer order or court order). 

A standardised forensic procedure book would mean that every command has an easily accessible central record of 
information relating to forensic procedures. At the moment, this information is scattered across a variety of sources, 
if it is recorded at all. As one officer commented:

There are problems in the recording of forensic procedures and the data this report requires cannot accurately 
be ascertained from the records currently kept. There are too many books... There needs to be one book for all 
procedures.306

Having a single register would streamline the paperwork associated with forensic procedures, which is currently 
repetitive and time consuming. In our survey, many officers complained about there being too many different 
forms and books to fill in, which can be confusing. In the videos we watched, it was not unusual for police to ask a 
suspect or volunteer for the same information several times – once when the information was being provided, again 
when filling in the consent form, and a third time when completing the form in the DNA sample kit. As one officer 
commented: 

By the time people have come around to have the forensic procedure conducted, they’ve gone through the 
custody process, the ERISP [Electronic Recorded Interview of Suspected Person]… Sometimes they’re asked 
the same question, like “Are you Aboriginal?” four or five times. It’s like, don’t you blokes listen?307

The new register should reduce this replication wherever possible. 

The new register should also make it clear that the person undergoing the procedure is either a suspect or a 
volunteer, and cannot be both. We found many instances where officers did not understand this distinction. 
This is discussed further in section 7.1.

4.2.8.4. Recording forensic procedures on video 

The Act provides that an electronic recording of a forensic procedure which is no longer required for investigative or 
evidentiary purposes may be retained for such other purposes, and for such period, as the Commissioner of Police 
directs. It must be stored in a way that protects it from any unauthorised access or use.308 We understand it is current 
police policy to keep all forensic procedure videos indefinitely. 

We found that most commands kept forensic procedure videos centrally, in the exhibits room or a locked cupboard, 
although some kept the tape on the relevant brief of evidence or at another location, in storage. Some commands 
had a clear system for identifying individual forensic procedure videos, while others had them all in a box, with no way 
of finding a particular tape. 

Many commands keep tapes indefinitely, while others keep them for a specified number of years. Some destroy 
tapes when the case is finalised, or when the sample taken is due for destruction. Some indicated they kept tapes of 
procedures taken in relation to serious crimes, otherwise they destroyed them after the matter went to court. Some 
officers requested clearer guidance on how long videos should be kept.309

It is not clear for what purpose forensic procedure videos are kept, especially if the matter has gone to court, or the 
sample itself has been destroyed. This is something which should be clarified by NSW Police and communicated in 
relevant SOPs and training.
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Recommendation 04

 NSW Police finalise, as a matter of priority, a single forensic procedures register for use in commands. 

Recommendation 05

 NSW Police review present electronic (COPS and custody management) recording of procedures to ensure a 
standard process which enables meeting legal requirements including detention requirements.

Recommendation 06

 NSW Police consider the development of a hard copy forensic procedures manual.

Recommendation 07

 NSW Police take into account problems with recording forensic procedures demonstrated in this review in its 
mainframe replacement program.

Recommendation 08

 NSW Police clarify in SOPs for how long and in what circumstances electronic recordings of forensic 
procedures (video tapes) should be kept, and provide this advice to commands. 

NSW Police is largely supportive of these recommendations. It supports recommendations 4, 5, 7 and 8 in full. 
Recommendation 4 has already been partially implemented, and a project to address recommendation 5 is currently 
being undertaken. In response to recommendation 6, NSW Police has advised that it will “assess the way it delivers 
SOPs to officers including ease of access to printed material and methods to ensure currency of information”.310 

NSW Police has also recently advised that it has applied for funding for a new forensic information management 
system.311 

4.2.9. Auditing at a local level 

The Audit Group advised that commands should be auditing forensic procedures as part of the command 
management framework (CMF), the NSW Police mandatory risk based compliance system. Conducted at a local level 
by command officers, CMF audits include checking procedural requirements have been met, the quality of records, 
security and disposal of exhibits.312 The Audit Group visits commands to check that audits are being conducted 
properly. 

Through our survey and audits of local area commands, we found that some commands were conducting regular 
audits of consent books, DNA sample kits and forensic procedure exhibit records. Some had also reviewed a 
proportion of forensic procedure videos to assess compliance with the Act and identify areas which could be 
improved. However, there was little consistency between commands in the frequency and thoroughness of audits, 
and it was clear that commands would benefit from more specific guidance on this. 
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The Audit Group has advised that it has recently revised the audit tool, and that the new tool, and the new forensic 
procedures register, should make it easier for commands to comply with forensic procedure auditing requirements. 
The proposed forensic procedures portfolio and designated officer could support this process by reviewing the 
electronic recording of procedures on COPS and in custody management records. 

4.3. NSW Health and the Division of Analytical Laboratories (DAL)
The Division of Analytical Laboratories (DAL) in Lidcombe is responsible for analysing DNA and maintaining the DNA 
database. 

DAL is part of NSW Health, and provides services to a number of government agencies, including NSW Police, the 
Coroner, the Director of Public Prosecutions, Corrective Services and the Defence Force. DAL provides laboratory 
services other than DNA analysis, such as toxicology and drug analysis. DAL also gives expert evidence in court 
proceedings. 

To gain an understanding of how the DNA analysis process works and the interaction between DAL and NSW Police, 
we conducted an investigation into the services provided by DAL. The information obtained during our investigation is 
used throughout this report.

4.3.1. Arrangements for the DNA analysis service 

In December 2000, DAL and NSW Police entered a Deed of Agreement for the provision of DNA analysis services in 
accordance with the Act. DAL agreed to carry out DNA testing, provide reports to NSW Police, give evidence in court 
and create and maintain the DNA database system. The Deed of Agreement commenced on the day the Act came 
into force, and expired at the end of 2003. The original Deed of Agreement has been extended as an interim measure, 
while DAL and NSW Police discuss the terms of a new agreement. 

DAL’s provision of DNA analysis services to NSW Police is oversighted by the DNA Advisory Committee, which has 
representatives from DAL, NSW Police, Legal Aid, NSW Privacy, the Director of Public Prosecutions and the National 
Institute of Forensic Science. 

DAL currently uses the “Profiler Plus” system of DNA analysis. For a detailed explanation of this system, see R v 
Gallagher [2001].313 

4.3.2. Accreditation 

DAL is reviewed every two years by the National Association of Testing Authorities (NATA), and was most recently 
reaccredited in July 2004. NATA reported that the laboratory “demonstrated a good level of compliance with NATA’s 
accreditation requirements,” and commented that DAL staff “demonstrated a good level of knowledge and sound 
judgment in their areas of expertise.”314 However, it also commented that DAL has a significant backlog, which “is 
having an impact on staff morale,” and recommended “that a case be made to address the resource workload 
imbalance that is apparent.”315 NATA reviewed a number of areas, including DAL’s document control and internal 
auditing, as well as technical requirements. It made some observations and recommendations, which DAL has 
since addressed to NATA’s satisfaction.316 DAL’s continued accreditation is also contingent on meeting NATA’s 
research and development requirements. DAL has expressed concern that it does not receive funding for research 
and development. DNA technology is changing rapidly, and new methods need to be tested before they can be 
introduced at DAL. 

Until recently, DAL was the only laboratory accredited to conduct DNA analysis for NSW Police. However, NSW Police 
is currently conducting a three month trial (from May to August 2006) outsourcing some DNA analysis to a private 
laboratory.317 

4.3.3. Costs of the DNA analysis service

The NSW Treasury provided the initial funding required to set up the DNA analysis service at DAL. Since then, DAL 
has been funded in part by NSW Health (approximately $0.9m) and in part by NSW Police (approximately $4.1m).318 
NSW Police pays for the DNA analysis on a lump sum basis rather than fee for service model. 

In 2002, the Public Accounts Committee’s inquiry into court waiting times recommended, as an immediate measure 
to improve the effectiveness and efficiency of exhibit analysis, that the Deed of Agreement between NSW Police and 
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DAL be reviewed, and that consideration be given to a fee for service payment system and the devolution of the 
Forensic Service Group budget to local area commands and crime agencies.319 We understand that there has been 
some discussion about developing a fee for service costing model, but this has been difficult due to a number of 
factors, including how to charge for additional work, such as report writing and further analysis of complex samples, 
and whether to charge a premium for urgent cases requiring immediate turnaround. We understand that DAL 
continues to send NSW Police an invoice for forensic services each month, which is not based on the number of 
samples processed. 

DAL has reviewed the funding provided to other laboratories in Australia, and found that New South Wales spent 
79c per resident on DNA analysis last year, which is less per capita than Victoria ($1.08), Queensland ($1.70), South 
Australia ($3), Northern Territory ($3.65) or the United Kingdom ($8.75). In addition, New South Wales has a higher 
crime rate than some of these jurisdictions. 

4.3.4. Benchmarking 

The Public Accounts Committee’s Inquiry into court waiting times recommended in 2002 that DAL review best practice 
in other Australian states and territories (and overseas where relevant) both in terms of funding and laboratory 
operation for all forms of criminal exhibit analysis undertaken.320 As well as reviewing funding, we understand DAL 
has also examined the output of other laboratories, their turnaround times, and the development of new technologies, 
including robotics.

4.3.5. Difficulties at DAL 

It is clear that DAL experiences significant difficulties in providing its DNA analysis services to NSW Police. DAL 
receives more crime scene samples for analysis than it has the capacity to process, which results in a growing 
backlog of unexamined crime scene samples. While DAL is generally able to meet urgent requests on an ad hoc 
basis, it is unable to meet the turnaround times set out in the initial agreement between NSW Police and DAL. DAL 
is also concerned about staff shortages, lack of space and ageing infrastructure at the laboratory. We found that 
DAL has made great efforts to address the problems it faces, and where possible has implemented strategies to 
improve its service delivery. However, it appears that DAL cannot significantly improve its DNA analysis service without 
additional resources. 

In September 2004, NSW Police set up a DNA Liaison Unit on the premises at DAL. The purpose of the unit was 
twofold – first, to remove unnecessary casework from the system, by culling exhibits no longer requiring analysis; and 
second, by screening casework coming in, to ensure that only suitable items were submitted. The Liaison Unit was 
initially set up as a trial but NSW Police has recently advised that it has made an ongoing commitment with DAL to 
continue to staff this unit.321 

As outlined above, the NSW Government announced in March 2005 that it would provide $26 million for a new police 
forensic science centre, and 147 additional forensic officer positions, which means more forensic evidence will be 
collected for use in the investigation and prosecution of crime. However, DAL will still conduct most of the DNA 
analysis, and has not at this stage received any extra funding. NSW Police anticipates that DAL will benefit indirectly 
from the new arrangement, as the proposed forensic science centre in NSW Police will assess all casework being 
submitted to DAL for analysis and filter out any unnecessary work. It is not clear at this stage whether this will actually 
reduce the amount of casework DAL ultimately has to examine. 

The role of DAL and the difficulties outlined above are discussed in more detail in chapter 10 on DNA analysis and 
permitted matching and chapter 14 on destruction of forensic material.

4.3.6. Other health professionals 

Doctors, nurses, dentists and dental technicians may be asked to carry out certain types of forensic procedures, like 
blood samples, genital swabs, pubic hair samples and dental impressions. However, there is no obligation on health 
professionals to carry out forensic procedures.322

Suspects are also entitled to have a medical practitioner or dentist of choice present while a forensic procedure of this 
type is carried out.323 

We note that in 2000, NSW Health issued a circular outlining its position on the carrying out of forensic procedures. 
It notes that medical staff are not required to carry out forensic procedures and that “NSW Health does not regard 
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the carrying out of these forensic procedures to be a part of its overall functions and health service staff will not be 
expected to perform the functions.”324 

The Australian Dental Association advised that it is not aware of any problems relating to the Act and that it was 
satisfied the interests of dentists have been taken into consideration.325

4.4. Who is responsible for the DNA database? 
The Act provides for a “responsible person” to be responsible for the care, control and management of the DNA 
database system. The key responsibilities of this person are: 

•  To determine who may access information stored on the DNA database. Only people who have been 
authorised by the responsible person may access this information.326 

•  To ensure forensic material is destroyed, as required by the Act.327 It is an offence to cause any identifying 
information about a person obtained from forensic material taken from the person under the Act to be retained 
on the database at any time after the Act requires it to be destroyed. This includes being reckless as to the 
recording or retention of information after the required destruction date.328 

Although these responsibilities are crucial to the operation and security of the DNA database, the legislation does not 
specify who the “responsible person” is. Our investigation of services provided by DAL demonstrated that this may 
be directly impacting on compliance with relevant legal obligations. DAL sought legal advice on this issue, and was 
advised that it is not clear who the “responsible person” is. For the avoidance of doubt, the Commissioner of Police 
and Chief Executive Officers of Western Sydney Area Health Service and ICPMR/DAL signed a minute of authorisation 
in January 2005, authorising appropriate senior scientists to access information on the database.329 We understand 
DAL has requested that this issue be clarified by a working group run by the Criminal Law Review Division of the 
Attorney General’s Department.330 In our view, this is a matter that requires speedy resolution and absolute clarity.

Recommendation 09

 The Attorney General clarify who is the “responsible person” for the purposes of the Crimes (Forensic 
Procedures) Act 2000.

In its response to our draft report, the Attorney General’s Department advised it is “currently instructing in the 
preparation of a Bill that will allow the responsible person for the DNA database to be more readily identified.”331 

NSW Police supports the recommendation.332 
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Chapter 5: A snapshot of forensic 
procedures
This chapter provides an overview of how forensic procedures are used by NSW Police. In it we look at who forensic 
procedures are being conducted on and the types of crimes where forensic procedures are used. We also consider 
the geographic spread of forensic procedures across the state to see whether there are any differences in the way 
the forensic procedures legislation is used in metropolitan and regional areas. We found that the most common 
type of forensic procedure is a DNA sample conducted by buccal swab on a male suspect in a metropolitan area. 

Our review period began when the Act commenced, on 1 January 2001, and finished on 30 November 2004.333 
In this chapter, we have included data up to 31 December 2004, so we have four complete years of data.

5.1. How many forensic procedures have police conducted?
In the first four years after the Act came into force, police conducted over 10,000 forensic procedures on suspects 
and volunteers.334 

5.1.1. How many of these were DNA samples? 

Table 1 shows the total number of forensic procedures conducted on suspects and volunteers between 1 January 
2001 and 31 December 2004, by procedure type. 

Table 01: Total number of forensic procedures conducted.

DNA Photo Prints Other TOTAL

Suspects 7,309 1,719 120 307 9,455

Volunteers 814 39 29 11 893

TOTAL 8,123 1,758 149 318 10,348

Source: COPS download data provided by FPIT on 15 July 2005.

This shows that that the vast majority of forensic procedures conducted during the review period were DNA samples. 
In particular: 

•  77 per cent of the forensic procedures conducted on suspects were DNA samples. Photographs were the 
second most common procedure, at 18 per cent. 

• 91 per cent of the forensic procedures conducted on volunteers were DNA samples. 

However, we found it difficult to ascertain the exact number of DNA samples taken from suspects and volunteers 
during the review period, as the information we received from NSW Police and DAL was inconsistent.

FPIT provided COPS records which indicated that of the 10,348 forensic procedures conducted on suspects and 
volunteers, 8,123 were DNA samples. We also asked NSW Police how many DNA samples it had submitted to DAL 
for analysis during the same period, expecting it would be the same number. However, NSW Police advised that it had 
submitted 9,618 DNA samples taken from suspects and volunteers for analysis – almost 1,500 more than had been 
recorded on COPS. 

We also asked DAL how many DNA samples from suspects and volunteers it had received from NSW Police during 
the same period. It advised that it had received a total of 9,797 samples, which is closer to the second figure provided 
by NSW Police.335
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We asked NSW Police why there is such a significant discrepancy in its records, and were advised it is largely due 
to recording errors on COPS. FPIT tries to correct these, by monitoring samples submitted to DAL for analysis, and 
checking them against the relevant COPS entries.336 

It is not clear why there are discrepancies between police and DAL records as to the number of DNA samples 
submitted for analysis. However, this discrepancy is much smaller. 

5.1.2. The numbers are going up

Figure 2 shows the annual number of DNA samples submitted by NSW Police to DAL for each of the years since the 
Act came into force.
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Despite the discrepancies in records of forensic procedures, it is clear that more and more forensic procedures are 
being conducted each year. Figure 2 shows that the number of DNA samples taken from suspects rose significantly 
for each year of the review period. The number of samples taken from volunteers has also increased significantly. 

5.1.3. How many profiles are on the DNA database? 

During the review period, DAL loaded over 25,000 DNA profiles from people onto the DNA database, including 8,699 
from suspects and 831 from volunteers.337 We understand the rest were from serious indictable offenders.

DAL has also loaded over 14,000 DNA profiles derived from crime scene samples onto the database.338

5.1.4. ‘Other’ forensic procedures 

‘Other’ procedures include hand swabs (including swabs taken for gunshot residue tests); samples taken by 
scraping, vacuum suction or lifting by tape; physical measurements taken for biomechanical analysis; dental 
impressions; and impressions of wounds. 

COPS records indicate that 318 ‘other’ procedures were conducted. However, there is no further information about the 
type of procedure. 

In our survey, we asked all 80 local area commands which of these procedures they had used. 20 commands (25 per 
cent) advised they had conducted gun shot residue tests. The other procedures were conducted even less frequently; 
eight commands (10 per cent) had taken samples by scraping, vacuum suction or lifting by tape, and five (6 per 
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cent) had taken physical measurements for biomechanical analysis. None had any records of having taken dental 
impressions.339

5.2. Where are forensic procedures being conducted?
During the time of our review, New South Wales was divided into five policing regions, each of which was further 
divided into a number of local area commands. Depending on its size, a local area command may have more than 
one police station in it. The five regions were:

• Inner Metropolitan – which has 47 police stations (including 2 shopfronts) across 23 commands

• Greater Metropolitan – which has 52 police stations (including 3 shopfronts) across 24 commands

• Southern – which has 130 police stations across 11 commands

• Northern – which has 107 police stations across 11 commands

• Western – which has 119 police stations across 11 commands

Not all police stations have facilities for charging suspects. Forensic procedures are only conducted in stations with 
suitable charge facilities.

Figure 03: Regional Commands Map.
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Source: NSW Police Intranet.
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Table 2 shows the rate at which forensic procedures were conducted in each region during the first four years of the 
Act’s operation. 

Table 02: Procedures conducted on suspects and volunteers by region.

Region Population of region*
Procedures conducted 

on suspects and 
volunteers**

Rate of forensic 
procedures conducted 

per 100,000 of the 
region population 

Inner Metropolitan 1,584,297 2,971 188

Greater Metropolitan 2,108,993 3,326 158

Southern 1,938,394 1,046 54

Northern 1,014,010 1,597 157

Western 477,364 880 184

* Region population is the total of the relevant local area command populations, according to NSW Police. NSW Police based its figures on 
the 2001 census data. 

** Procedures conducted on suspects and volunteers reflects the total number of forensic procedures conducted on suspects and volunteers 
between 1 January 2001 and 31 December 2004. These figures represent the total number of forensic procedures conducted and not the 
number of individual persons undergoing forensic procedures. They do not include forensic procedures conducted 
by specialist commands. 

Source: NSW Police Intranet as at 16 February 2005.

Table 2 shows that, as expected, a very small proportion of the population in each region underwent a forensic 
procedure during the review period. Southern Region conducted significantly fewer forensic procedures per capita 
(54 per 100,000) than the other regions (between 157 and 188 per 100,000).340 

NSW Police also has a number of specialist commands, which are not attached to a particular geographic area. 
Some of these conduct forensic procedures, for example the State Crime Command (which focuses on organised 
crime, fraud, child protection and sex crimes, homicides and other operations), the Forensic Services Group, the 
Counter Terrorism Command, the Firearms Registry and the Professional Standards Command. We have included 
forensic procedures conducted by specialist commands in our overall statistical analysis, but not in the regional 
analysis. 

5.2.1. Difference between metropolitan and regional areas 

Metropolitan police are conducting significantly more forensic procedures than regional police. This would be 
expected, given there are more people and higher levels of crime incidents recorded in metropolitan areas. However, 
it also appears that distance and a lack of appropriate facilities in some regional police stations may contribute to 
lower numbers of forensic procedures. We also found that some regional commands may prefer to rely on more 
traditional policing methods, rather than wait for long periods for DNA analysis results which constitute the vast 
majority of forensic samples.341 

We also found that many police officers are quite reluctant to conduct forensic procedures, which in some areas has 
contributed to a low level of use of the powers available under the Act. For example, one commander we interviewed 
said that in his command, which is in a rural area, there had so far been only one DNA match, and no eliminations, 
despite the Act having been in force for several years. He realised that officers were conducting very few forensic 
procedures, even though there were many occasions where suspects fit the criteria. He attributed this to a lack of 
confidence among officers and the length of time it takes to conduct a procedure.342 We found this reluctance to 
conduct forensic procedures in both metropolitan and regional areas, but it appears that its effect is less pronounced 
in metropolitan areas as there are generally more officers who are willing to conduct procedures.
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5.3. Who are police conducting forensic procedures on?
Figure 4 shows the number of forensic procedures conducted on suspects and volunteers, by region. 
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Figure 04: Forensic procedures conducted on suspects and volunteers by region.

Source: COPS download data provided by FPIT on 15 July 2005 (n = 10,348). Number of forensic procedures indicates
 the number of procedures conducted between 1 January 2001 and 31 December 2004, as recorded on COPS.
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Figure 4 shows that police conduct many more forensic procedures on suspects than on volunteers. In the five 
regions, police conducted between six and 11 per cent of their forensic procedures on volunteers.343 However, 
specialist commands conducted a higher proportion of their forensic procedures on volunteers – 28 per cent.344

5.3.1. Procedures by gender 

Figure 5 compares the number of forensic procedures conducted on male and female suspects in each region.
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Figure 05: Forensic procedures conducted on suspects by gender.
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Female Male



62 NSW Ombudsman  
DNA sampling and other forensic procedures conducted on suspects and volunteers under the Crimes (Forensic Procedures) Act 2000

Figure 5 shows that, of the forensic procedures police conducted on suspects, 93 per cent were on men and seven 
per cent were on women.345 This was fairly constant across the five regions and the specialist commands, ranging 
from six per cent of procedures being conducted on women (in Northern region) to nine per cent of procedures being 
conducted on women (in Western region).

Figure 6 compares the number of forensic procedures conducted on male and female volunteers in each region.

Region

No
. o

f f
or

en
si

c 
pr

oc
ed

ur
es

Figure 06: Forensic procedures conducted on volunteers by gender

Source: COPS download data provided by FPIT on 15 July 2005 (n = 893)
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Figure 6 shows that, of the forensic procedures police conducted on volunteers, 81 per cent were on men and 19 
per cent were on women. It is not clear why there are so many more male than female forensic procedure volunteers. 
Volunteers are typically people who have a legitimate reason for leaving their DNA at a crime scene or on a victim. For 
this reason we would expect that the number of forensic procedures conducted on male and female volunteers would 
be more representative of the general population.

5.3.2. Procedures conducted on children and young people 

Police conducted less than 500 forensic procedures on children and young people in the four years since the Act 
commenced (450 on child suspects and 27 on child volunteers).346 Again, DNA samples were the most common type 
of procedure conducted on children, and photographs were the next most common.347 

We found that forensic procedures were conducted in the child population at a much lower rate than in the adult 
population, at 67 per 100,000, compared to 206 per 100,000.348 
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Figure 7 shows the number of forensic procedures conducted on child suspects, by the age of the child. 
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Figure 07: Age of child suspects undergoing forensic procedures.

Source: COPS download data provided by FPIT on 15 July 2005. (n = 450).
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Figure 7 shows that most forensic procedures conducted on child suspects (70 per cent) were conducted on children 
aged 16 or over.349

About half of the 27 forensic procedures conducted on child volunteers were conducted on children over 16.350

Police conducted only slightly fewer forensic procedures on children in regional areas than they did on children in 
metropolitan areas. By contrast, they conducted only about half as many forensic procedures on adults in regional 
areas as they did on adults in metropolitan areas.351

Of the forensic procedures police conducted on child suspects, 96 per cent were on boys and only four per cent 
were on girls. This imbalance is slightly more pronounced than the overall figure, of 93 per cent on male suspects and 
seven per cent on female suspects.352 

By contrast, 44 per cent of child volunteers were male and 56 per cent were female. This is closer to the general 
population than the overall figures for forensic procedure volunteers, 81 per cent of whom were male and 19 per cent 
were female.353

5.3.3. Procedures conducted on Aboriginal and Torres Strait Islanders

Of the procedures conducted on suspects six per cent involved people police identified as Aboriginal or Torres Strait 
Islander. This was higher in some regions (14 per cent in Western Region, and eight per cent in Northern Region) 
and lower in others (three per cent in Southern Region, and four per cent in the metropolitan regions). However, 
the proportion of procedures conducted on Aboriginal or Torres Strait Islander suspects is likely to be higher than 
these figures suggest as for almost 6,000 procedures (or 61 per cent of procedures conducted on suspects) police 
recorded the person’s Aboriginal or Torres Strait Islander status as unknown.354 It is of significant concern that the 
Aboriginal or Torres Strait Islander status was unknown for such a large proportion of suspects undergoing forensic 
procedures. 
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For procedures conducted on child suspects, nine per cent of procedures involved children police identified as 
Aboriginal or Torres Strait Islander.355 We note this is higher than the overall proportion of Aboriginal or Torres Strait 
Islander suspects, which is six per cent.

Of the forensic procedures conducted on Aboriginal or Torres Strait Islander suspects, 90 per cent were conducted 
on men and 10 per cent on women. This indicates the proportion of forensic procedures conducted on women was 
slightly higher for Aboriginal and Torres Strait Islander suspects than in the general population.356

NSW Police did not record Aboriginal or Torres Strait Islander status for volunteers. We understand this is because 
the status is recorded in the custody management system, and volunteers are generally not in police custody when 
undergoing forensic procedures. 

5.3.4. Procedures on identical twins and triplets 

DNA evidence is compelling because it is generally regarded as a unique identifier. However, identical twins have 
the same DNA profile. This can be a problem where DNA evidence has implicated a twin, but there is no evidence 
indicating which twin committed the offence.

We are aware of one instance where this has occurred in New South Wales. Police investigating a break and enter 
offence obtained a blood sample from clothing and bed sheets at the crime scene. A profile derived from the 
bloodstain matched the profile of a convicted offender on the DNA database. This person was a one of three triplets, 
each of whom had an extensive criminal record. Two of the brothers were identical, and shared the same DNA profile, 
while the third had a different profile. The identical brothers were both interviewed in relation to the offence and neither 
made any admissions. DNA obtained from various other crime scenes implicated one or both of the brothers. We 
understand these matters are still under investigation but without any further evidence, it is unlikely the investigations 
will progress.357 

5.3.5. Procedures on incapable persons

We were unable to comment on the number of forensic procedures conducted on incapable persons. The information 
provided from COPS does not include information on procedures conducted on incapable persons nor are any 
accurate records maintained of applications for court orders.

5.4. Outcomes 
Police conduct forensic procedures in relation to all sorts of offences, ranging from the less serious “volume crime” 
offences (typically property crimes such as break, enter and steal, and steal motor vehicle) through to the most 
serious types of offences (murder, manslaughter and sexual assault). The following discussion briefly examines 
outcomes from DNA sampling of suspects. The distinctions between warm and cold links, and DNA sampling 
outcomes, are detailed in section 10.6 of this report.

5.4.1. Warm links

A “warm link” occurs where police take a DNA sample from a person because they suspect it will link the person to 
DNA obtained from the crime scene or victim, and it does. NSW Police does not keep any central record of warm 
links, so it is not possible to state in how many cases a DNA sample taken from a suspect resulted in the suspect 
being linked to the crime scene. However, DAL estimates that about 3,170 warm links were made during the review 
period.358 This suggests that suspects have been positively linked to crime scenes in about a third of the DNA 
samples police have submitted for analysis.359 However there is no accurate way to review the number of convictions 
resulting from warm link, as this information is not collected. 

We have made a number of recommendations regarding the recording of database links in chapter 10.

5.4.2. Cold links 

When DAL puts a suspect’s DNA profile on the database, and it matches a profile obtained from some other unsolved 
crime scene, this is called a “cold link”. Cold links can also be made between profiles obtained from crime scenes. 
While this does not identify an individual, it does indicate the same unidentified person may have been present at both 
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crimes scenes and therefore it may provide valuable intelligence information to investigating police. Both NSW Police 
and DAL keep records of cold links.360 

DAL advised it made over 4,000 cold links during the review period. The majority of these were for high volume 
offences, including break, enter and steal (2,884), stolen motor vehicle (585), steal from vehicle (245) and malicious 
damage (47). However, a significant number were for serious offences, including murder and manslaughter (13), 
sexual assault (68), robbery (267) and assault (25).361 These results are very good – they demonstrate that DNA 
analysis is providing further evidence in unsolved crimes, including the most serious types of offences.

DNA profiling may link an offender to more than one crime scene. DAL advised that during the review period, 124 
people were each linked to between five and ten crime scenes, and 17 people were linked to more than 10 crime 
scenes (including one person who was linked to 25 different crime scenes). In total, 2,251 people have been linked to 
crime scenes through cold links. These results demonstrate that DNA analysis has been useful in identifying patterns 
of possible repeated criminal conduct.362

5.4.3. Convictions 

We sought to assess how often DNA analysis results in a suspect being prosecuted for or convicted of an offence. 
Looking at the number of convictions stemming from cold links is a limited way of measuring the effectiveness of 
forensic procedures.363 However, it appears that neither DAL nor NSW Police keep complete records relating to 
criminal proceedings stemming from all DNA links. 

FPIT has kept records of convictions stemming from cold links since the New South Wales DNA database 
commenced operation in late 2001.364 Table 3 shows the number of suspects identified through cold links and any 
convictions recorded, from January 2002 to December 2004, for some categories of crime. 

In this table, identifications are recorded by FPIT as the number of instances that a person is ‘cold’ linked to a crime 
scene. Included in this figure will be persons counted more than once when they have had multiple links. The number 
of convictions recorded represents the number of offences that have been finalised in court, not necessarily the 
number of people convicted. This is because one person may be convicted of multiple offences.365

Table 03: Results of cold links by offence type 2002 to 2004

Offence No. of person identifications No. of convictions recorded*

Murder 15 1

Attempted murder 3 4

Armed robbery 200 32

Aggravated robbery 55 3

Sexual assault 30 2

Aggravated sexual assault 35 18

Assault 13 3

Aggravated assault 13 3

Home invasion 13 7

Break enter and steal 2,917 1,512

Aggravated break enter and steal 73 27

Steal motor vehicle 589 229

Malicious damage 50 17

Steal from motor vehicle 286 166

Stealing 50 27

* Convictions are recorded against the period in which the identification occurred. The number of convictions may be higher than the number 
of identifications because a person may be identified for one type of offence but convicted for another.

Source: Information supplied by FPIT on 22 June 2005.
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These figures show that the number of identifications and convictions stemming from cold links are much higher for 
less serious types of crime than for more serious types of crime. This may be expected given that police would put 
considerably more resources into the investigation of serious crime at the time, rather than waiting for a suspect to 
be identified through a cold link, which may occur some time later. Also, by definition, volume crime offences are 
significantly more common.

Figure 8 shows the trends for the volume crime of break, enter and steal.

Figure 08: Cold links for offence of break, enter and steal between January 2002 and December 2004

Source: Information provided by FPIT on 22 June 2005. Convictions are recorded against the period in which the 
             identification occurred.
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Figure 9 illustrates similar trends for steal motor vehicle offences.

Figure 09: Cold links for offence of steal motor vehicle between January 2002 and December 2004

Source: Information provided by FPIT on 22 June 2005. Convictions are recorded against the period in which the 
             identification occurred.
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In figures 8 and 9, the differences between identifications, charges, offences and convictions result because 
identifications relate to the number of persons identified by a cold link (persons linked to multiple crime scenes are 
counted more than once), the charges relate to the number of persons charged (not the number of offences they 
are charged with as offences are listed separately) and the convictions are the number of offences that have been 
finalised by a court. In looking at the convictions, less convictions are recorded for more recent identifications/charges 
as more of these matters have not, as yet, been finalised in court hearings. In addition, as more profiles are placed on 
the DNA database, more identifications have occurred over time.

5.4.4. Eliminations

DAL advised that it is not possible to report on the number of people eliminated from police investigations through 
DNA analysis, but estimates that about 480 suspects have been eliminated since the Act commenced.366 

The fact that no warm link is made does not necessarily exclude a suspect from investigation. For example, it could 
be that no DNA was found on the item submitted for analysis, or that somebody else’s DNA was on the item. 
This does not mean the suspect was not involved. This is especially so in cases where there are multiple offenders. 

The estimates provided by DAL suggest that for every elimination, there are between six and seven warm links. 
Expressed another way, of all the cases where DNA analysis results in either a warm link or an elimination, 87 per 
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cent result in a warm link and 13 per cent result in an elimination.367 We note that this does not include the significant 
number of cases where there is no warm link but the suspect could not be eliminated either. However, it does suggest 
that DNA analysis is, in the majority of cases, used to produce evidence tending to confirm, rather than disprove, a 
suspect committed an offence. Given that police must suspect on reasonable grounds that a person has committed 
an offence before asking the person to provide a DNA sample, we would expect that DNA analysis is used in the 
majority of cases to implicate rather than exculpate suspects.368 

5.4.5. Cases pending analysis 

In August 2004, there were over 7,000 cases awaiting analysis at DAL.369 A case may involve single or multiple items 
of crime scene evidence requiring analysis. Analysis had been started in about half of these cases.370 Most of the 
cases in the backlog are less serious, high volume offences, such as break, enter and steal (2,633 cases), stolen 
motor vehicle (1,188), steal from vehicle (279) and malicious damage (169). However, there are also a significant 
number of serious offences, including murder and manslaughter (116), attempted murder (42), sexual assault (504), 
robbery (903), assault (219) and home invasion (40).371

5.4.6. DNA and the reinvestigation of old cases 

DAL advised that there are crime scene samples from about 1,500 criminal offences committed between years 1986 
and 2000 which are being held in storage. DAL has examined samples relating to 164 of these cases, most of which 
were unsolved sexual assaults. DNA testing has been completed in relation to 100 of these, and DNA profiles were 
obtained from 84. Half of these matched profiles already on the database – 33 to convicted offender profiles and the 
rest to other cases.372 

Case Study 05

21 year old Natalie Henderson was murdered in her home in 1990. Her clothes had been removed and she 
had been strangled with a football sock. Police were unable to identify the offender, but retained a blood 
stained pillowcase and shirt which had been found at the scene. In 2002, DAL retrieved the items from the 
freezer, for forensic analysis. DAL obtained a DNA profile from the items, which implicated Peter Stone, a 
convicted offender whose profile had been put on database while he was serving a custodial sentence 
between 1998 to 2001 for threatening to inflict actual bodily harm on his partner’s daughter. Stone pleaded 
guilty to the offence and was sentenced to 21 years imprisonment.373 This was the first murder conviction in 
New South Wales where the offender was identified through a cold link.

Case Study 06

24 year old Johanne Hatty was murdered in a reserve near her house in 1984. She had been strangled with 
a rope and then sexually assaulted. Police were unable to identify the offender at the time, but reopened 
the case in 2004. DAL obtained a DNA profile from sperm left on the deceased’s clothes and body. Police 
obtained DNA profiles from a number of people who had been under investigation for the offence when it was 
first investigated, including David Fleming, who had since moved to Victoria. Fleming’s profile matched the 
profile obtained from the crime scene, and he was extradited to Sydney for the court proceedings.374 

DAL is of the view that many more old unsolved crimes, particularly sexual assaults, could be resolved if it had the 
resources to analyse all the crime scene samples in storage. 

5.4.7. Outcomes for procedures other than DNA sampling 

NSW Police does not keep central records on outcomes for other types of forensic procedures, so it is difficult to 
gauge how effectively these powers are being used. This is especially so for the procedures other than prints and 
photographs, where the type of procedure is not even recorded on COPS. It appears that with improved record 
keeping, NSW Police would be in a better position to assess whether it is using its powers to conduct forensic 
procedures effectively, which would be beneficial both to NSW Police and the broader community. We note that we 
have made recommendations to this effect in chapter 4.
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of convicted offenders separately: see NSW Ombudsman, The Forensic DNA Sampling of Serious Indictable Offenders under Part 7 of 
the Crimes (Forensic Procedures) Act 2000 (August 2004), and victims are excluded from the Act. We excluded these 205 procedures 
from our statistics, which left 10,348 forensic procedures conducted on suspects and volunteers.

335 DAL response to Ombudsman investigation notice, 24 February 2005. 
336  FPIT further explained: “Where samples are taken in conjunction with another forensic procedure (such as a hand-swab) where 

the officer had recorded both samples as DNA samples with the same barcode for example; or where two officers involved in an 
investigation have entered the same procedure (with one of them having to ‘dummy’ the barcode to get it into the system). What this 
means is that a total download of forensic procedures (rather than Buccal/Hair/Blood) will produce a level of incorrect or duplicate 
entries which are sometimes difficult to distinguish in a report from ‘correct’ entries. This does not pose a great problem on a case-
by-case basis when one persons record is being assessed, as the record of the valid sample is normally apparent”: Advice from FPIT 
received on 1 September 2005. 

337  DAL response to Ombudsman investigation notice, 24 February 2005. This includes profiles taken from 421 volunteers after Part 8 of 
the Act commenced and 410 prior to Part 8 commencing. This is the number of profiles which have been put on the database, not the 
number of people whose profile is on the database.

338 DAL, Draft Business Case, January 2005. 
339 Responses to Ombudsman LAC survey.
340  Forensic procedures conducted on correctional centre inmates who are being investigated for further offences are included in the 

number of forensic procedures conducted on suspects. For this reason, it is expected that regions with higher prison populations would 
have a higher rate of forensic procedures conducted per capita.

341 Responses to Ombudsman LAC survey.
342 Ombudsman audit of local area commands, confidential interview with local area commander, 6 September 2004.
343  Proportion of forensic procedures conducted on volunteers for each region was 6 per cent for Northern region, 7 per cent for both 

metropolitan regions, and 11 per cent for Southern and Western regions: COPS download data provided by FPIT on 15 July 2005.
344 COPS download data provided by FPIT on 15 July 2005.
345  COPS download data provided by FPIT on 15 July 2005. Note that COPS records indicate the number of forensic procedures 

conducted, not the number of people who have undergone procedures. People who have undergone more than one procedure should 
be counted each time. We also note that gender was not recorded for 85 forensic procedures. We determined gender for each of these 
by reviewing the COPS narrative. 

346  This figure reflects the forensic procedures conducted on children aged between 10 and 17. It does not include forensic procedures 
conducted on children under 10, who are not covered by the Act. These are discussed separately at 9.5. 

347  277 DNA samples were taken from child suspects and 21 from child volunteers. 128 photographs were taken of child suspects, but only 
4 of child volunteers: COPS download data provided by FPIT on 15 July 2005. 

348  Based on a New South Wales adult population of 4,793,462 and a child population (10 to 17 year olds) of 709,959: ABS 2001 Census 
data for NSW located at http://www.abs.gov.au accessed on 18 February 2005.

349  The number of 17 year olds includes some suspects police recorded as being under 18, although the procedure date indicates they 
would have been 18 or 19. We found that procedure dates on COPS are often incorrect so we have included these procedures, as 
police treated the person as a child for the purposes of the Act. 
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Chapter 6. Legal advice and 
information provided
This chapter examines whether people undergoing forensic procedures have adequate access to legal advice, 
and are properly informed about the proposed procedure, before deciding whether to consent or not. 

6.1. Providing information about forensic procedures
Before asking for consent to conduct a forensic procedure, police must provide certain information. 

Suspects must be informed of the purpose for which the procedure is required, the offence to which it relates, 
the way it will be carried out, that it may produce evidence against the suspect, that consent may be refused, 
the consequences of refusing consent, and that information obtained from DNA analysis may be put on the 
DNA database.375

Volunteers must be informed of the way the proposed procedure will be carried out, that the volunteer is under no 
obligation to undergo the procedure, that consent may be withdrawn at any time, that it may produce evidence 
that may be used in court, that information obtained from DNA analysis may be put on the DNA database, and that 
information put on the database may be retained for such period as the Commissioner of Police and volunteer agree, 
and then must be removed from the system. Volunteers must also be informed that the DNA database has two 
indexes relevant to volunteers, a “volunteers (limited purposes)” index and a “volunteers (unlimited purposes)” index, 
and that the volunteer may consent to the procedure on the condition that the information obtained will only be placed 
on one of the specified indexes, or will not be placed on either index.376

6.1.1. How are police officers providing information about forensic procedures? 

NSW Police has developed information sheets, which are designed so that officers can largely meet their legislative 
obligations simply by reading through the information. Some of the information, however, depends on the 
circumstances. Separate information sheets have been developed for suspects and for volunteers.

For each of the 146 videos we watched during our video audit, we recorded how the information was provided. 
In most cases (132 procedures, or 90 per cent), it was provided orally. In about a third of procedures (49 procedures, 
or 34 per cent) the information was provided in writing as well. In some cases the information was not provided in 
writing but the officer told the person that he or she would be given a copy of the information sheet before leaving 
the police station. There was only one procedure where the information was provided in writing but not orally. In the 
remaining cases (13 procedures, or 9 per cent) we were unable to determine whether or how the information was 
provided, as the provision of information was not recorded on video. 

The Act requires the information to be given “personally or in writing”, it does not require both.377 We note that it is 
police policy to read the information to the suspect or volunteer before asking for consent, and then provide a copy 
of the information sheet after the procedure has been completed.378 

In our video audit, we found people appeared more likely to understand the information when police provided a copy 
of the information sheet and took the person through it, by reading it aloud and stopping to ask whether the person 
understood everything. In our view, providing the information in writing before asking for consent is preferable to 
providing it after the procedure has been conducted. The better the person’s understanding, the more likely they are 
to make an informed decision about whether to consent or not, and the less likely the evidence will be challenged in 
court on the basis that consent was not informed. 

6.1.2. Concerns about the way forensic procedures are explained

In its 2002 report, the Legislative Council Standing Committee on Law and Justice found that the information provided 
to people undergoing forensic procedures “is convoluted and confusing, and there is a great deal of doubt whether 
it is understood by the majority of test subjects.” It commented that this could result in a court questioning whether a 
person’s consent was valid, and recommended that a plain English version of the information be drafted.379
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In our 2004 report on the DNA sampling of serious indictable offenders, we also identified significant problems 
with the provision of information about forensic procedures, and recommended that the Attorney General prepare 
a plain English version of the information that is required to be provided under the Act, which could be prescribed 
by the regulations or included in a Schedule to the Act.380 We understand that this recommendation is under 
consideration.381 

Consistent with those earlier findings, we have again found in this review that the information provided to suspects 
and volunteers is seriously inadequate, in particular because it is far too complex. We received many submissions 
which strongly advocated the development of a plain English version of the information which is provided.382 Legal Aid 
NSW commented: 

The Act is premised upon informed consent by suspects and volunteers... Despite the current legislative 
provisions, in general our clients do not sufficiently understand the nature of the procedure and their option not 
to consent, and therefore they are not giving informed consent.383

Police officers are also extremely critical of the information they provide to suspects and volunteers. In every 
command we audited, officers criticised the information sheet for being too long and too difficult to understand. 
Similar comments were made in submissions and survey responses we received. For example: 

You need a bottle of water to finish reading it.384

You need a law degree to follow it.385

There’s so much information, the person is bamboozled. It should be much simpler.386

Some suspects aren’t very well educated and it goes straight over their heads. You give them all the information, 
but most of it they don’t need.387

They inevitably don’t understand 99% of what is read to them, or just switch off and don’t listen.388

You read the information sheet, and guaranteed, they don’t understand it. And [when asked whether they 
understand] they say yes.389

When you read the three-page information sheet to the [suspect] it is confusing to nearly every one of them. At 
the end you ask them, ‘Do you understand that?’ They all say yes, which in my opinion is untrue.390

It is the most confusing document and serves little purpose in assisting suspects making an informed decision... 
It is long, convoluted and of little value to the majority of persons being tested.391

Some police officers commented that even they do not understand the information. For example: 

I’ve read it a number of times and I don’t understand it. And I’m not the village idiot.392

Nobody’s understanding it, police or suspect... It’s going to mean nothing to them.393

I don’t even understand it, let alone the bad guy which is ironic as the last question is ‘Do you understand 
this?’ They always answer yes because they are bored senseless by us reading out these sheets of irrelevant 
information.394

When you ask the suspect if they understand what has just been read out to them, I generally get a blank look 
from the suspect (or they have fallen nearly asleep). Luckily, I have not had any state that they do not understand 
it because I have problems getting my own head around it.395

I know I’ve mentioned it but I will keep mentioning it. It is way too long. Too much information that the suspect 
would not understand, although at the end we ask them if they understood it. It’s obvious they didn’t because 
some of the police don’t understand it.396

The Police Association of NSW shares this view: 

Many police officers themselves do not fully understand all the information associated with the Information 
Sheet. If a suspect answered ‘no’ to the question, ‘Do you understand?’, an explanation would be very difficult, 
time consuming and require more knowledge than is possessed by the average police officer.397

Many officers were of the view that the information sheet contained information which simply was not relevant. For 
example, it refers to various pieces of legislation, including the Mutual Assistance in Criminal Matters Act 1987 and the 
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Extradition Act 1988.398 Officers we interviewed expressed concern that the length and complexity of the information 
did not help suspects and volunteers to make an informed decision about whether to consent to the procedure or not: 

A more concise and simpler information sheet is required. The current sheet can actually confuse suspects, 
rather than inform them. It should in simple terms advise them how the DNA will be taken and what it will be 
used for. Also, that apart from possibly proving or disproving their involvement in that particular alleged offence, 
the DNA will also be placed on a database and used to compare with unsolved crime scene samples.399

The NSW Police Legislative Changes Working Group has also expressed concern about the information sheet being 
too long and unnecessarily complex, arguing that the information provided could be simplified without compromising 
the person’s ability to make an informed decision about participating in the procedure.400 

For each video we watched during our audit of local area commands, we assessed whether or not the person 
undergoing the procedure appeared to understand the essence of the information provided. 

For 73 per cent of the procedures we watched, the suspect or volunteer appeared to understand the information. 
They appeared most likely to understand the information when police began with a simple explanation or overview, 
then provided a copy of the information sheet, and took the suspect through the information by reading it aloud and 
stopping to ask whether they understood. It also helped if the testing officer gave a short introduction explaining who 
was present, their respective roles, what the procedure involved and why it was needed. 

For 12 per cent of the procedures we watched, it was not possible to assess the person’s understanding of the 
information, for example where the person was placid throughout the procedure, spoke only when asked, and only 
answered “yes” or “no” to questions.

In the remaining 15 per cent of procedures, there was clear evidence the person did not understand the information, 
as the person specifically stated that he or she did not understand the information, or asked questions or made 
comments which suggested he or she did not understand. In these circumstances, police usually explained the 
information again. However, given the complexity of the information it was not always possible to break it down into 
simpler ideas.

Some of the consent forms we reviewed also indicated the person undergoing the procedure did not understand 
the information. For example, one person who was asked whether the information had been provided, responded, 
“Yeah but I don’t know what the hell you just said.” Another stated, “Didn’t understand it but yeah I was given that 
information.”401

Some police officers we interviewed expressed concern that despite providing all the information required under the 
Act, the length and complexity of the information sheet means that the essential points are lost on the person being 
asked for consent. There are ways to address this. For example, some officers gave the person being tested a brief 
explanation or overview before going into the detail. It is also a good idea to tell the person what is involved before 
reading through the information sheet in its entirety. For example, in one video we watched, the testing officer told a 
suspect, “This is the information sheet, it’s very long winded but I’ve got to read it to you, so bear with me.” In another 
video, the testing officer said, “I’m going to read quite a bit of information to you. While we’re going, if you don’t 
understand any of it, stop me, and I’ll explain it to you.” This is good practice and should be encouraged. 

One officer told us that he usually says to a suspect before the video recording commences, “There’s all this 
legal stuff we have to tell you”, and answers any questions the suspect may have before turning the video on and 
reading out the information sheet. This is not good practice as the person could argue in court that he or she did 
not understand the information. It would be better both for police and the person being tested for the provision of 
information and any response to be recorded in its entirety, to ensure the requirements under section 15 of the Act are 
met.402

It is clear from our monitoring activities that simplifying the information provided to suspects and volunteers would be 
enormously beneficial, both for police officers and for people undergoing forensic procedures. For this reason, we 
reiterate our initial recommendation that the Attorney General develop a plain English version of the information that is 
required to be provided under the Act. This should be in a form that can be provided to the suspect or volunteer. We 
later recommend this be provided prior to the procedure, for the person (and their legal advisor, if any,) to go through 
together.
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6.1.3. Does it matter whether the person understands? 

In its submission, the Police Association of NSW commented: 

Realistically, the suspect’s understanding of the use of the DNA at the time of testing is not all that important 
because if they refuse to undergo the procedure then a senior officer could order compliance to the procedure 
or alternatively, a court order or an interim order would be issued.403

We disagree that it is “not all that important” that a person being asked to undergo a forensic procedure may not 
fully understand the implications of the procedure, especially in the case of DNA sampling. The Act is based on the 
principle of informed consent, and provides that the carrying out of a forensic procedure in the absence of consent is 
permitted only in very limited circumstances. This is discussed in detail in chapter 7.

It is vital that both suspects and volunteers be given all the appropriate information, and that police officers endeavour 
to explain anything which the person does not understand. Otherwise, the person is unable to make an informed 
decision as to whether to consent to the procedure or not. 

Recommendation 10

The Attorney General develop a plain English version of the information that is required to be provided under 
the Crimes (Forensic Procedures) Act 2000, as a matter of urgency, and consider whether this should be 
prescribed by regulation or included in a schedule to the Crimes (Forensic Procedures) Act 2000.

In its response to our draft report, the Attorney General’s Department advised that it does not oppose this 
recommendation, but commented: 

The issue is more likely to be whether the content of plain English version of the required information should 
be set out in legislation at all. The alternative is that the legislation authorises the required information being 
provided in a plain English form without specifying the wording to be used. If the content is to be contained 
within the legislation, it would more logically be contained in the Regulations where small refinements of nuance 
and expression will not require legislative intervention.404

NSW Police supports the recommendation.405 

6.1.4. Providing information to volunteers

We found that police officers are generally aware of their legislative obligation to provide information to people 
undergoing forensic procedures, but did not always provide the right information. In the videos we watched, 
some officers read out the wrong information sheet, which meant they provided incorrect, misleading or irrelevant 
information to the person being asked to consent to the procedure. Even where the testing officer has the correct 
information sheet, he or she cannot just read it out without thinking about it, as the purpose of conducting the 
procedure, and what any samples will be used for, will depend on the circumstances of the case. 

Providing information to volunteers was more of a problem than for suspects, probably because significantly fewer 
procedures are conducted on volunteers and, unlike suspects, volunteers can choose what samples can be used for, 
and how long they can be kept. The information sheet NSW Police developed for volunteer DNA samples instructs 
police officers: 

You need to decide on which index of the database, if any, the profile obtained from the volunteer is to be 
placed. In the majority of cases, the profile will not be placed on any index and will simply be matched within the 
case itself.406

This advice is incorrect. DAL had advised that it puts all DNA profiles obtained from volunteers on the DNA database. 
Although they are stored on a volunteers index, they are only used within the particular case, and are not matched 
against anything else on the database. It is of concern that police officers are informing volunteers that their DNA 
profiles will not be put on any index of the DNA database, when DAL puts all volunteer profiles on the database. It is 
clear that many DNA profiles from volunteers have been put on the DNA database without the person’s knowledge or 
consent.
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Further, DAL has advised that it very rarely uses the volunteers (unlimited purposes) index. It finds that police 
officers who have indicated that a volunteer’s profile is to be used for unlimited purposes often do not have a good 
understanding of what this means. Before putting a volunteer profile on the unlimited purposes index, DAL always 
contacts the officer who took the sample, to confirm whether the volunteer did actually specify that his or her DNA 
sample could be used for unlimited purposes. Police usually advise that they cannot be sure of this and that the 
person’s profile should only be matched within the case for which it was provided. Accordingly, DAL has only put 
volunteer profiles on the unlimited purposes index once or twice.407 For a more detailed discussion of the DNA 
database and permitted matching, see chapter 10.

In order to give informed consent, volunteers need to be provided the right information about what their DNA samples 
will be used for. In our view, police officers should tell volunteers: 

• that their DNA profile will be stored on the DNA database, and 

•  that their profile will only be matched within the particular case, and will not be matched against anything else 
on the database, unless they indicate they would like their DNA profile to be used for unlimited purposes.

We also note that while suspects must be informed “that the forensic procedure may produce evidence against the 
suspect that might be used in a court of law,” volunteers need only be informed “that the forensic procedure may 
produce evidence that might be used in a court of law.”408 As discussed at 7.1.3, police may treat potential suspects 
– or “people of interest” – as volunteers for the purposes of the Act. For this reason, we are of the view that all 
volunteers should be informed that the forensic procedure may produce evidence which can be used against them, 
should they become a suspect at some stage during the investigation. 

Recommendation 11

The Crimes (Forensic Procedures) Act 2000 be amended so that police are required to inform volunteers that 
the forensic procedure may produce evidence against the volunteer that might be used in a court of law.

NSW Police does not support this recommendation, on the basis that “the current caution for volunteers is 
appropriate.”409

The Attorney General’s Department expressed some concern about Recommendation 11, commenting: 

The intention of providing further protections for volunteers who may also be ‘persons of interest’ is sensible; 
but the Department is doubtful about the appropriateness of proposed Recommendation 11 in the broad form 
in which it is currently drafted. As acknowledged in the draft report (for example paragraph 7.5.1), a number 
of volunteers are witnesses or other categories of person who may be asked to provide an exclusionary (or 
elimination) sample, but who will never become suspects. To always require Police to warn such persons that 
information arising from the forensic procedure may be used in court ‘against them’, would serve no purpose 
other than possibly to intimidate or frighten the volunteer. On the other hand, a volunteer who agrees to have his 
or her DNA profile placed on the ‘volunteers (unlimited purposes)’ index of the DNA database, should always be 
warned that by consenting to being placed on that database, it becomes possible for the volunteer’s DNA profile 
to be used against him or her in a subsequent court proceeding.

Any amendment arising from the proposed Recommendation would need to be carefully drafted to ensure that 
it did not require invariable warnings to be given, in cases where there is no realistic prospect that the volunteer 
might have evidence from his or her forensic sample used in a case where she or he is a defendant.410

It is true that many volunteers who provide DNA samples from police will never become suspects, and in these cases 
it may not be relevant to warn the person that evidence obtained from the procedure may be used against them. 
The example provided in the Attorney General’s response as to when a caution may be appropriate is one instance. 
More importantly, as outlined above, some volunteers are people who are under suspicion, but are not ‘suspects’ for 
the purposes of the Act. It is particularly important that a person in these circumstances be informed that evidence 
obtained from a forensic procedure may be used in proceedings against them. The police officer who is taking the 
sample should be able provide further explanation to allay any fears held by a volunteer who is not under suspicion 
and is not likely to become a defendant in the case. One possible solution to ensure consistent advice is given to 
volunteers, NSW Police could include the information and an explanation as to why it is provided in its information 
sheet for volunteers. 
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The distinction between suspects and volunteers is discussed at 7.1. Whether people of interest to police should be 
treated as suspects or volunteers is discussed at 7.1.3.

Recommendation 12

Police inform volunteers who provide DNA samples that their DNA profile will be stored on the DNA database 
but will only be matched within the particular case, and will not be matched against anything else on the 
database, unless the volunteer indicates that he or she agrees to his or her DNA profile to be used for 
unlimited purposes. 

NSW Police supports this recommendation.411 

6.1.5. Providing information to children and young people 

Forensic procedures can only be conducted on child suspects by order of a court. There is no legislative requirement 
that the child be provided with any information about the proposed procedure, although the SOPs instruct police 
to “advise the suspect of the details of the court order,” and that the procedure may be conducted by force if 
necessary.412

Forensic procedures can only be conducted on child volunteers with the consent of the child’s parent or guardian, 
or by order of a court. The crucial information – that the procedure is not obligatory, how it will be carried out, how 
samples will be used and how long they will be kept – must be provided to the child’s parent or guardian, but not to 
the child. Police are, however, required to inform the child that the procedure will not be carried out if he or she objects 
or resists.413

In its submission, the Commission for Children and Young people argued that the Act be amended “to provide 
children and young people with the right to receive information on the procedure”, and that this should be provided 
“in a manner and language that the child or young person can understand.”414

We agree that although children cannot consent to forensic procedures, they should still receive key information 
about the procedure. In the case of child suspects, the child should be told why the procedure is required, the offence 
to which it relates, the way it will be carried out, that it may produce evidence against them, and that information 
obtained from DNA analysis may be put on the DNA database. In the case of child volunteers, the child should be told 
why the procedure is required, the way it will be carried out, how samples will be used, how long they will be kept, that 
the procedure might produce evidence against them, and that they do not have to undergo the procedure if they do 
not want to. Providing this information would enable child suspects and volunteers to understand the decision which 
has been made and how it will affect them. 

Obviously, the child’s capacity to understand information about forensic procedures would depend on the child’s age. 
Information provided to a 10 year old would be quite different from information provided to a 17 year old. However, 
most children who undergo forensic procedures are over 16, and a large proportion are over 14, and have the 
capacity to understand the key information.415 The capacity of children to consent to forensic procedures is discussed 
further at 7.4.7.

Recommendation 13

The Crimes (Forensic Procedures) Act 2000 be amended to require police to provide information about forensic 
procedures to child suspects and volunteers, and develop plain English versions of this information for children 
of different ages in consultation with the Commission for Children and Young People. 

NSW Police and the Attorney General’s Department both support this recommendation.416 NSW Police notes that this 
should be the responsibility of the Attorney General’s Department.
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6.1.6. Providing information to incapable persons

As with children and young people, forensic procedures on incapable persons can only be conducted by order of 
a court and there is no legislative requirement that the incapable person be provided with information about the 
proposed procedure. The Anti-Discrimination Board in its submission stated:

The provision of comprehensive information in a format suited to the person is critical to the issue of informed 
consent to testing. This is likely to be particularly an issue for people with a disability….417

Incapable persons should be provided with the same crucial information about the procedure that we have discussed 
above for children and young people. The Intellectual Disability Rights Service also raised the issue of plain language 
information in their submission and offered assistance in the development of appropriate material.418

Recommendation 14

The Crimes (Forensic Procedures) Act 2000 be amended to require police to provide information about forensic 
procedures to incapable persons, and develop plain English versions of this information suitable to persons 
with an intellectual disability in consultation with the Intellectual Disability Rights Service.

NSW Police and the Attorney General’s Department both support this recommendation.419 NSW Police notes this 
should be the responsibility of the Attorney General’s Department.

6.2. Access to legal advice 
Before asking a suspect to consent to a forensic procedure, police must give the suspect reasonable opportunity to 
communicate with a legal practitioner of the suspect’s choice.420 Before asking a volunteer to consent to a forensic 
procedure, police must inform the volunteer that he or she may consult a legal practitioner of choice before deciding 
whether or not to consent to the procedure.421

6.2.1. How often do police give reasonable opportunity to obtain legal advice? 

During our audit of local area commands we examined consent forms to see how often suspects and volunteers are 
given reasonable opportunity to communicate with a legal practitioner. Police records indicate that in most cases, but 
not all, officers are complying with this requirement.

The consent form designed by NSW Police asks whether the person has been given an opportunity to communicate, 
or attempt to communicate, with a legal practitioner of choice, and then provides a space for police to write down 
the person’s reply. Of the 211 consent forms we viewed, 159 indicated the person had been given the opportunity to 
communicate with a legal practitioner. For example:

Yes I have been given this option. 

Yes I had the choice.

Yeah I could of. 

Yeah I guess so.

Some indicated that the question on the consent form prompted police to check whether the person had been given 
the opportunity to obtain legal advice. For example: 

No. Would you like to? Nup.

No. Do you wish to do so? No.

No, but I haven’t asked. Were you given the opportunity to contact legal advice? Not really. Q. Do you want legal 
advice? A. For this procedure, No.
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He is not here yet. [The form then indicates that police waited until the suspect had spoken to a legal 
practitioner before proceeding.] 

However, 15 consent forms indicated the person had not been given the opportunity to obtain legal advice, and did 
not explain why. For example: 

Not that I am aware of. 

No, not tonight. 

No. I wish to contact a solicitor. 

One form had “N/A. Elimination only” written on it. We note police taking DNA samples from suspects for elimination 
purposes are still required to provide the suspect with reasonable opportunity to obtain legal advice. 

For the rest of the procedures we audited, we could not gauge whether the person was given reasonable opportunity 
to obtain legal advice, as the consent form failed to indicate either way (in 37 procedures), the consent form could not 
be located (for 131 procedures), or the procedure was not conducted by consent and there was no record of whether 
the requirement had been met (for 29 procedures). 

6.2.2. How often is legal advice obtained? 

Only a small proportion of suspects and volunteers obtain legal advice before deciding whether to consent to a 
procedure. They rarely have a legal practitioner present during the provision of information, consent process or the 
procedure itself.

Many consent forms indicated the suspect had been given the opportunity to seek legal advice, but had chosen 
not to:

That’s all right, we’ll just do it. 

No thanks. 

No, there’s no need for that.

I’ve done it all by myself. 

Don’t want one, I’ve got nothing to worry about.

Some suspects gave reasons for not seeking legal advice, although they may have wanted to: 

Too complicated. 

I can’t call no one. It’ll cost me two grand for them to come here. 

Some of the submissions we received raised concerns that police may interpret the requirement to give suspects 
reasonable opportunity “to attempt to communicate” with a legal practitioner too narrowly, and so deprive suspects  
of any real opportunity to obtain legal advice:

A very narrow interpretation might be that one phone call to a solicitor to discover that the solicitor was presently 
on the phone might be construed as meeting the requirements of the section.422

The consent forms we reviewed did show that some suspects were unsuccessful in their attempts to obtain legal 
advice: 

They tried to get him for me but he wasn’t available. 

Yes, I have attempted but there was no answer.

Attempt only didn’t get through. 

No access to phone.

I can’t do this at present time I don’t have phone.

They refused me a phone. No.
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Without further information we are unable to determine whether these suspects were in fact given reasonable 
opportunity to attempt to communicate with a legal practitioner. However, it would appear that police could have given 
some suspects greater opportunity to obtain legal advice. They should at least provide phone access, and allow the 
suspect reasonable time to get through. 

6.2.3. Difficulties obtaining legal advice 

Many of the submissions we received explained that legal advice is not readily available for adult suspects and 
volunteers. The NSW Law Society stated:

A very small percentage of people actually contact a lawyer to obtain legal advice as to whether they should or 
should not consent to the forensic procedure. Children have access to Legal Aid NSW’s Under 18s Hotline and 
can be advised by that service, but, other than through the Aboriginal and Torres Straight Islander Services, there 
is no corresponding provision for free legal advice for adult suspects and volunteers.423

Although free legal advice should be available for Aboriginal and Torres Strait Islander suspects and volunteers, this is 
not always the case. As the NSW Department of Aboriginal Affairs explained: 

There are practical limitations to all Aboriginal suspects obtaining legal advice while in police custody due to 
Aboriginal legal services not being sufficiently staffed to attend all matters.424

The Intellectual Disability Rights Service commented: 

This right [to seek legal advice] is greatly weakened by the fact that there are very few avenues for free legal 
advice. Very few offenders can afford to pay a private solicitor to advise them about whether or not they must 
submit to DNA sampling.425 

The Service further commented that it is particularly difficult for people with intellectual disabilities to access legal 
advice: 

People with an intellectual disability have even greater barriers to accessing legal advice as they may not 
appreciate the need for the advice or they may not know where to find legal advice.426

It is not clear from the information available exactly what impact obtaining legal advice has on whether a person 
consents or not. However, we did find some evidence to suggest that suspects may be less likely to consent to a 
forensic procedure after obtaining legal advice on the issue.427 

6.2.4.  Relationship with Part 9 of the Law Enforcement (Powers and 
Responsibilities) Act 

Part 9 of the Law Enforcement (Powers and Responsibilities) Act 2002 (formerly Part 10A of the Crimes Act 1900) sets 
out the rights of people detained in police custody after arrest. Before conducting any investigative procedure, such 
as questioning or searching a suspect, police must tell the suspect that he or she may attempt to communicate with 
a legal practitioner, and must provide reasonable facilities for this. Police must suspend the investigative procedure 
while the person attempts to obtain legal advice, and must wait if the person has asked a legal practitioner to attend 
the police station.428 

Some of the police officers we interviewed advised that suspects often seek legal advice when they are first taken 
into custody. At this stage, they may not be aware that police intend to ask them to consent to a forensic procedure. 
By the time police do ask for consent, the suspect may have been in custody for some time, and may be reluctant to 
go back and seek further legal advice about the matter. This may be one reason why only a very small proportion of 
suspects obtain legal advice about forensic procedures.429 

Police are required to give suspects a summary of their rights under Part 9 of the Law Enforcement (Powers and 
Responsibilities) Act.430 Suspects could then seek legal advice on this issue when they are first taken into custody.

Advising suspects when they are taken into custody that police may wish to conduct a forensic procedure would 
not replace suspects being given reasonable opportunity to seek legal advice about proposed forensic procedures. 
Police would still have to ask, when completing the consent form, whether the suspect has had reasonable 
opportunity to communicate with a legal practitioner. If the suspect indicates they have not, police must then provide 
this opportunity.431 
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Recommendation 15

Police consider informing suspects who have been taken into detention after arrest, and who are likely to 
undergo a forensic procedure, that police may wish to conduct a forensic procedure on the person, such as a 
DNA sample, and that this information be provided when police give suspects their summary of the provisions 
of Part 9 of the Law Enforcement (Powers and Responsibilities) Act 2002.

NSW Police supports this recommendation and has advised that it will consider updating its procedures to include 
this information.432

6.2.5. Improving access to legal advice 

Many submissions argued that access to legal advice should be improved. Some advocated establishing a 24 hour 
telephone hotline for people who have been detained by police.433 

There were also suggestions that suspects and volunteers be given notice prior to police requesting consent to 
a forensic procedure, so they can seek legal advice if they wish. The Anti-Discrimination Board argued this would 
enable suspects and volunteers to be better informed about the procedure and its consequences before deciding 
whether to consent or not.434 The Police Association of NSW also suggested that suspects and volunteers be given 
a copy of the information sheet beforehand, to give them the opportunity to go through the information with a legal 
practitioner.435

Some other jurisdictions provide for notice periods before taking DNA samples.436 These tend to relate to samples 
taken by compulsion, but could be adapted for samples taken by consent. 

Obviously it would not be appropriate to give notice for some types of forensic procedures, like gun shot residue 
tests, nail scrapings or photographs of injuries. These have to be taken while the suspect is in custody or the 
evidence will be lost. However, a person’s DNA can be taken at any time. As discussed above, giving notice before 
asking for consent to a forensic procedure, and providing information about the procedure with the notice, could 
improve access to legal advice, ensure suspects and volunteers are better informed, and shorten the length of time 
the person spends in police custody receiving information and waiting for legal advice. 

There are several reasons why providing notice may not be appropriate where police wish to take a DNA sample 
from a suspect who is under arrest. First, it is much more convenient to conduct the procedure while police have the 
person in custody, rather than attempting to carry it out at a later date. Second, police may wish to carry out other 
forensic procedures, which have to be carried out straight away, before the evidence is lost. In those circumstances, 
police would still have to provide the suspect with the relevant information and the opportunity to seek legal advice. 
Third, police will in some circumstances have the power to compel the person to provide the sample regardless of 
consent. Finally, there is the possibility that providing advice in advance of a forensic procedure may increase the risk 
of the person absconding.

These considerations do not apply to volunteers or suspects who are not under arrest, and in our view there would be 
considerable merit in providing these people with notice about intended forensic procedures. This approach seems to 
be supported by the Police Association of NSW. In its submission, the Association suggested that “one better option 
would be to give the suspect the Information Sheet prior to the procedure for them to read or go over with their lawyer 
and then simply explain the gist of the information in language more suitable”.437 

In our draft report, we made a provisional recommendation, that the Act be amended “so that police are required to 
give volunteers and suspects who are not under arrest a period of notice, specified in the Act or Regulation, before 
asking them to provide a DNA sample.” 

NSW Police did not support this recommendation, commenting: 

NSW Police has reservations about being able to comply with such requirements. Additionally, it is believed that 
investigations may be unnecessarily hampered or delayed, and suspects and volunteers may be unnecessarily 
inconvenienced.438
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The Attorney General’s Department also expressed concern about mandatory notice periods:

Proposed Recommendation 16 appears appropriate in relation to many volunteers (including any volunteer 
who Police intend to request consenting to having his or her profile placed on the ‘volunteers: unlimited 
purposes’ index), and suspects who are not under arrest. However, in relation to victims of non-violent offences 
and third parties who are witnesses or whose sample is taken only for exclusion purposes, it is questionable 
whether any utility in imposing a mandatory statutory period for advice and cooling off will be outweighed by the 
inconvenience to the person. Persons in that second category are more likely to prefer to have their dealings 
with Police finalised in one transaction; a mandatory statutory waiting period will require that these persons are 
given information, sent away, and then required to attend on a second occasion to actually provide a sample.439

Most of these concerns can be addressed by allowing the suspect or volunteer to waive his or her right to a notice 
period. Suspects and volunteers who prefer to have their dealings with police finalised in one transaction can do so, 
and those who would prefer some time to consider the police request or seek legal advice would have the benefit of 
the notice period. In relation to police concerns about investigations being hampered, we note that the notice period 
would not relate to suspects who are under arrest. In our view providing notice of a police request for a DNA sample 
with a right to waive the notice period strikes an appropriate balance between the needs of police and the rights and 
interests of suspects and volunteers.

Recommendation 16

The Crimes (Forensic Procedures) Act 2000 be amended so that:

a.  Police officers are required to give volunteers and suspects who are not under arrest a period of notice, 
specified in the Act or Regulation, before asking them to provide a DNA sample.

b.  Police need not wait until the end of the notice period to take the DNA sample, if the suspect or volunteer 
has expressly and voluntarily waived his or her right to the period of notice.
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Chapter 7. Authority to conduct a 
forensic procedure
Forensic procedures can be conducted by consent, by order of a senior police officer or by order of a court. 
This chapter examines how often procedures are conducted by consent, and whether forensic procedures are 
being conducted with the appropriate authority.

7.1. The distinction between suspects and volunteers
The Act draws a distinction between ‘suspects’ and ‘volunteers’. A ‘suspect’ is a person whom police suspect on 
reasonable grounds has committed an offence, a person who has been charged with an offence, or a person who 
has been summoned to appear before a court in relation to an offence allegedly committed by the person.440 A 
‘volunteer’ is a person, other than a suspect or victim, who volunteers to police to undergo a forensic procedure.441 

7.1.1. Why is the distinction important? 

The distinction between suspects and volunteers is important for several reasons. First, there are different criteria 
for taking a sample. For suspects, police must be satisfied that the person is a suspect, that there are reasonable 
grounds to believe that the forensic procedure might produce evidence tending to confirm or disprove that the 
suspect committed an offence (and in the case of a DNA sample, that the suspect committed an indictable offence), 
and that the request for consent is justified in all the circumstances.442 These criteria do not apply to volunteers 
– a volunteer can be any person, other than a suspect or victim, who volunteers to a police officer to undergo a 
procedure.443

Second, the basis of authority for a procedure is different for forensic procedures conducted on suspects and 
volunteers. In some circumstances, a suspect may be compelled to undergo a forensic procedure, by a senior 
police officer or a court.444 A volunteer can never be compelled to undergo a forensic procedure. Another important 
distinction is that a court order is required to conduct a forensic procedure on a child or incapable person who is a 
suspect, but is not required if the child or incapable person is treated as a volunteer, provided the person’s parent or 
guardian consents to the procedure.445

Third, the Act sets out different obligations on the person conducting the procedure, depending on whether the 
person providing the sample is classified as a suspect or volunteer. The information the person must be given 
before giving consent is different, and when a volunteer gives consent, it must be in writing, and be witnessed by an 
independent person.446 

Fourth, the consequences of providing a DNA sample differ, depending on whether the person providing the sample 
is classified as a suspect or volunteer. A sample taken from a suspect may be matched against the entire crime scene 
index on the DNA database. However, a sample taken from a volunteer may only be used for a purpose permitted 
by the volunteer. A volunteer may consent to his or her profile being placed on the DNA database for the limited 
purpose of comparison against forensic material obtained in relation to the particular offence being investigated. 
Alternatively, a volunteer may consent to his or her profile being placed on the DNA database for unlimited purposes, 
in which case the information may be used for the purpose of a criminal investigation or any other purpose for which 
the DNA database may be used under the Act.447 Further, forensic material taken from a suspect must be destroyed if 
proceedings have not been commenced within 12 months, or if the person is acquitted of the offence, and the person 
is not being investigated for another offence.448 By contrast, forensic material taken from a volunteer may be retained 
for such period as police and the volunteer agree, and then must be removed from the system.449

The form NSW Police uses when sending DNA samples to the laboratory indicates whether the person is a volunteer 
or suspect.450 The laboratory relies on this information to determine what the person’s DNA profile can be used for. 
If the officer completing the form does not have a good understanding of the distinction between suspects and 
volunteers, and fills in the form incorrectly, this error will be carried over to the laboratory.
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7.1.2. Confusion about suspects and volunteers

We found through our monitoring activities that police are usually clear about whether the person undergoing the 
procedure is a suspect or a volunteer. However, some officers are confused about the distinction. In some matters, 
police treated the person as a volunteer, although the circumstances suggest the person was actually a suspect. 
In some cases police appear to have treated the person as both a suspect and volunteer, presumably because the 
person consented to the procedure. For example:

Case Study 07

Police flagged down a driver for a random breath test. Police had information which suggested that the 
vehicle was being used for interstate drug trafficking. Police searched the vehicle and found a large amount 
of cash, some electronic scales and a number of resealable plastic bags of what appeared to be heroin. 
The driver was interviewed and admitted the car was his, and that nobody else had driven it recently. He was 
arrested and taken to the police station, where he provided a DNA sample, by consent. He was then charged. 
Police records indicate that the driver was “a suspect under arrest”, but that he “voluntarily supplied police 
with a sample of his... DNA”. He is recorded as being both a “person of interest” and a “forensic procedure 
volunteer.”451 

Case Study 08

A 15 year old girl reported that she had been sexually assaulted at a party by an 18 year old who she knew 
from school. The 18 year old was arrested later that night for an unrelated matter. At the police station, he was 
asked to undergo various forensic procedures in relation to the sexual assault allegation. Police swabbed his 
fingers, took photographs and took a buccal swab. Police records indicate he was treated as a volunteer and 
not as a suspect. The following exchange took place: 

Suspect: “Can I ask how I got this against me? Like, how did they accuse me?”

Police officer: “Your name has been suggested as a suspect, so from that, we have to follow up certain things, 
OK? And this is part of that process.”

Suspect: “OK.” 

Police: “And you’ve cooperated and said yeah, you’ll volunteer whatever samples we’ve asked for, so that’s 
your choice. So that’s how you’ve come to be here, OK?”452

Case Study 09

Over some months, a couple received a large number of threatening and sexually explicit letters and text 
messages. An intruder broke into the couple’s house while they were out, leaving lacy underwear, further letters 
and a threat written in lipstick on the bathroom door. It was suspected that the man’s former partner may have 
committed the offence. She was interviewed about the matter and provided a DNA sample by buccal swab, as 
a volunteer, for comparison with DNA found on the underwear and letters.453
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Case Study 10

An unknown offender broke into a house and stole jewellery, a camera and a kitchen knife. Police seized a 
pair of blood stained gardening gloves left at the scene which did not belong to the occupant. DNA analysis 
indicated that the profile on the gloves was the same as the DNA profile of a convicted offender who was 
by that time serving a custodial sentence for a number of other offences. The offender was taken from the 
correctional centre to a metropolitan police station to have a further DNA sample taken, in relation to the break 
and enter offence. The testing officer advised him, “Now I’ve been told that you’re going to be charged with 
an offence, and that you’re a suspect in relation to that, and that you’re volunteering to provide a buccal swab, 
which is the saliva swab, do you understand that? And you’re volunteering to give that?” The testing officer 
appeared to read the information pertaining to suspects, but used the consent form for volunteers.454

Case Study 11

Police found over $2,000 in a man’s wallet and prohibited drugs with an estimated street value of $100,000 
in the sleeve of his jumper. The man admitted possession of the package and consented to having his finger 
prints taken, as a forensic procedure, for comparison with any prints found on the package. Police records 
indicate he undertook the forensic procedure as a volunteer.455

In each of the above case studies, the circumstances suggest that the person who took part in the forensic procedure 
was in fact a suspect. The decision to record or treat the person as a volunteer may have stemmed from a poor 
understanding of the Act.

The distinction between suspects and volunteers is central to the Act and it is of concern that some police officers do 
not have a good understanding of the difference between the two. The danger of treating a suspect as a volunteer 
is that police may conduct a forensic procedure without the proper authority. This would occur where a forensic 
procedure is conducted on a child or incapable person, with the consent of the person’s parent or guardian, when in 
fact the person was a suspect and a court order is required. 

Treating a capable adult suspect as a volunteer is of less concern to the person being sampled, but may be of 
concern to police, as it means that the person’s DNA sample may be used for much more limited purposes than is 
provided for by the Act – the person’s sample may only be used in the investigation of a particular offence, when the 
Act envisages that samples taken from suspects be matched against the entire crime scene index. 

The danger of treating a volunteer as a suspect is that the person may not be given appropriate information, may not 
be protected by the safeguards in the Act, and may have his or her profile placed on the DNA database and used 
for an unauthorised purpose. Police sometimes used suspect consent forms or information sheets for volunteers, 
but we did not find any evidence of police treating volunteers as suspects in the documentation which is sent to the 
laboratory. 

FPIT has recently added a “suspects v volunteers” section on the frequently asked questions page of its website. It 
explains that forensic procedures can be conducted on suspects “by CONSENT (adult and capable suspects) or by 
an ORDER (senior police or court order).” It emphasises that “suspects cannot volunteer to a forensic procedure.” It 
also explains that “typical volunteers may be witnesses, consensual sex partners or ‘mass screen’ DNA volunteers.”456 

7.1.3. “Persons of interest” 

Police officers use the term “person of interest” (or POI) very broadly, to describe a person who is a suspect or who 
may, at some point during an investigation, become a suspect. Police investigating an offence may initially identify a 
number of “persons of interest,” which they narrow down to one or more suspects as the investigation progresses. 

The Act does not specify whether a person of interest should be considered a suspect or volunteer. It may depend on 
how much evidence police have against the person. Consider the following examples: 
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Case Study 12

A woman was sexually assaulted on a train station in the early hours of the morning. The assault was captured 
on closed circuit television. Police identified several possible suspects. According to police records, one 
“denied any involvement and was subsequently offered the opportunity to undergo a forensic procedure. A 
buccal swab procedure was volunteered to.” Another attended the police station and “consented to supplying 
police a mouth buccal swab to rule out himself as a suspect in the commission of this offence.” A third person 
of interest was questioned about the incident but did not have a DNA sample taken as police knew his profile 
was already on the DNA database.457

Case Study 13

A 36 year old man was at home with his girlfriend and three young children when he heard a knock at the door. 
He opened the door and saw two unknown men, asking for pot. When the man replied he did not have any, 
they asked for money, then pushed past him and went into the house. One pulled out a claw hammer and 
tried to strike the man. After a short struggle the two men ran from the house, taking two wallets with them. A 
short time later police arrested two men whose descriptions matched those of the offenders. The men agreed 
to have fingerprints and photographs taken. Both denied being involved in the incident, and gave similar 
accounts as to their movements. Investigating police formed the view that they were not the offenders after 
all, and released them without charge. Police records stated that “both volunteers agreed to participate in a 
forensic procedure photograph and fingerprinting.”458

Case Study 14 

A woman alleged she had been sexually assaulted and identified a particular man as the perpetrator. There 
was some evidence that the man was in another town at the time of the incident. Police took a DNA sample 
from the man, as a volunteer, to eliminate him from the investigation.459

In these case studies, it appears the person was treated as a volunteer because there was insufficient evidence 
to suspect on reasonable grounds that the person committed the offence. This is consistent with the NSW Police 
position that ‘volunteer’ includes “persons who have not been excluded as POIs but are not yet suspects.”460

In some circumstances, police will not ask people of interest to undergo forensic procedures as volunteers because 
they do not want to alert them to the fact they are under investigation. For example, in R v White (2005), police 
investigating a murder case identified about twenty people of interest. Police obtained covert DNA samples from five 
of them, who were then eliminated from the investigation. DNA analysis implicated a sixth person, who subsequently 
pleaded guilty to the offence. The police officer in charge of the investigation gave evidence that he did not attempt 
to take DNA samples under the Act because in his view, the people of interest, including the person subsequently 
identified as the offender, were not at that time ‘suspects’ for the purposes of the Act.461 

During proceedings in White, the judge commented that he thought suspects and people of interest were “one and 
the same.”462 When asked how a person of interest differs from a suspect, the police officer gave evidence that “a 
suspect is a subset of a group of people we call persons of interest and a person of interest is a very broad term and 
describes a lot of people.”463

Should people of interest be considered suspects for the purposes of the Act? The problem with interpreting ‘suspect’ 
too broadly is that police could compel people who fall short of being suspected on reasonable grounds of having 
committed an offence to undergo forensic procedures. Further, DNA samples taken from suspects can be used much 
more broadly than samples taken from volunteers – they can be used for searching against the entire crime scene 
index on the DNA database. 
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In any event, not all people of interest could be considered ‘suspects’ – reasonable suspicion involves more than a 
mere possibility, it must have some factual basis.464 The courts have been critical of police treating people of interest 
as suspects, in the absence of evidence to support a reasonable suspicion. In Orban v Bayliss (2004), the court 
commented that “the purpose of the legislation is not to enable investigating police (or other authorised persons) 
to identify a person as a suspect; it is to facilitate the procurement of evidence against a person who is already a 
suspect.”465 Similarly, in Maguire v Beaton (2005), the court set aside an order for a person of interest to undergo 
a forensic procedure on the basis that police sought her fingerprints to identify whether she was a suspect or not, 
although it was “no more than a possibility” that she had committed the offence.466 

The problem with interpreting ‘suspect’ too narrowly, though, is that there are few restrictions on police asking 
volunteers to undergo forensic procedures. For volunteers, there is no requirement that the procedure be of 
investigative value (i.e. that it is likely to confirm or disprove the person’s involvement in an offence) or that it be 
justified in the circumstances. One submission we received raised concerns about police placing pressure on people 
of interest to undergo forensic procedures as volunteers.467 It may also be easier to conduct a forensic procedure on 
a child who is considered a volunteer rather than a suspect, as a court order is required if the child is considered a 
suspect but the consent of the child’s parent or guardian is sufficient if the child is considered to be a volunteer. The 
same goes for incapable persons. 

Whether a person of interest is a suspect or volunteer will depend on the circumstances, in particular whether the 
evidence supports a reasonable suspicion that the person committed an offence. In our view, police should in the 
event of uncertainty err on the side of treating people of interest as volunteers. Although there are few restrictions on 
who police can ask to volunteer to undergo a forensic procedure, the person can at least decline to participate. 

7.2. Suspects: proceeding by consent 

7.2.1. How often are procedures conducted by consent? 

Forensic procedures are almost always conducted on the basis of consent. 

Police records indicate that during the review period, 6,718 buccal swabs were taken from adult suspects, compared 
to 289 hair samples. As buccal swabs can only be taken by consent, this suggests that at least 96 per cent of DNA 
samples taken from adult suspects were taken by consent.468 We understand this figure includes some buccal swabs 
taken by order of a court, where the suspect was sufficiently cooperative to self-administer a buccal swab, but the 
basis of authority was actually a court order and not consent. For this reason, the actual number of DNA samples 
taken on the basis of the suspect’s consent would be slightly lower. 

It is not possible from COPS records to gauge how often forensic procedures other than DNA samples are conducted 
by consent. 

7.2.2. Records of consent 

During our audit of local area commands, we sought to review the basis of authority for each of the forensic 
procedures we audited, to gauge how many of these were conducted by consent. We were able to review consent 
forms for 198 of the 343 forensic procedures on suspects. We found evidence that a further 29 procedures had been 
conducted by order of a court or senior police officer rather than by consent. However, we were unable to locate the 
consent form or other source of authority for the remaining 116 procedures – a third of those included in the audit. 

There are several reasons why so many consent forms could not be located. We discovered that some officers were 
printing consent forms from the intranet instead of using the NSW Police issue consent books. It is preferable to use 
the books, as this ensures there is a central record of consent, and includes a duplicate, which should be provided to 
the suspect. At our request FPIT has since marked the intranet form “SAMPLE ONLY.”

In our video audit, we saw that some police officers asked the suspect to sign the information sheet rather than a 
consent form. We note that NSW Police has developed consent forms which reflect the requirements of the Act and 
having the suspect sign the information sheet will not on its own meet the relevant legislative requirements.

Further, while most police officers are aware of the requirement to complete consent forms for DNA samples, it 
appears that consent forms are not always used for forensic procedures other than DNA samples. 

We have noted that NSW Police is developing a new forensic procedures register, so that information relating to 
forensic procedures can all be kept in a single book. We understand that the source of authority for the procedure 
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– the consent form or the order – will be kept in the new register, and that this should address the problems we 
encountered (or anyone else would encounter) in trying to access records of consent. The forensic procedures 
register is discussed in detail at 4.2.8.3.

7.2.3. When can police ask a suspect to consent to a forensic procedure? 

Before asking a suspect to consent to a forensic procedure, police must be satisfied that:469

• the person is in fact a suspect

• the suspect is a capable adult 

•  there are reasonable grounds to believe that the forensic procedure might produce evidence tending to 
confirm or disprove that the suspect committed an offence, and 

• the request for consent is justified in all the circumstances.

We scrutinised the way police officers use their powers to conduct forensic procedures to check whether these criteria 
are being satisfied. We found that generally, they are. However, it appears that some police officers may have, on 
occasion, asked for consent in circumstances where they should not have. 

7.2.3.1. That the person is a suspect

As discussed above, there is some confusion about the distinction between suspects and volunteers and, in 
some circumstances, whether a person is a suspect or volunteer will depend on whether the evidence supports 
a reasonable suspicion that the person committed an offence. We found that police sometimes conduct forensic 
procedures on people who appear to be suspects as though they were volunteers.470

7.2.3.2. That the person is an adult 

Before asking a suspect to consent to a forensic procedure, police must be satisfied that the person “is not a 
child.”471 Evidence obtained through a forensic procedure is still admissible if police officers breach the Act because 
of a mistaken but reasonable belief as to the age of a child.472 We are not aware of any problems police may have had 
in identifying whether a person is a child for the purpose of the Act.

7.2.3.3. That the person is a capable adult 

Before requesting a suspect consent to a forensic procedure, a police officer must also be satisfied that the person is 
not an incapable person. An “incapable person” is an adult who is incapable of understanding the general nature and 
effect of a forensic procedure, or is incapable of indicating whether he or she consents to a forensic procedure being 
carried out. An incapable person cannot be asked to consent to a forensic procedure; police must apply for a court 
order.473

It is the responsibility of police to identify whether a person is incapable for the purposes of the Act. Police officers 
may refer to the following legislation and policies to help determine whether a person may be incapable: 

•  Part 9 of the Law Enforcement (Powers and Responsibilities) Act (formerly Part 10A of the Crimes Act) deals 
with detention after arrest for the purpose of investigation. It contains a number of safeguards for certain 
“vulnerable persons,” including people with impaired intellectual functioning. “Impaired intellectual functioning” 
is defined as the total or partial loss of a person’s mental functions, a disorder resulting in learning difficulties 
or a disorder, illness or disease that affects a person’s thought processes, perceptions of reality, emotions or 
judgement, or that results in disturbed behaviour.474 

•  Schedule 2 of the Law Enforcement (Powers and Responsibilities) Regulation 2005 (formerly the Crimes 
(Detention After Arrest) Regulation 1998) sets out a number of factors police officers should consider to 
help determine whether a detained person has impaired intellectual functioning – whether the detained 
person appears to have difficulty understanding questions and instructions, to respond inappropriately or 
inconsistently to questions, to have a short attention span, to receive a disability support pension, to reside 
at a group home or institution, or be employed at a sheltered workshop, to be undertaking education, or to 
have been educated at a special school or in special education classes at a mainstream school, or to have an 
inability to understand a caution.475

•  The NSW Police Code of Practice for Custody, Rights, Investigation, Management and Evidence provides 
further guidance for officers dealing with people with impaired intellectual functioning. It adopts the same 
definition and indicators as the Law Enforcement (Powers and Responsibilities) Regulation, but includes a 
number of additional factors – whether the person identifies himself or herself as someone with impaired 
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intellectual functioning, someone else (carer, family member or friend) tells the police officer the person is 
or may be someone with impaired intellectual functioning, the person exhibits inappropriate social distance, 
such as being overly friendly and anxious to please, the person acts much younger than their age group, the 
person is dressed inappropriately for the season or occasion, the person has difficulty reading and writing, the 
person has difficulty identifying money values or calculating change, the person has difficulty finding his or her 
telephone number in a directory, or the person displays problems with memory or concentration.476

•  The NSW Police Guidelines for Police when Interviewing People with Impaired Intellectual Functioning aims to 
facilitate communication between police and people with an intellectual disability, mental illness, acquired brain 
injury or learning difficulty, whether the person being interviewed is a victim, suspect or witness.477

In our report on the first part of this review, which dealt with the DNA sampling of convicted offenders, we noted that 
the identification of incapable persons is a difficult issue. Our research strongly suggested that some incapable 
persons who had been sampled as convicted offenders had not been identified as being incapable, and accordingly 
were not afforded the protections specified under the Act.478 

We have found similar problems through our scrutiny of forensic procedures conducted on suspects and volunteers. 
Some stakeholders pointed out that different factors may affect a person’s capacity: 

A person’s capacity to make decisions may be impaired by a range of conditions including a mental illness, 
intellectual disability, dementia, brain injury or stroke. Capacity may also be impaired if the person cannot 
effectively communicate because of a disability, illness, injury or accident.479 

And further, that a person’s capacity may depend on the way the information is explained and the degree of support 
provided: 

It is not unusual for a person with an intellectual disability to agree to a certain course of action because the 
person wants to please the figure seen to be in authority. To what extent consent given in those circumstances 
could be said to be truly voluntary is open to question. [By contrast] other people with an intellectual disability 
are capable of making decisions if information is communicated in a way that is appropriate to their abilities and 
usual methods of understanding.480

The Anti-Discrimination Board argued that police should be flexible in how they provide information, and should take 
all reasonable steps to provide information and support that is appropriate to the ability of the person being asked for 
consent.481 

The Intellectual Disability Rights Service stressed, however, that a person with an intellectual disability may be able to 
understand the nature of a forensic procedure, without necessarily understanding its effect.482 We note that the Act 
defines an incapable person as one “who is incapable of understanding the general nature and effect of a forensic 
procedure.”483 This includes a person who cannot appreciate the implications and consequences of undergoing the 
procedure, for example that evidence obtained through the procedure may link the person to a particular crime, or 
that the person’s DNA profile may be put on a database and used in speculative searching against evidence from 
other crime scenes. If a person is unable to understand this, the person is incapable for the purposes of the Act. 

Some of the submissions we received raised concerns about how police identify and support people who are 
incapable for the purposes of the Act.484 The Intellectual Disability Rights Service explained:

Real difficulties arise when police are required to pick up whether a person has an intellectual disability... 
These difficulties arise largely because of: 

 • A lack of knowledge and understanding about intellectual disability on the part of police. 

 •  The fact that many people with an intellectual disability appear to understand what is being said and can 
effectively hide their disability because they generally do not wish to be identified as having a disability. 

 •  The adoption by police of inappropriate means of assessing... capacity. The practice of reading out 
the information and concluding with the question, ‘Do you understand that?’ will be of very limited utility 
where people with an intellectual disability are concerned. Many people with an intellectual disability will 
agree and say ‘yes’ they understand, when in fact they do not. This can be exacerbated by a tendency to 
want to please authority figures, such as police officers.485 

The Anti-Discrimination Board made the similar comment, that: 

The identification of suspects and volunteers who may be in need of a greater degree of assistance can be 
subjective, relying on the ability of custodial officers to recognise when assistance may be required despite the 
lack of any request.486
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The Anti-Discrimination Board expressed concern that people with disabilities which affect capacity are “particularly 
vulnerable” and suggested police officers should be given greater assistance to help determine whether a person 
may be incapable for the purposes of the Act.487

We note that many police officers told us they regularly conduct forensic procedures on suspects who appeared not 
to understand the information provided by police, although they generally attributed this to the length and complexity 
of the information rather than the capacity of the suspect. We discussed our concerns about the way forensic 
procedures are explained to suspects and volunteers above, at 6.1.2.

Through our monitoring activities, we found that police officers have made very few applications for orders authorising 
forensic procedures to be conducted on incapable persons. None of the magistrates who responded to our survey 
had dealt with an application involving an incapable person. In our audit of police local area commands, there were 
no records of any such applications, and none of the police officers we interviewed could recall ever having made 
one. In our survey of local area commands, almost every command advised either that it had never obtained a court 
order in relation to an incapable person, or did not know whether it had. One command advised it had obtained four 
orders, and another that it had obtained one. No further information about the circumstances surrounding these 
applications could be obtained.

The very small number of applications for orders made in relation to incapable people, in conjunction with comments 
by police that they regularly conduct forensic procedures on people who do not understand the information provided, 
suggests that police may not in fact be identifying people as being incapable. 

The Intellectual Disability Rights Service gave several examples of police either failing to identify a person as 
incapable for the purposes of the Act, or otherwise treating the person inappropriately. 

In January 2005 a client with an intellectual disability was arrested and taken to a police station. Police told her 
that she would have to agree to a buccal swab or three police officers would hold her down and sit on her and 
use force to pull out 10 hairs. This left the client shaking and crying. A solicitor from our service indicated to 
police that our client did not have capacity to understand the enormity of the decision and that she was not in a 
position to consent to the procedure. Police asked the solicitor to put this view in writing, which he did. Police 
said that the custody sergeant could order that the procedure occur by force. The IDRS solicitor was then called 
away to assist another client but requested that police do nothing until a witness was present from our Criminal 
Justice Support Network... Police did not ultimately proceed with the taking of hairs. Police made an application 
to court but there is no outcome as yet.488

Another incident involved a suspect charged with a serious assault matter, who had an acquired brain injury and a 
mental illness: 

Police requested that he provide a sample by buccal swab. The support worker assisted the suspect to obtain 
telephone legal advice. The police officer proceeded to read out word for word the required (s 13) information. 
He/she said that the suspect would probably not understand but that he/she would read out the information 
anyway. The support person then proceeded to explain the s 13 information in a way that the suspect could 
understand.489 

The Intellectual Disability Rights Service commented that the police officer had a poor understanding of how to 
communicate effectively with a person with an intellectual disability, and that if the support person had not been 
present to explain the information in a more appropriate way, the suspect may have consented to the procedure 
without understanding its nature or effect.490 

Through our monitoring activities, we also came across instances where it appears that the person being asked to 
consent to a forensic procedure may have been incapable.
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Case Study 15

An elderly woman was holding her purse while waiting for the bus. A young man asked her for money and 
when she declined, grabbed her purse. A struggle ensured, during which the man indicated a number of burns 
on his arm, which he said he had done himself, and threatened to do the same to the woman if she did not let 
go of her purse. She eventually let go, and the man ran off. Several bystanders chased the man and held him 
on the ground until police arrived. Police arrested the man and recorded that while in custody, he continually 
cried, punched himself in the head, and at times became aggressive. Police decided not to interview the man 
on account of “his rather odd behaviour.” However, they did ask him to consent to a forensic procedure, which 
he did. Police then took a number of photographs of the man.491

We note with concern that in these instances police conducted forensic procedures by consent, when it appears from 
the circumstances described that it may have been necessary to seek a court order before proceeding.

The legislation and policies referred to above should assist officers in identifying and dealing with incapable people. 
However, neither the Act nor the NSW Police SOPs for forensic procedures provide any information to assist officers in 
determining whether a person is incapable for the purposes of the Act. The Act sets out a test, but not a procedure for 
identifying whether a person is capable of giving informed consent. 

Recommendation 17

The forensic procedure SOPs include guidelines on identifying and communicating with incapable people. 
These guidelines should be established in consultation with the Guardianship Tribunal and disability advocates 
and should cover the information and factors to be considered in assessing a suspect or volunteer’s capacity.

Recommendation 18

NSW Police provide further training and guidance to police officers on the practical and legal considerations in 
dealing with ‘incapable persons’ under the Crimes (Forensic Procedures) Act 2000.

NSW Police does not support recommendation 17 on the basis that “any such progression should be considered in a 
general nature from an organisational viewpoint.”492 However, it supports recommendation 18, and has advised it will 
“examine current training material with a view to improving aspects relating to incapable persons”.493

7.2.3.4.  That the forensic procedure might produce evidence confirming or disproving the suspect 
committed an offence

Before asking a suspect to consent to a forensic procedure, police must be satisfied that there are reasonable 
grounds to believe that the forensic procedure might produce evidence tending to confirm or disprove that the 
suspect committed an offence, another offence arising out of the same circumstances, or another offence in respect 
of which evidence likely to be obtained as a result of carrying out the procedure on the suspect is likely to have 
probative value.494 

If the relevant offence is an indictable offence, police may request consent to any type of forensic procedure. If the 
relevant offence is a summary offence, for example offensive conduct or language, possession of a knife in a public 
place or defacing walls with graffiti,495 police may only request consent to a non-intimate forensic procedure.496 This 
means that police can only request a DNA sample if there are reasonable grounds to believe that it might produce 
evidence tending to confirm or disprove that the suspect committed an indictable offence. An indictable offence can 
include property, drug, personal violence, fraud and arson offences,497 and can be dealt with by the District Court 
before a judge and jury. Some indictable offences can be dealt with in the Local Court by a magistrate unless either 
the accused person or prosecuting authority elects to have the matter heard in the District Court. 
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We found that forensic procedures are normally conducted in circumstances where there are reasonable grounds to 
believe the procedure might produce evidence tending to confirm or disprove that the suspect committed an offence. 
The following case studies illustrate the types of circumstances in which police have conducted forensic procedures.

Case Study 16

Police were speaking to a 19 year old man when they saw him move something under a shrub with his foot. 
Police subsequently retrieved a car CD player, which had been stolen from a car nearby. It had some blood on 
it. A short time later, the young man went to the police station and said that he wanted to confess to a crime. 
He was cautioned, arrested and interviewed. He said that he had acted as a look out when two men he did not 
know broke into the car and stole the CD player. He said he did not break into the car or remove the CD player. 
The young man had cuts on his fingers, and had blood on his shirt and jacket. Police asked the young man to 
provide a DNA sample, which he did.498 

Case Study 17

A 24 year old man was dancing with a woman in a club when another man walked towards him, lunged out 
and hit him in the chin. The man’s face bled profusely and he had to go to hospital, to have a 20 cm cut on his 
face surgically repaired. A witness reported seeing the attacker drop a glass after he had lunged at the man. 
Police interviewed a suspect, who admitted being in an altercation but denied hitting the man with a glass. 
The suspect had a cut on the webbing of his right hand, and blood on his clothes. Police conducted various 
forensic procedures, taking a DNA sample, photographing the suspect’s injured hand, examining his injuries 
for fragments of glass and retaining his clothing so the blood on it could be analysed. Police also recovered 
some broken glass from the scene which was retained for fingerprint and DNA testing.499

However, some forensic procedures appear to have been conducted in circumstances where it would not appear that 
the procedure would produce evidence tending to confirm or disprove the suspect committed an offence. 

Case Study 18

A woman was staying at a friend’s house. She slept on a divan next to a man who was also staying there. 
The following day, the woman reported that she had been sexually assaulted in the early hours of the morning. 
She was medically examined and provided a DNA sample to investigating police. She informed police that 
she had recently been diagnosed with cervical cancer and was still recovering from a recent operation. 
Police interviewed the man, who admitted having sex with the woman but said that it was consensual. 
He too provided a DNA sample, and was then charged with having sexual intercourse without consent.500 

DNA evidence is useful in the investigation and prosecution of sexual assault matters where the identity of the 
perpetrator is at issue. However, where the suspect admits having sex with the complainant, it is difficult to see how 
taking a DNA sample might produce evidence tending to confirm or disprove that the suspect committed the offence. 

We also found matters where there was considerable direct evidence implicating a suspect, and it is not clear from 
the information available how the forensic procedure might produce evidence confirming or disproving the suspect 
committed the offence. As one magistrate asked, “If a DNA analysis of a blood stain is, for example, only to prove 
the defendant was at the scene when ten witnesses say he was and he admits being there then what is the point?”501 
Legal Aid NSW raised similar concerns.502

During our audit of local area commands, some police officers advised they did not take DNA samples from suspects 
who are caught in the act: “Not everybody’s getting tested – we’re pretty stringent with that part of the Act.”503 Some 
advised they only consider asking for a DNA sample if it is needed to prosecute the person, or where police suspect 
the person has committed other offences and a DNA sample might confirm the person’s involvement. 
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Even where there is direct evidence of a suspect’s involvement, police may be of the view that forensic evidence is 
needed to bolster the prosecution case. However, we found through our monitoring activities that some police officers 
have asked suspects to consent to forensic procedures, in circumstances where there is direct evidence of the 
suspect’s involvement, and the procedure did not appear to be of any investigative or evidentiary value.

Case Study 19

A member of university staff was on the way towards an office area when he saw a man urinating on a wall, in a 
staff only area. The member of staff approached the man and asked if he was all right. The man turned around 
and punched the member of staff in the face. The man and the member of staff continued to struggle, and 
more punches were thrown. University security arrived and separated the two. The man was extremely abusive 
towards the security officers. The man was detained by security until police arrived, when he was arrested and 
taken to the police station for questioning. At the police station the man was asked to provide a DNA sample 
by buccal swab. He indicated that he did not consent to the procedure so a hair sample was taken.504 

Case Study 20

A 21 year old man indicated to sales staff in a telecommunications shop that he wanted to buy a mobile phone 
on a $150 a month plan, for his girlfriend. He produced a number of forms of identification and staff prepared 
the appropriate documentation, which the man then signed. During this process, staff became suspicious 
about the whether the identification produced actually belonged to the man, and called police. Police arrived 
and spoke to the young man. Without warning, the young man ran from the shop. Police chased him to the 
car park, where they saw a car driving very fast from the car park. Police stopped the vehicle, and requested 
that the driver open the boot, which he did. The young man was lying in the boot, taking off the clothes he had 
been wearing. Police searched the vehicle and found, in the boot, the forms of identification the young man 
had produced in the shop and a business card from the telecommunications shop. After making inquiries 
police established that the identification actually belonged to a man who had lost his wallet some months 
before. The young man was arrested and taken to the police station. He declined to be interviewed but agreed 
to provide a DNA sample. Police took the sample by buccal swab and charged him with fraud.505 

It is possible that investigating police officers may have had other reasons for taking the DNA samples, which are 
not set out in the COPS records on which the case studies are based. For example, if police suspected the man they 
charged with fraud had stolen the wallet in circumstances where DNA evidence was available for comparison, this 
may be sufficient grounds for believing the procedure might produce evidence tending to confirm or disprove that 
the suspect committed that offence. Without further information it is not possible for us to determine whether in fact 
there were reasonable grounds for conducting the procedure, but we stress that before asking a suspect to consent 
to a forensic procedure, police must have reasonable grounds to believe that the procedure might produce evidence 
tending to confirm or disprove that the suspect committed an offence. 

Legal Aid NSW also expressed concern about forensic procedures being conducted on suspects after they have 
entered a plea of guilty.506 We are not aware of any specific instances of this occurring. We note however that police 
may request consent to a forensic procedure on the basis that it may confirm or disprove that the suspect committed 
another offence.507 For this reason, the fact a suspect has pleaded guilty to an offence does not preclude police from 
requesting consent to a forensic procedure.

In determining whether there are reasonable grounds to believe the procedure might produce evidence confirming 
or disproving the suspect committed an offence, police must also consider what the sample will be used for. Taking 
a DNA sample from a suspect will not confirm or disprove that the suspect committed an offence unless there is a 
comparison sample available, from a crime scene or from a victim. On this point, Legal Aid NSW submitted: 

Many applications by police are premature, as suitable comparisons will not be available until a later date, or 
may never be available.508
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We disagree that a comparison sample must be available at the time police request the suspect to consent to the 
procedure. It may be some time before the laboratory can extract a usable DNA profile from the relevant crime scene 
exhibits. However, to ask a suspect to consent to a forensic procedure, there must be some factual basis for the belief 
that it might produce evidence confirming or disproving that the suspect committed an offence.

This issue was considered recently in Walker v Budgen (2005), an appeal against a court order authorising police to 
take a DNA sample from a 14 year old in relation to an aggravated robbery.509 The court allowed the appeal on the 
basis that police had not provided any evidence that biological material had been obtained from the crime scene, 
emphasising that there must be a factual foundation sufficient to constitute reasonable grounds for the belief that the 
forensic procedure might, in those circumstances, produce evidence confirming or disproving the suspect committed 
the offence. The court rejected the submission that the expression “might produce” denotes “a relatively low threshold 
of probability.” Rather:

The expression... ‘might produce’ cannot be divorced from the preceding expression ‘reasonable grounds 
to believe’... Firstly, the notion of a belief is a different concept from suspicion. Facts that can reasonably 
ground a suspicion may be substantially less than would be reasonably required to ground a belief. Secondly, 
although a reasonable suspicion involves less than a reasonable belief, nonetheless, it still requires more than a 
possibility.510

The court also emphasised that the process of consideration required by the Act entails an assessment of existing 
facts, and “is not merely a ritualistic one to be addressed in a peremptory fashion without due regard to the import of 
those provisions.”511 

Through our investigation of DAL, we followed up the results of 145 of the DNA samples taken from suspects which 
were included in our audit of local area commands. DAL advised that DNA analysis could not be conducted in 
relation to four of these, in three because no biological material could be found on the crime scene sample, and in 
one because police did not submit any crime scene evidence for analysis (see case study 21).512 If there is no crime 
scene evidence to submit for analysis, then there are no reasonable grounds for believing that taking a DNA sample 
might produce evidence tending to confirm or disprove that the suspect committed an offence. It is of concern that 
police are conducting forensic procedures in these circumstances. 

Case Study 21

A man in central western New South Wales spent several nights shooting pigs and kangaroos with his friend 
and his friend’s father. One night, while his friend was retrieving a carcass, the man shot his friend in the 
abdomen. The victim’s father asked why he did this and he replied that the victim had raped his mother, 
sister and grandmother. The victim died in the early hours of the morning. The man had chronic paranoid 
schizophrenia, which had not been diagnosed at the time of the shooting. At trial, the court found that the 
shooting was a reaction to the sudden onset of a florid psychotic episode. 

Police arrested the man after the victim’s father told them what had happened. The man declined to be 
interviewed, but provided a DNA sample by consent. He was then charged with murder and remanded in 
custody. Police did not submit any exhibits for DNA analysis in connection with the case.513 

We note the FPIT website instructs officers: 

You cannot legally obtain a DNA sample from a suspect unless there is biological material at the crime scene, 
on the victim, or on some other object or item connected to the offence, against which the suspect’s DNA 
can be compared. If the crime scene etc has not yet been examined, you will need to make an objective 
assessment of the likelihood of biological material being found during such an examination.514

We agree with this approach. In addition to the issues of fairness and appropriateness, DNA samples taken with 
no probative value are a waste of money and contribute to the backlog of work at the DNA laboratory. From every 
perspective, this approach should be discouraged.

7.2.3.5. That the request for consent is justified in all the circumstances

Although the Act requires that a request for consent be justified in all the circumstances, it does not provide any 
guidance on how to determine whether a request for consent is justified or not. By contrast, the Commonwealth 
forensic procedures legislation requires police to balance the public interest in obtaining evidence against the public 
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interest in upholding the physical integrity of the suspect. It also specifies a number of factors police must consider 
in conducting this balancing exercise, including the seriousness of the offence, the circumstances surrounding its 
commission, the degree of the suspect’s alleged participation, personal characteristics of the suspect (including 
age, health, cultural background), whether evidence of the suspect’s involvement in the offence can be gained in a 
less intrusive way, and other relevant matters.515 The 2000 model bill for forensic procedures contained guidelines 
for balancing the competing public interests, but these were not ultimately included in the New South Wales Act. The 
model bill is discussed in detail in section 3.2 of this report.

Some of the submissions we received raised concerns about forensic procedures being conducted in circumstances 
where they are not warranted.516 Some recommended that guidelines be developed to assist police officers in 
determining whether a forensic procedure request is justified.517 We note that the Legislative Council Standing 
Committee on Law and Justice has previously recommended that guidelines to assist police officers in determining 
whether a request of order for a DNA sample is justified in all the circumstances be inserted into the New South Wales 
Act.518 

Despite the calls for further guidance about when a request for consent will be “justified in all the circumstances,” 
our research does not suggest this would be of significant value. While we did find instances of forensic procedures 
which appeared unwarranted, this was because other criteria were not satisfied, for example where the person 
was not a suspect, or there were no reasonable grounds for believing the procedure would confirm or disprove the 
suspect committed an offence. We also note that the discussion above only deals with whether a request for consent 
by a suspect to a forensic procedure is “justified in all the circumstances”. Whether conducting a forensic procedure 
in the absence of consent is justified raises very different issues, which we address below, at 7.2.6. 

7.2.4. Factors affecting whether a suspect consents to a procedure 

In our work scrutinising the operation of the Act, we identified a number of different factors which affected a suspect’s 
decision to consent to a forensic procedure, including: 

• a wish to cooperate with police 

•  a desire to show the suspect has nothing to hide: “I’ve got nothing to hide and I know this will clear me... I'm 
innocent and forensics will prove that.”519

•  a belief that there is no choice about the matter and the procedure will be conducted regardless: “I had to do 
it. You would get a sample anyway.”520

•  the threat of being subjected to a more painful procedure, on the basis that police may order a hair sample be 
taken if a person does not consent to a buccal swab

• fear that police may take a sample by force, and 

•  the length of time spent in police custody and a desire to be released as soon as possible: “I want it done to 
get out of here.”521 

Several submissions we received raised concerns about suspects undergoing forensic procedures without having 
given properly informed consent. Legal Aid NSW advised that: 

In general our clients do not sufficiently understand the nature of the procedure and their option not to consent... 
For example, clients often indicate that they were scared that police would forcibly take samples from them, 
which they try to avoid by consenting to the procedure.522

The NSW Department of Aboriginal Affairs similarly commented: 

There is anecdotal evidence that some police officers are advising suspects that if they don’t consent to a 
buccal swab the police have the power to use reasonable force to take a sample of growing hairs. In such 
cases a suspect would be misled as to their rights to decline to participate in DNA forensic procedures.523

Our monitoring of police suggests these concerns are well founded. In particular, we found that most police officers 
do not appreciate that the criteria for requesting consent and for making an order are quite different. First, to ask for 
consent to a procedure, the police officer need only suspect on reasonable grounds that the person has committed 
an offence.524 But to order a procedure be carried out in the absence of consent, the police officer must be satisfied 
that “there are reasonable grounds to believe that the suspect committed an offence,”525 which creates a much 
higher threshold. Although a reasonable suspicion involves more than a mere possibility, and must have some factual 
basis, it involves less than a reasonable belief.526 Second, to ask for consent to a procedure, the police officer must 
be satisfied that “the request for consent to the procedure is justified in all the circumstances.”527 However, to order a 
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procedure be carried out, the police officer must be satisfied that “the carrying out of the forensic procedure without 
consent is justified in all the circumstances”528 – which is quite different. Carrying out a forensic procedure against a 
person’s will is much more intrusive than merely asking for consent to a procedure. It is, in effect, an assault. Another 
difference is that to order a procedure be carried out a suspect must be under arrest.

We found that some officers do not fully understand these differences and regard the consent process as an 
opportunity for the suspect to elect how a DNA sample will be taken – by buccal swab if the suspect consents, 
otherwise by hair sample – rather than an opportunity for the suspect to decline to undergo the proposed procedure. 

It’s strange – you ask people for their consent but if they say no, you can get it anyway.529

I find the whole concept of consent for forensic procedures illogical.530

Further, many officers see it as their role to encourage suspects to consent to a forensic procedure. One explained:

I always have a word before going in to gauge whether they’ll do it... Generally you talk people around. When 
they realise you can get it, they come round. So I have a fair idea before going in whether they’ll consent. [I tell 
them] let’s just do the swab – otherwise it’s going to be painful for you.531

Another officer explained that he tells suspects:

We can do this the pleasant way or the unpleasant way, either way we’ll do it, so you may as well [consent].532

We found other evidence of police officers convincing suspects to consent to forensic procedures when initially they 
declined. A number of officers had written on consent forms, as to whether the suspect consented or not, “No Yes.” 
Others crossed out consent forms which indicated the suspect did not consent, and on the following form indicated 
they did. For example, one form we examined indicated that when asked whether he consented to the carrying out of 
a forensic procedure, the suspect replied, “I object to it. No.” The form was crossed out and marked “see next entry.” 
The following form indicates that the suspect, when asked again whether he consented to the procedure, replied, “I 
object to it but you’re going to do it anyway,” and when asked whether he consented to it, replied “Yes.” There are 
also many references in COPS records to suspects changing their minds about consenting to procedures. 

Case Study 22

Police arrested an Aboriginal suspect in relation to an assault. When reading out the information sheet, the 
testing officer said, “There’s a lot, isn’t there?” The suspect replied, “I can’t get it in my head.” When the testing 
officer referred to the suspect being under arrest, the suspect said, “I still don’t personally know that I’m under 
arrest.” The testing officer told the suspect, “You are under arrest, you’ve been told that you’re under arrest, 
informed of your rights and you’ve also been interviewed.” The suspect replied, “I’m sorry, I’m a bit slow, but 
I don’t understand, OK?” The suspect initially consented to a forensic procedure, but then withdrew consent 
before signing the consent form. The testing officer got a senior officer to come in, who told the suspect he 
would be held in custody until police obtained a court order authorising the procedure to be conducted. The 
suspect did not seek legal advice. He eventually signed the consent form rather than remain in custody any 
longer. He did not seek legal advice about the forensic procedure.533

Case Study 23

Police arrested a suspect in relation to an assault and affray. The suspect agreed to be interviewed about the 
matter and admitted being present but denied any involvement in the offence. COPS indicates that he “initially 
declined to consent to a forensic procedure, however changed his mind prior to the Senior Officer order being 
made.” Police took a DNA sample by consent, and then charged him with the offence.534

The Police Association of NSW has suggested that the request for consent be simplified, and that officers should ask, 
“‘Will you consent – Yes/No?’ followed by, ‘Do you understand that if you do not consent, police will endeavour to take 
a sample by force – Yes/No?’”535 We do not agree to this approach, however, because: firstly it does not reflect the 
substantially different criteria which must be satisfied before police can order that a sample be taken in the absence 
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of consent; and secondly, it suggests that police are using the threat of force to persuade people to undergo forensic 
procedures hence possibly negating that consent was voluntary.

7.2.5. Should buccal swabs be available where senior police order a DNA sample?

In our survey of local area commands, some officers recommended that buccal swabs be available where a senior 
police officer orders a DNA sample be taken.536 We strongly agree that this option should be available. We note that 
buccal swabs can already be taken by order, where the forensic procedure is authorised by a court.

We found evidence that some suspects consent to a buccal swab in order to avoid having a DNA sample taken by 
hair sample, which is more painful. One police officer we interviewed described a matter where a suspect’s solicitor 
advised the suspect not to consent to a buccal swab, but to provide a hair sample if police made an order authorising 
the procedure. The suspect told his solicitor that he could come to the police station and have his hair ripped out if he 
wanted to, but that he was not going to. The suspect consented to the buccal swab.537

Further, as discussed in section 8.9 of this report, we found that very few of the several hundred hair samples which 
were taken from suspects actually involved the use of force (other than the force required to obtain a hair sample). 
It is clear that in almost all cases where a hair sample was taken, the same result could have been achieved, at 
greater convenience to police and the person undergoing the procedure, had a self administered buccal swab been 
taken instead.

Equivalent legislation in some other jurisdictions allows the person providing the sample to choose how the sample 
will be taken.538 Alternatively, some specify that DNA samples can be taken by buccal swab, hair sample, blood 
sample or pubic hair sample, and that a latter procedure cannot be conducted unless it is impracticable to use one 
of the former.539 

In our view, police officers in New South Wales should be able to conduct the least intrusive procedure available in 
the circumstances, rather than tie the type of procedure to whether consent is provided or not. Hair samples should 
only be taken if a person is uncooperative and refuses to provide a sample by buccal swab, even if ordered to do so. 
The availability of buccal swabs by order of senior police officer may also result in officers considering whether orders 
authorising forensic procedures should be sought instead of trying to convince suspects to consent. 

In our report on the DNA sampling of convicted offenders, we recommended that the Act be amended to allow 
serious indictable offenders to provide DNA samples by buccal swab, if ordered to provide a DNA sample.540 
We reiterate this recommendation in relation to suspects. 

7.2.6. Doing away with consent altogether 

Some police officers have argued that DNA samples should be taken as part of the charge process, like fingerprints 
and photographs, and that consent should not play any role: “It should simply be that where someone is arrested etc 
for an indictable matter they have to supply a DNA sample.”541

Being able to conduct forensic procedures without consent as a matter of course would represent a significant 
departure from the current legislative regime. The courts have pointed out that a forensic procedure “necessarily 
involves, to a greater or lesser extent, some invasion of the personal privacy and personal bodily integrity of the 
person concerned.”542 Providing information about a proposed forensic procedure and asking for consent gives 
suspects a sense of control, as they can participate in the decision about whether to permit this invasion in order 
to assist law enforcement authorities. 

In our report on the DNA sampling of convicted offenders, we recommended that the consent provisions applying 
to serious indictable offenders be removed from the Act.543 However, serious indictable offenders are automatically 
eligible for DNA sampling, and the consent provisions are quite artificial. By contrast, suspects are not automatically 
eligible for DNA sampling or other forensic procedures, and are entitled to decline to consent to the procedure. 
Refusal to consent requires police to consider very carefully whether the proposed procedure is warranted –in 
particular whether there are reasonable grounds to believe the procedure might produce evidence tending to confirm 
or disprove the suspect committed the relevant offence, and whether conducting the procedure without consent 
is justified in the circumstances. While it is ultimately a matter for the Parliament, nothing in this review evidences a 
strong need for altering the present consent requirements. 
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7.2.7. What if consent is withdrawn? 

The Act provides that if a person withdraws consent before or during the carrying out of the procedure, the person is 
deemed to have refused to consent to the procedure, and it cannot proceed except by order of a senior police officer 
or a court.544

Some submissions raised concerns about what may happen to any forensic material which may have been obtained 
before consent was withdrawn.545 Legal Aid NSW suggested that any forensic material obtained before consent is 
withdrawn should have to be destroyed, and that a court could order that it be retained if satisfied that the probative 
value of the evidence would otherwise be lost. 

In practice, we found that if a suspect withdraws consent before or during a forensic procedure, police would only 
proceed by order of a senior police officer or a court. 

Case Study 24

A man was arrested after assaulting security officers at a university. Police asked him to provide a DNA sample 
by buccal swab, and he declined. Police explained that a senior officer could make an order to take a DNA 
sample if he did not consent. The man again declined to provide a sample by buccal swab but changed his 
mind before a hair sample was taken. Police recorded his consent on video and began to take the swab. 
However, the man withdrew consent. A senior officer from another police station attended and made an order 
for a DNA sample to be taken by hair sample, and the hair sample was taken.546

The Act already provides that if a person withdraws consent before or during a forensic procedure, police cannot 
proceed unless they obtain an order. There is no provision for a person withdrawing consent after the procedure has 
been conducted. In our view this is not required. 

7.2.8. Concluding comment

There are a number of factors which are impacting on police processes to obtain DNA or other forensic samples 
by consent. These include the fact that inexperienced officers are undertaking procedures, and the complexity of 
information required to be given. We have made a number of recommendations to address these issues, in particular 
Recommendations 3 and 10. The only substantial matter raised here that requires further response is the issue of self 
administered buccal swabs:

Recommendation 19

The Crimes (Forensic Procedures) Act 2000 be amended so that a senior police officer order can authorise a 
suspect to provide a DNA sample by self-administered buccal swab. 

Both NSW Police and the Attorney General’s Department support this recommendation.547 The Attorney General’s 
Department also advised it is already being implemented:

My Department is currently instructing in the preparation of a Bill that will include self-administered buccal swabs 
in the definition of “non-intimate forensic procedure”. The Bill as currently drafted will also specifically provide 
(both in relation to serious indictable offenders, and suspects) that a senior police officer who is considering 
whether to order the taking of a sample by removal of hair, or by self-administered buccal swab, must take the 
option of self-administered buccal swab, unless the person from whom the sample is to be taken has indicated 
that he or she will not perform a self-administered buccal swab (or indicates that he or she prefers to have the 
sample taken by removal of hair).
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7.3. Suspects: proceeding by order of a senior police officer 

7.3.1. Criteria for making an order

A senior police officer, being a police officer of, or above, the rank of sergeant548 may order the carrying out of a 
non-intimate forensic procedure on a suspect under sections 18 and 19 of the Act. The orders can be made once the 
senior police officer is satisfied that the following conditions in section 20 of the Act have been met:

• the suspect has not consented to the procedure 

• the suspect is under arrest

• the suspect is not a child or incapable person

•  there are reasonable grounds to believe that the suspect committed an offence, or another offence arising out 
of the same circumstances, or another offence in respect of which evidence likely to be obtained as a result of 
carrying out the procedure is likely to have probative value

•  there are reasonable grounds to believe the forensic procedure might produce evidence tending to confirm of 
disprove that the suspect committed such an offence, and 

• the carrying out of the procedure without consent is justified in all the circumstances.549 

It is important to note, as discussed above, that the criteria for ordering a procedure and for requesting consent to a 
procedure are different – first, because there must be reasonable grounds to believe (as opposed to suspect) that the 
suspect committed the offence; and second, police must be satisfied that conducting the procedure in the absence 
of consent is justified in all the circumstances (as opposed to the request for consent being justified). 

Under section 21 of the Act, these orders can be made by the senior police officer in person, or if this is not 
practicable by telephone, radio, telex, facsimile or other means of transmission. The suspect, or any legal 
representative or interview friend of the suspect are to be provided the opportunity to make a submission to the senior 
police officer making the order. These submissions can be made either orally or in writing depending on the format 
the senior police officer order will take. If a senior police officer does make an order for a hair sample to be taken from 
a suspect, the officer must, as soon as practicable after the order is made, record the date and time the order was 
made together with his or her reasons for making the order and provide a copy of the order to the suspect.550

7.3.2. How often are forensic procedures conducted by senior police officer order? 

NSW Police has developed a form for senior police officers to fill in when ordering forensic procedures. The form sets 
out the relevant test but does not allow any provision for the senior police officer to record the reasons for making 
the order.

We sought to review how often forensic procedures are conducted by order of a senior police officer, as opposed 
to by consent or by order of a court. However, we found very limited information about procedures conducted by 
order of a senior police officer. The local area commands we audited usually kept such orders on the individual briefs 
of evidence, and did not keep any central record. We were able to identify procedures which had been conducted 
by order of senior police officer only because one of the officers present during our audits remembered the details, 
or because it was apparent from the video that a senior police officer order had been made. In some cases it was 
unclear whether a procedure was conducted by consent or by order, because police had completed a consent form, 
but recorded on it that the suspect did not in fact consent. Often there was no way of checking whether a senior 
police officer order had been made.

We also asked each local area command in our survey, how many of its forensic procedures had been authorised by 
order of a senior police officer. 21 commands advised they had not conducted any forensic procedures by order of a 
senior police officer, and 32 commands advised they had. 27 commands were unable to provide this information, as 
they did not keep any central record of procedures conducted by order: 

There are no records held which indicate on what basis the forensic procedure was taken.551

The data presented is presented as the best estimate in many cases, and may not reflect the exact position.552

The answers have been supplied based on recollection only, and as no recollection of such events occurring I 
can only assume that the answer is nil.553
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Again, we know that only a small proportion of DNA samples are taken by order of senior police officer, as the vast 
majority are taken by buccal swab. There is no way to gauge what proportion of forensic procedures other than DNA 
samples were taken by order of a senior police officer. 

We also asked each command on how many occasions senior police officers had refused to make an order 
authorising a forensic procedure, on request from another officer. Only one command indicated this had occurred. 
The others either did not know (35 commands) or advised it had not occurred (44 commands). In our interviews with 
officers, some indicated that if there is any doubt about whether a senior police officer order can be made in the 
circumstances, they would apply for a court order to authorise the procedure.554 

We expect that record keeping will improve with the forensic procedures register the NSW Police Audit Group is 
developing, as we understand officers conducting procedures will have to include a copy of the source of authority 
(consent form, police order or court order) for each procedure. 

7.3.3. Circumstances in which senior police officer orders are made 

We sought to review the circumstances in which senior police officers ordered suspects to undergo forensic 
procedures, to determine whether the legislative test was properly applied and accordingly, whether the procedures 
were properly authorised. In our survey of local area commands, we asked each command for details of any senior 
police officer orders made, and reviewed the relevant event narratives on COPS. During our audit of local area 
commands, we reviewed each of the orders the command was able to locate. The following case studies illustrate 
the types of circumstances in which police have ordered suspects to undergo forensic procedures.

Case Study 25 

A homeless man died after being bashed in a park one night. After interviewing a number of witnesses, police 
identified and arrested a suspect. The suspect declined to be interviewed and did not consent to having his 
photograph or DNA taken. A senior police officer made an order authorising the procedures be conducted and 
the photo and hair sample were taken.555

Case Study 26 

Police heard an alarm sounding and drove towards the place it was coming from. They saw two people 
crouching outside a newsagent putting things into a bag. The two people ran off when police approached, and 
police saw the glass door of the newsagent was broken. A short time later, police stopped a man nearby, who 
was breathing heavily and sweating. On the footpath nearby police found a green garbage bag, containing 35 
packets of cigarettes. Police arrested the man, who declined to be interviewed or provide a DNA sample. A 
senior police officer authorised a hair sample to be taken.556

Case Study 27 

A suspect was arrested several days after the Redfern Riots of February 2004. It appeared that the clothes 
he was wearing may have been the same as those worn during the incident. Police sought to photograph 
the suspect’s face and body, while he was in the clothes in question, but the suspect did not consent to the 
procedure. A senior police officer made an order authorising the procedures to be carried out. 
The photographs were taken and the suspect was subsequently charged.557 

From the information available, the orders we reviewed appeared to have been warranted in the circumstances. 
However, our capacity to determine whether the legislative test was properly applied and accordingly, whether the 
procedure was properly authorised, was limited first by the fact that no central records of orders were kept; and 
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second because the orders we were able to locate contained very little information. They included objective details, 
like the suspect’s name and the type of procedure. But there was no record of the reasons supporting the decision to 
conduct the procedure, in particular the grounds for believing the suspect committed the offence, or the reasons why 
carrying out the procedure without consent was justified in all the circumstances.558 Without this information, we were 
unable to determine whether the procedure was properly authorised. In our view, there would be considerable merit in 
the person making the order recording:

• what the reasonable grounds are for believing that the suspect committed an offence 

•  what the reasonable grounds are for believing that the procedure might produce evidence tending to confirm 
or disprove that the suspect committed the offence, 

•  whether it was possible to give the suspect the opportunity to provide a submission, and if so, the nature of the 
submission, and 

• why the carrying out of the procedure without consent is justified in all the circumstances.

Recording the reasons for making an order would be of benefit to NSW Police because it would demonstrate that 
the senior officer making the order had sufficient knowledge of the circumstances before deciding to order a forensic 
procedure. 

As with the requirement that police only request consent in circumstances where it is justified, we are of the view that 
further guidance should be given to police officers about when carrying out a forensic procedure without consent will 
be justified in all the circumstances. This is consistent with the view of the Legislative Council Standing Committee on 
Law and Justice.559 

Justice Kirby has commented on this matter: 

Amongst the considerations which need to be taken into account in placing effective controls over the 
procurement of body samples from individuals for DNA testing [is] that where an individual objects to the 
provision of a body sample, whether for DNA testing or otherwise, such objection is decided by reference to 
legal criteria which take into account the need to establish a strong reason to authorise the state to extract a 
body sample from a suspect in the face of that person’s non-consent.560 

The model code suggests that, before ordering a forensic procedure, the senior police officer should consider, 
in addition to the issue of non-consent, the seriousness of the offence and the circumstances surrounding its 
commission, the degree of the suspect’s alleged participation, whether evidence of the suspect’s involvement in 
the offence can be gained in a less intrusive way, any reasons given for refusing consent and, in the case of DNA 
samples, whether a comparison sample from the crime scene has been or is going to be obtained. This is perhaps at 
least some appropriate guidance to senior police officer when considering an order.

Recommendation 20

The form used for recording senior police officer orders be amended so that the senior police officer who 
makes an order authorising a forensic procedure can record their reasons for believing the suspect committed 
an offence, the grounds on which the officer believes the procedure might produce evidence tending to 
confirm or disprove that the suspect committed the offence, and the reasons why carrying out of the procedure 
without consent is justified in all the circumstances. The amended form should also include information about 
any submissions received from the suspect, their legal representative or interview friend. Any amended form 
for senior police officer orders should also be included in the proposed forensic processes book.

Recommendation 21

The Crimes (Forensic Procedures) Act 2000 be amended to provide clearer guidance to senior police officers 
about when carrying out a forensic procedure without consent will be “justified in all the circumstances”, 
including factors which must be considered in making this decision.
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NSW Police does not support recommendation 20, on the basis that it “would add additional unnecessary delay and 
workload to the process for undertaking a forensic procedure.”561 We believe that a record of the decision making 
process for senior police officer orders should be documented. Given that the matters we have outlined must be 
considered by the senior police officer, requiring a brief note recording the matters cannot conceivably result in 
unnecessary delay and workloads. It will, however, ensure compliance with legal obligations under the Act.

NSW Police supports recommendation 21.562

7.3.4. Soliciting consent as an alternative to making an order 

As discussed above, police officers appear to sometimes seek to convince suspects they should consent to a 
proposed procedure, or police will simply make an order and carry it out anyway. We found evidence of this in 
the very low number of procedures conducted by order, through interviews with officers who saw it as their role to 
persuade suspects to consent, and in the many references in consent forms and COPS records to suspects initially 
declining to undergo forensic procedures, and then changing their minds at some point while in police custody. We 
recognise that in the case of DNA samples, many officers are acting in good faith, on the basis that the suspect 
should be convinced to consent to a buccal swab to avoid having a hair sample taken. 

The Act clearly anticipates that if a suspect does not consent to a forensic procedure, whether a DNA sample or 
another type of procedure, police should not proceed without an order. Our recommendation 19, about making 
buccal swabs available in the case of senior police officer orders, may go some way towards encouraging officers to 
seek orders by senior police officers in circumstances where suspects do not consent to procedures.

As an additional safeguard, consideration could be given to amending the Act to require any senior police officer 
making an order for a forensic procedure to be independent of the investigation. This in conjunction with our 
earlier recommendation regarding the recording of the reasons for making the order would ensure the process is 
transparent.

Recommendation 22

The Crimes (Forensic Procedures) Act 2000 be amended to require a senior police officer making an order 
under sections 18 or 19 to be independent of the investigation.

NSW Police does not support this recommendation, on the basis that it is unnecessary.563 However, the Attorney 
General’s Department advised it has no objection to the recommendation, and commented:

It appears to be implicit in the legislative scheme that the senior police officer exercising the power of 
considering whether to make an order must act objectively according to the statutory criteria, and so does not 
have carriage of the investigation in relation to which the order is being sought.564

This is consistent with our own view, and should be made clear in the Act.

7.3.5. How senior does an officer have to be to authorise a forensic procedure? 

The Act specifies that a “senior police officer” means a police officer of or above the rank of sergeant.565 Some 
officers have asked whether this includes an officer who is an acting sergeant. The Police Association of NSW gave 
the following example: 

The suspect refused to take part in the conducting of the forensic procedure, so he had the supervisor in charge 
of the station at the time direct him. The officer was not a sergeant, but an acting sergeant. Later, an Inspector 
spoke with the officer and stated that the acting sergeant was not allowed to direct the suspect as per the Act, 
as the officer was not a substantive sergeant and therefore the procedure could be challenged at court… 
The officer has since spoken with other police who have done forensic procedures at other locations and they 
have had an acting sergeant direct the suspect to complete the mouth swab.566
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The Police Association of NSW requested that this issue be clarified.567 We note that section 48(2) of the Interpretation 
Act 1987 provides: 

If an Act or instrument confers or imposes a function on a particular officer or the holder of a particular office, 
the function may be exercised (or, in the case of a duty, shall be performed) by the person for the time being 
occupying or acting in the office concerned.

Accordingly, a person acting in the office of sergeant may exercise the functions of a senior police officer under 
the Act. Perhaps NSW Police should clarify this for its officers. 

Recommendation 23

NSW Police clarify to officers in the field that an acting sergeant is a “senior police officer” for the purposes of 
the Crimes (Forensic Procedures) Act 2000.

NSW Police supports this recommendation.568

7.3.6. Suspects on remand 

Section 3(2) of the Act provides that, “for the purposes of this Act, a person is under arrest if he or she is a person to 
whom Part 9 of the Law Enforcement (Powers and Responsibilities) Act 2002 applies.” Part 9 of the Law Enforcement 
(Powers and Responsibilities) Act (formerly Part 10A of the Crimes Act) sets out the rights of people detained in police 
custody after arrest. It applies “to a person, including a person under the age of 18 years, who is under arrest by a 
police officer for an offence.”569 Further, “a person ceases to be under arrest for an offence if the person is remanded 
in respect of the offence.”570 

The difficulty this presents for police is that a senior police officer can only order a forensic procedure be conducted 
on a person who is “under arrest.” Once a suspect has been charged and remanded in custody, any forensic 
procedures can only be conducted by consent or by order of a court. Some of the police officers we surveyed 
identified this as a problem:

Once a person in custody has been charged and is no longer under Part 10A, to conduct a forensic procedure 
a court order is required if he/she does not consent. This causes unnecessary inconvenience on the person 
in custody, the police involved and the authorising justice… [The Act] should be amended so that the 
requirements to perform a forensic procedure upon a person to whom Part 10A of the Crimes Act applies, also 
apply to a person who is charged with an offence, but is no longer in Part 10A custody.571

The NSW Police Legislative Changes Working Group has also described this as a “significant problem” for police 
officers, arguing that:572 

•  Charge documentation cannot be prepared until after all forensic procedures have been completed, which 
delays the entire process – officers would prefer to be able to prepare charge documentation while forensic 
procedures are being carried out. 

•  Investigating police may not be aware that a particular procedure should be carried out until after the initial 
investigation period has ended, and the suspect has been charged. For example, additional evidence may 
be found at the crime scene. 

This group has suggested that a suspect who is remanded in custody be treated as a suspect who is under arrest, 
so that forensic procedures may be carried out by order of a senior police officer, if the suspect does not consent.573

In our draft report, we recommended that the Act be amended to allow senior police officers to order a forensic 
procedure be conducted on a suspect who has been charged and remanded in police custody, as if the suspect 
were still under arrest. Our view was that police should not delay the charging of a suspect so that a forensic 
procedure could be conducted. Since a senior police officer has the authority to order a forensic procedure be 
conducted on a suspect who is under arrest, we reasoned that this authority should continue while the suspect is in 
police custody in relation to that offence. This would not be an extension of the authority of senior police officers to 
order forensic procedures, but an extension of the time in which the power may be exercised. Given that the suspect 
will be in custody anyway, it would not be a serious imposition on the suspect, but would provide greater flexibility to 
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police. Further, it would remove any incentive police may have to conduct a forensic procedure when otherwise they 
might not, for fear of forfeiting the opportunity. 

NSW Police supported the proposed recommendation.574 However, the Attorney General’s Department expressed 
concern about it, pointing out:575

•  there is nothing preventing police from preparing charge documentation while other steps, including forensic 
procedures, are occurring

•  it would be undesirable if suspects held in court cells managed by NSW Police had different legal rights from 
suspects in court cells managed by the Department of Corrective Services

•  there is a risk of suspects being detained in court cells longer while forensic procedures are carried out, rather 
than being transferred to a remand centre, and 

•  police must bring the person before a court anyway, once the charge process has been finalised, and can 
apply for a court order authorising a forensic procedure then. 

In its 2002 review of the Act, the Standing Committee on Law and Justice considered a proposal by NSW Police 
that all suspects on bail or held on remand be considered ‘under arrest’ for the purpose of the Act. The Committee 
concluded there was insufficient justification for removing the requirement that police obtain a court order to conduct 
forensic procedures on charged suspects. 

In this report, we recommend that time taken to conduct a forensic procedure be regarded as ‘time out’ for the 
purpose of calculating the investigation period (see discussion at 8.3 and Recommendation 34). NSW Police 
supports this recommendation and the Attorney General’s Department advised it is already being implemented.576 
We anticipate that designating time spent conducting forensic procedures as ‘time out’ will give police greater 
flexibility in deciding when to conduct the procedures and, in light of the comments made by the Attorney General’s 
Department, this would appear to be a better solution than enabling senior police officers to order post-remand 
forensic procedures. 

However, if this change does not resolve the issues confronting police, a further consideration of our draft 
recommendation, or some variation of it may be appropriate.

7.3.7. Appealing against senior police officer orders 

There is no provision in the Act for suspects to appeal against a decision by a senior police officer to order a forensic 
procedure. However, if police breach any provision of the Act in relation to a forensic procedure carried out on a 
suspect, the evidence generally will not be admissible in any proceedings against the suspect.577

7.4. Suspects: proceeding by court order 
In certain circumstances police may apply to a court for an order authorising a forensic procedure. The magistrate 
must specify the type of procedure authorised, give reasons for making the order, and inform the suspect that 
reasonable force may be used to ensure he or she complies with the order. The magistrate may give directions as 
to the time and place at which the procedure is to be carried out, and must order the suspect to attend. The suspect 
must be present at the hearing, unless the magistrate makes a contrary order. The suspect may be represented and 
may cross-examine the applicant for the order and, with leave, any other witnesses.578

7.4.1. Why proceed by court order? 

Police officers would generally only apply for a court order if the suspect does not (or cannot) consent to the 
proposed procedure, and a senior police officer order is not available. Accordingly, police apply for court orders in 
the following circumstances:

7.4.1.1. Because the suspect is not under arrest and does not consent to the procedure

As discussed above, senior police officers can only order forensic procedures on suspects who are under arrest. 
If a suspect is not under arrest (whether they have been charged or not), police must obtain a court order before 
conducting a forensic procedure in the absence of consent.579
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Case Study 28 

A homeless man died after being bashed in a park one night. Police arrested a suspect, who did not consent 
to having his photograph or DNA taken. These procedures were carried out by order of a senior police officer. 
In the following weeks police conducted further inquiries and identified several other suspects. Each declined 
to provide a DNA sample. Police applied to the local court for an order authorising DNA samples to be taken 
from these suspects, none of whom had been arrested. The court granted the orders and the suspects 
provided DNA samples by buccal swab.580

Case Study 29 

In April 2004 a man was charged with two counts of causing a grievous bodily disease, after knowingly 
infecting tourists from Ireland and Germany with HIV. Investigating police obtained a court order authorising a 
forensic procedure to be conducted, to confirm the man was HIV positive.581

7.4.1.2. Where police propose to conduct an intimate forensic procedure without consent

Senior police officers can only authorise non-intimate forensic procedures. If they propose to conduct an intimate 
forensic procedure in the absence of consent, a court order is required.582

Case Study 30

An 82 year old woman woke up in the early hours of the morning to find a young man in her bedroom. He 
sexually assaulted her and then asked for money. He took food from the fridge, ate it and then left. After 
making inquiries police identified a suspect, who denied being involved and did not consent to any forensic 
procedures. Police applied for a court order authorising photographs to be taken of the suspect’s genitals, as 
well as a DNA sample. The order was granted and the photos and sample were subsequently taken.583 

7.4.1.3. Where the suspect is a child

Children cannot consent to forensic procedures; a court order is required.584 

Case Study 31

A 40 year old man was struck on the side of his face with a baseball bat by an unknown young person. The 
young person drove off, but left a baseball cap at the scene. After making inquiries police identified a 17 year 
old suspect, and applied for a court order authorising a DNA sample to be taken. The sample was taken 
and sent to the laboratory for analysis. The DNA profile obtained from the baseball cap “matched” the profile 
obtained from the suspect, and the suspect was charged with the assault.585
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Case Study 32

Police called a pursuit after seeing two men driving a stolen Subaru WRX. The pursuit was called off after the 
officers lost sight of the vehicle. Two suspects, aged 26 and 17, were located in the area a short time later. The 
vehicle was examined for fingerprints and DNA. The 26 year old suspect provided police with a DNA sample 
by consent. Police obtained a court order authorising a DNA sample to be taken from the 17 year old.586

Case Study 33

A young man was walking home from the pub late at night when he was assaulted. He suffered serious facial 
injuries from being kicked in the head, and also had his wallet stolen. Witnesses reported seeing the three 
offenders run from the scene, with blood on their hands, clothes and shoes. Police identified three suspects, 
who were aged 16, 18 and 22. Police seized the clothes and shoes the suspects were wearing when the 
offence was committed. They took DNA samples, by consent, from both adult suspects. They obtained a court 
order authorising a DNA sample and photograph of the 16 year old suspect.587

7.4.1.4. Where the suspect is incapable 

A court order is required to conduct a forensic procedure on a suspect who is incapable of understanding the general 
nature and effect of a forensic procedure, or of indicating whether he or she consents to the procedure being carried 
out.588 Where police apply for a court order, the incapable person must have an interview friend present at the hearing, 
and may also have legal representation.589

Case Study 34

A woman in a country town flagged down a passing police car and alleged she had been sexually assaulted 
by a man who was hiding in the bushes. Police arrested the man and took him to back to the police station. 
Investigating police wished to take a DNA sample and genital swabs from the suspect, but formed the view 
that he was an incapable person for the purposes of the Act. Police applied to the on call duty magistrate for 
an interim court order. The order was granted, the procedures were conducted and the man was charged with 
aggravated sexual assault.590

As discussed above, at 7.2.3, police officers have made very few applications for orders authorising a forensic 
procedures on incapable persons, and many officers have advised that they regularly conduct forensic procedures 
on people who do not understand the information provided. We are concerned that police officers may not in fact be 
identifying people as being incapable, and are conducting forensic procedures by consent, when the Act requires a 
court order be made before police can proceed. To address this issue, we reiterate our recommendation 17 that the 
forensic procedure SOPs include guidelines to help police officers identify and communicate with incapable people, 
and that NSW Police provide further training and guidance to police officers in this area. 

7.4.2. Criteria for making an order 

Before making an order, the magistrate must be satisfied that the person is a suspect, there are reasonable grounds 
to believe that the suspect committed an offence and that the procedure might produce evidence tending to confirm 
or disprove that the suspect committed the offence, and that the procedure is justified in all the circumstances.591 
If the relevant offence is an indictable offence, the magistrate may order any type of procedure, but if it is a summary 
offence, the magistrate may only order a non-intimate procedure (except a hair sample).592 This means that a 
DNA sample can only be ordered by a magistrate where there are reasonable grounds to believe the suspect has 
committed an indictable offence. 

Again, the criteria for making an order for the carrying out of a forensic procedure on a suspect are different from 
the criteria for requesting consent to a procedure – the magistrate must be satisfied that there are reasonable 
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grounds to believe the suspect committed the offence, and that the carrying out of the procedure is justified in 
all the circumstances.593

7.4.3. How often are forensic procedures conducted by court order? 

To find out how often forensic procedures are conducted by court order, we reviewed records of court orders held 
by police and the courts. We also became aware of some forensic procedures conducted by court order through 
media coverage.

The Court Statistics Unit of the Attorney General’s Department advised that 327 final orders for forensic procedures 
had been made between July 2003 and December 2004. It did not distinguish between orders made in relation to 
adults and children and it appears that records of forensic procedure orders were not kept before July 2003.594 

We were unable to ascertain the number of procedures conducted by court order from police records, because 
police usually keep records of court orders on the relevant brief of evidence, and do not keep a central record of 
court orders. During our audit of local area commands, we were able to identify some procedures which had been 
conducted by court order when one of the officers present remembered the details, or because it was clear from 
the circumstances that the procedure could not have been conducted without a court order (for example where the 
person undergoing the procedure was a child). In our survey, we asked each command how many of its forensic 
procedures had been authorised by order of a court. A total of 37 commands were able to advise how many forensic 
procedures they had conducted by court order, which amounted to 175 procedures – 88 in relation to children, 
82 in relation to capable adults and five in relation to incapable adults. While 12 commands advised they had not 
conducted any forensic procedures by court order, and the remaining 31 commands did not know how many forensic 
procedures they had conducted by court order. Many commands indicated the figures they provided were unreliable, 
as no central records of procedures conducted by court order were kept: 

I believe that the figures for the ‘by order of a magistrate’ should be higher than two for this command. Perhaps 
there is a recording issue.595

A manual analysis of the relevant COPS events narratives does not necessarily indicate the exact nature of 
the forensic procedure. The majority indicate that a “forensic procedure” was carried out, but generally does 
not go into specific details as requested. Any specific figures obtained from this manual review would only be 
approximate and therefore unreliable.596

If we extrapolate on the figures provided by those commands which were able to advise how many procedures had 
been conducted by court order, it seems that approximately 380 forensic procedures were conducted by court order 
during the review period, or about four per cent of the total number of forensic procedures conducted. The figures 
provided by the courts, on the other hand, suggest that approximately 850 forensic procedures were conducted by 
court order, or about eight per cent. The difference may be accounted for by police underreporting the number of 
court orders. It is also possible that more forensic procedures were conducted in the later part of the review period, 
when courts started keeping records, compared to when the Act first came into force. Although these are only rough 
estimates based on the limited information available, it is clear that only a small proportion of forensic procedures 
(somewhere between four and eight per cent) are conducted by court order.

We expect that record keeping by police local area commands will improve with the forensic procedures register the 
NSW Police Audit Group is developing. A central record of court applications and orders would ensure that police 
keep accurate records of the authority for the procedure, and would create an easily accessible file of successful 
applications for other officers to consult. The register could include copies of both interim and final orders, and could 
be used to track compliance with requirements to obtain a final order before any sample taken under an interim order 
is analysed.597 It could also be used to keep a record of any applications refused, and the reasons for this. 

7.4.4. How often do magistrates refuse to make a forensic procedure order? 

We also sought to review how often applications for forensic procedures are refused. The Court Statistics Unit of the 
Attorney General’s Department advised that 23 applications for final orders for forensic procedures were refused 
between July 2003 and December 2004. Compared to the number of final orders which were made (327), it appears 
that forensic procedure orders are granted for the majority (93 per cent) of applications made.598 

One magistrate we surveyed advised he had made “dozens” of orders authorising forensic procedures on capable 
adult suspects, and that he had never refused an application.599 Another advised he had heard “maybe a dozen” 
applications for capable adult suspects, and had only occasionally refused to make an order, on the grounds that it 
was unnecessary for the prosecution case.600 Other reasons magistrates refused to make orders included: 
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There is not enough evidence to show that the young person is a suspect.601 

Because it is a request for a picture for identification when the offence occurred some time before and the ID 
would be quite unreliable.602

[The application] was for photographs for identification where the witnesses were aged about 10 or 11. 
The offence occurred some three months earlier. The witnesses had not given to the police at the time any 
substantial description or identification that would be able to identify the defendant. The chance of a reliable 
identification seemed in those circumstances to be remote and unlikely to advance the police investigation.603 

Police sources also described occasions where a court order was granted for a photograph but not for a DNA 
sample, on the basis that the sample was not in the circumstances of any investigative or evidentiary value.604 

The Police Association of NSW claimed that “in nearly every case, a court order is contested.”605 By contrast, one of 
the magistrates we surveyed estimated that submissions are made in about two thirds of cases, and that the suspect 
or suspect’s representative cross-examines the police applicant in only about half the cases.606

7.4.5. Determining applications for forensic procedures 

One magistrate we surveyed raised concerns about other magistrates making orders “purely on receipt of the 
application,” that is, without properly considering whether the criteria set out in the Act have been met.607 On a 
number of occasions, orders have been set aside on appeal and remitted to the local court for redetermination on the 
basis that the magistrate failed to give due consideration to whether there were in fact reasonable grounds to believe 
the procedure might produce relevant evidence or was justified in all the circumstances.608 

The courts have commented that determining whether a forensic procedure is justified in all the circumstances 
requires the court to balance, among other things, “the invasiveness of the compulsory forensic procedure, against 
the anticipated evidence to be obtained from it, and the requirements of the administration of justice in the most 
accurate solution of a particular crime.”609 However, the Act does not offer any specific guidance to magistrates in 
determining whether a forensic procedure is justified in all the circumstances. The Law Society of NSW and Legal Aid 
NSW recommended in their submissions that magistrates be given greater assistance in this area.610 We also note 
that the Legislative Council Standing Committee on Law and Justice has previously recommended that guidelines to 
assist magistrates in determining whether an order for a DNA sample is justified in all the circumstances be inserted 
into the Act.611

In our view, there is considerable merit in providing further guidance to magistrates about when carrying out a 
forensic procedure without consent will be justified in all the circumstances. In particular, before ordering a suspect to 
undergo a forensic procedure, the magistrate should consider the seriousness of the offence and the circumstances 
surrounding its commission, the degree of the suspect’s alleged participation, whether evidence of the suspect’s 
involvement in the offence can be gained in a less intrusive way, any reasons given for refusing consent (where 
applicable) and, in the case of DNA samples, whether a comparison sample from the crime scene has been or is 
likely to be obtained. For children and incapable persons, to the extent it is able to be obtained and/or relevant, their 
views should also be considered.

One magistrate we surveyed also pointed out that the Act “does not clearly indicate whether an application is to be 
heard in open court or chambers.”612 Our understanding is that applications are normally heard in open court, and 
that this would be more appropriate, given that the suspect must be present, may have legal representation, and is 
entitled to cross-examine the police applicant and, with leave, any other witnesses. In our draft report, we proposed 
that the Crimes (Forensic Procedures) Act 2000 be amended to clarify that applications may be heard in open court. 
The Attorney General’s Department expressed reservations about this approach, for the following reasons: 

In practice, there have been no identified problems with applications for final orders being improperly made in 
places other than open court. As acknowledged in the draft Report, it would be impractical to comply with the 
requirements of section 30 of the Act if an application for final order was made in chambers. The use of the 
word “may” in the proposed Recommendation, raises the issue (that is not currently raised in the Act) of whether 
applications for final orders may be made somewhere other than open court, and so might increase ambiguity 
rather than diminish it. 

In addition, it is important to distinguish between applications for interim orders and applications for final orders: 
it is implicit in section 32 of the Act that applications for interim orders may be made in chambers.

If the legislature specified in every Act that creates a power in Magistrates, that those powers “may” or “must” 
be exercised in open court, this would appear to add unnecessary complexity to legislation, and give rise to a 
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concern that, in any Act where no such specific reference was made, the legislature has by omission allowed 
some powers to be exercised in secret. The strong common law presumption that justice must be open in the 
absence of legislative indication to the contrary, is adequate; and so the proposed Recommendation appears 
unnecessary.613

Given these objections, and the grounds for them, another solution is that advice be provided to magistrates about 
this matter through the Bench Book or other resource.

Recommendations 24

The Crimes (Forensic Procedures) Act 2000 be amended to provide clearer guidance to magistrates about 
when carrying out a forensic procedure without consent will be “justified in all the circumstances”, including 
factors which must be considered in making this decision.

Recommendations 25

Magistrates be provided with appropriate advice or guidance as to the hearing of applications under the 
Crimes (Forensic Procedures) Act 2000. 

7.4.6. How long is a court order enforceable?

Magistrates must order the suspect to attend for the carrying out of the forensic procedure, and may give directions 
as to the time and place at which the procedure is to be carried out.614 If the suspect is not under arrest, the 
procedure must be carried out as quickly as possible after the suspect presents to investigating police, and in any 
case within two hours of this, excluding any time out.615 If the suspect is under arrest, he or she may be detained for 
as long as is reasonably necessary for police to carry out the procedure, but for no longer than two hours after the 
end of the investigation period, beginning when the order is made and excluding any time out.616 

The Police Association of NSW raised concerns about some court orders being unduly restrictive, arguing that a 
two hour period is “totally unreasonable.” It recommended that the Act specify how long police have to conduct a 
procedure after an order is made, and that it should be a longer period than two hours.617 

It is not clear why the time periods already specified in the Act are not workable. If the suspect is under arrest, 
police have two hours to conduct the procedure, which is the same as for procedures conducted by consent or by 
order of a senior police officer.618 Any reasonable delay, such as time reasonably required to take the suspect to the 
police station where the forensic procedure facilities are, or time spent waiting for facilities or equipment to become 
available, is deemed to be ‘time out’ and will not count towards the permitted two hours.619 If the suspect is not under 
arrest, police have two hours from the time the suspect presents to investigating police, again excluding any time out. 

Other than the Police Association of NSW submission there was little evidence that the two hour period was 
presenting a difficulty to operational police. The only problem we have identified is where courts specify a time 
as opposed to granting a period. This can be dealt with by police requesting appropriate orders. Without further 
evidence we would not support additional detention of a suspect for the purpose of performing a forensic procedure.

7.4.7. Should child suspects be able to consent to forensic procedures? 

The Act currently provides that a child is unable to consent to a forensic procedure.620 If the child is a suspect, a 
forensic procedure can only be conducted by order of a court.621 

A wide range of stakeholders criticised the fact that children are deemed incapable of consenting to forensic 
procedures. There were two recurring themes – first, that young people who are sufficiently mature should be able to 
participate in decisions affecting them; and second, that having to apply for a court order is inconvenient and takes 
too long. 
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7.4.7.1. A child’s right to participate in decision making 

Several stakeholders objected to the fact that children are not able to consent to forensic procedures, describing the 
current position variously as “highly unsatisfactory”,622 “unsatisfactory and unfair”623 and “impractical”.624 The NSW 
Commission for Children and Young People commented:

Children and young people, whether as suspects or volunteers, are treated as not having the competence to 
give or refuse consent on their own behalf. Under the Act a [volunteer] child or young person can only avoid 
a procedure by objecting or resisting… in comparison, adult volunteers are given a choice to refuse or agree. 
Children and young people are treated less favourably than adults… allowing children and young people to 
participate in decisions affecting them provides them with some control over their own bodies and wellbeing.625

We note also that Article 12 of the United Nations Convention on the Rights of the Child provides that parties to the 
convention “shall assure to the child who is capable of forming his or her own views the right to express those views 
freely in all matters affecting the child, the views of the child being given due weight in accordance with the age and 
maturity of the child.” It also provides that parents and others should provide appropriate direction and guidance in a 
manner consistent with the evolving capacities of the child. 

Several stakeholders argued that the Act should recognise the capacity of children at differing ages to make 
decisions about forensic procedures, although they expressed a range of views as to what age would be appropriate. 
For example: 

•  The NSW Commission for Children and Young People recommended “that the Act be amended so that young 
people 15 years and above, whether suspects or volunteers, are able to consent to forensic procedures.”626

•  Legal Aid NSW and the Law Society of NSW suggested that child volunteers should be able to consent to 
forensic procedures, but neither recommended enabling child suspects to consent to forensic procedures.627

•  The Police Association of NSW and a number of individual police officers argued that suspects and volunteers 
over the age of 14 should be able to consent to forensic procedures, provided a responsible adult is 
present.628

The age of consent to undergo forensic procedures varies between jurisdictions. For example, in Queensland, a child 
over the age of 14 can consent to a forensic procedure, provided a support person is present when the information 
is provided. In Tasmania, children over 15 can consent. In New Zealand, children aged 14 and over can provide a 
DNA sample by consent, although parental consent must also be obtained if the child is under 17.629 In the majority of 
Australian jurisdictions, however, a child is defined as a person under the age of 18, and cannot consent to a forensic 
procedure. This reflects the position in the 2000 model bill which is discussed in further detail at 3.2.

The NSW Law Reform Commission considered a similar issue in its paper on the capacity of children to consent 
to medical treatment. At common law, a child’s capacity is not based on a fixed age, but depends on the child’s 
intellectual maturity and social development. The Commission explained: 

Research suggests that, in early adolescence, young people have a greater tendency than at any other time 
toward conformity, with the risk of deferential responses to requests for consent being at its greatest until the 
ages 15-17. Each young person’s decision-making capacity should be assessed with reference to the range 
of his or her experiences, and individual qualities, such as his or her abilities and confidence, relational style 
with authority and emotional state. A young person’s decision-making capacity will also be affected by external 
factors, such as the nature and circumstances of the particular decision, the nature of the information provided 
to the young person and the way in which it is communicated, and the expectations of the adults involved in the 
decision.630

Unlike consent to medical treatment, whether a child should be able to consent to a forensic procedure raises 
fundamental questions about the degree to which children should assist law enforcement agencies in criminal 
investigations by providing evidence which might incriminate them. While some children may be capable of making 
this decision, others may not. It is also relevant that a child’s response to a request for consent tends to be affected 
by the nature and circumstances of the decision, the information provided to the child and the expectations of the 
adults involved in the decision, which in the case of forensic procedures would be police officers. The interests of 
police officers in the investigation and prosecution of crime is distinct from the interests of medical professionals in 
the patient’s health and welfare. And unless the legislation fixed a certain age, the child’s capacity would have to be 
determined on a case by case basis by police officers, which would be difficult to administer and in our view would 
not be desirable. 

We found that it is not uncommon for police to solicit consent from adult suspects, on the basis that the procedure will 
be ordered by a senior police officer or a court if consent is withheld. It is likely that, if child suspects could undergo 
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forensic procedures by consent, police officers (whether in good faith or not) would advise child suspects that they 
may as well consent, or police will obtain a court order and conduct the procedure regardless. 

The Act as it currently stands protects the interests of children by ensuring judicial oversight of every police decision 
to conduct a forensic procedure on a child suspect. In addition, having to obtain a court order means that the child 
has the benefit of legal representation. As one magistrate, who had heard over a hundred applications for orders 
authorising forensic procedures on children, commented:

The young person always had legal representation. This will often have an impact – sometimes to persuade the 
young person that there is no basis for opposing the order, sometimes to advance good reasons for not making 
the order, most frequently to ensure that the terms of the order are appropriate/convenient for the young person 
to comply with.631

Other magistrates commented that legal representation was beneficial as the process and any order made could be 
properly explained to the child.632

After careful consideration, our view is that the protection afforded child suspects by requiring judicial oversight of 
the police decision to conduct a forensic procedure outweighs the child’s interest in being able to make the decision 
about whether to consent or not. Firstly, a child can give instruction to their legal representative in court proceedings, 
including instructions that an order not be opposed. It is not correct to say that children are uninvolved in decisions. 
We also note that some of our other recommendations would facilitate the participation of children in decision-
making around forensic procedures, especially recommendation 13, about providing more information about forensic 
procedures to child suspects, and recommendation 25, about providing further guidance to magistrates about when 
a forensic procedure will be justified in all the circumstances. In particular, requiring magistrates to consider whether a 
child consents to the procedure, and any reasons given for not consenting, would increase the child’s participation in 
the process. In our view this model recognises the young person’s right to be informed about the procedure and have 
his or her views taken into account, while ensuring the child’s rights and interests are sufficiently protected. 

Whether child volunteers should be able to consent to forensic procedures is discussed at 7.5.3. 

7.4.7.2. Inconvenience of obtaining court orders 

In our survey of local area commands, many police officers objected to having to obtain court orders to conduct 
forensic procedures on children, especially for photographs. They described the process as cumbersome and time 
consuming:

It makes policing very difficult when you have to go to such lengths to get a photo of an offender. It’s very 
prohibitive, to be honest.633

Some magistrates made similar comments: 

The requirement for a court order for the taking of photographs for identification purposes with consent of 
a juvenile accused (especially one over the age of 16) seems to be a significant imbalance of form over 
substance – especially given that such a juvenile can voluntarily participate in a line up process (which I would 
have though was more intrusive than the taking of a photograph)... Probably the greater number of applications 
before the Children’s Court are in fact to obtain an order for photographs for identification purposes. It seems 
to tie up quite a deal of police and court time and resources where no submission is made on behalf of the 
suspect opposing the application.634

The Police Association of NSW argued that having to apply for court orders authorising forensic procedures on 
children caused unnecessary delays in investigations.635 

Other stakeholders commented that delays between the offence being committed and police applying for a court 
order to take photographs meant they either were not useful, as victims and other witnesses were no longer interested 
in pursuing the matter, or the child’s appearance had substantially changed, which in some cases led to the court 
order being refused.636 One magistrate attributed delays to police officers, while police officers argued that defence 
counsel adjourn matters “to a date so far away that the memory of the witness/victim is not reliable and the procedure 
is futile.”637 

In our view, there is insufficient evidence to recommend changing the current regime on the basis that having to apply 
for a court order is inconvenient and time consuming. We note that most of the police officers we interviewed who 
had actually applied for orders commented that once familiar with the legislative requirements, they were comfortable 
with the process. If there is considerable delay between an offence being committed and police officers applying for 
an order, this is a matter for NSW Police to address. If the delay is because a child suspect’s legal representative has 
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sought an adjournment, the police applicant should raise any concerns about the resulting delay with the magistrate. 
We also note that police can already photograph children over the age of 14 at the time of charging, without having to 
obtain a court order, under 133 of the Law Enforcement (Powers and Responsibilities) Act (formerly section 353A(3) of 
the Crimes Act).638 This is discussed in further detail at 9.1.2.

7.4.8. Interim orders 

In urgent circumstances, police may seek an interim order authorising a forensic procedure. An authorised justice 
may make an interim order if satisfied that the person is a child, incapable person or suspect who has not consented 
to the procedure; the probative value of the evidence is likely to be lost or destroyed if there is a delay in carrying 
out the procedure; and that there is sufficient evidence to indicate that a magistrate is reasonably likely to make a 
final order when the application is determined.639 A sample taken under an interim order cannot be analysed until a 
final order is made, unless it is likely to perish before then. If the order is ultimately disallowed, the sample cannot 
be analysed. If a person analyses a sample prior to the final order being determined, he or she cannot disclose the 
results of the analysis to anyone other than the suspect.640 

The Court Statistics Unit of the Attorney General’s Department advised that 184 interim orders for forensic procedures 
were made during normal working hours between July 2003 and December 2004. It is not known what proportion of 
these were confirmed with final orders. However, since 327 final orders were made in the same period, it is clear that 
interim orders are reasonably common.641

Case Study 35

A member of staff at a school for children with physical and intellectual disabilities found an 8 year old student 
crying in the boys’ toilets, with blood on her underpants. A 16 year old boy with an intellectual disability was 
in a nearby cubicle. The boy was arrested and interviewed, with his mother and step father present. Police 
obtained an interim court order authorising fingernail clippings, a photograph and swabs from the boys hands 
and penis to be taken, in the presence of a doctor. A final order was subsequently made, and the samples 
were analysed.642 

Because interim orders are only available where delay will affect the probative value of the evidence, they will usually 
only be granted for procedures like nail scrapings and hand swabs, rather than DNA samples, which can be taken at 
any time. 

Case Study 36

Police arrested two Aboriginal children in relation to a robbery. They applied to the on call magistrate for an 
interim order authoring a forensic procedure. The application was refused on the basis that police could apply 
for an order at the suspects’ first appearance in court.643
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Case Study 37

Several young men stole a car and drove to a post office. They ordered staff and customers to the ground, 
jumped the counter and removed cash from the tills. They drove off and police pursued the vehicle for a short 
time. The vehicle crashed and the occupants all ran off. Police subsequently arrested three suspects, aged 
22, 20 and 15. They were taken to the police station, where they were interviewed and charged with robbery. 
Police conducted forensic procedures on the 22 and 20 year olds. They applied for an interim order authorising 
a DNA sample to be taken from the 15 year old, but the application was refused, on the basis that police 
could apply for it at the suspect’s first court appearance. In the end, police abandoned the application, as the 
suspect made admissions and the procedure was not necessary to secure a conviction.644

The Police Association of NSW expressed concern about having to apply for an interim order before taking any action 
to preserve evidence, arguing: 

In special circumstances, such as stopping a suspect from destroying possible evidence, there should be 
emergency provisions allowing police to take the sample/s and apply for an order retrospectively.645 

While we note that there are circumstances in which a forensic procedure may need to be carried out without delay, 
it is an important safeguard for suspects that forensic procedures cannot be carried out by force unless authorised 
by a senior police officer or a court. The Act does not require that the suspect be brought before the authorised 
justice for an interim order to be granted. Further, if it is not practicable for police to apply for the interim order in 
person, it can be made by fax or over the phone.646 We have not been provided with any instances in this review of 
practical difficulties with the current process. In our view this provides sufficient flexibility where the urgency of the 
circumstances makes it impractical to apply for a final order. 

Further, section 37 of the Act provides that “a police officer may use reasonable force... to prevent loss, destruction or 
contamination of any sample.” In our view, the current provisions strike an appropriate balance between the interests 
of police and the interests of the suspect, and there is no need for extra “emergency provisions” enabling police to 
conduct procedures without obtaining authorisation. 

7.4.9. Disclosure of information at the hearing 

Many police officers expressed concern about having to disclose information to suspects when applying for forensic 
procedure orders. In particular, officers are concerned that disclosing information increases the risk of suspects 
interfering with witnesses and gives the suspect an opportunity to concoct a story about why his or her DNA was 
found at the crime scene.647 The Police Association of NSW described instances where officers applying for orders 
had to choose between disclosing all the relevant evidence at the risk of compromising the investigation, and 
disclosing only some of the evidence, at the risk of the application being rejected.648 However, we have not been 
provided, and are unaware of any actual circumstances, in the hundreds of procedures ordered by courts, where 
these fears have been realised.

We note that under New South Wales law, the prosecution is already required to disclose its case to the defence 
before a criminal trial starts. In summary proceedings, the prosecution generally has to serve a copy of the brief 
of evidence at least 14 days before the hearing. In indictable proceedings, the prosecution generally has to serve 
a copy of the brief of evidence at least 28 days before the committal hearing. Courts may also impose pre-trial 
disclosure requirements on a case by case basis in order to reduce delays in complex criminal trials.649 Proposed 
changes to criminal case processing also aim for full disclosure of the brief of evidence at a much earlier stage in 
indictable matters, to enable the defence to make an informed decision about how to plead while the matter is still 
in the local court.650 In the context of these broad disclosure requirements, our view is that disclosing information at 
forensic procedure hearings is not a significant issue. The risks cited by police officers – that suspects may interfere 
with witnesses or fabricate an explanation for their DNA being at crime scenes – are no more significant for forensic 
procedure hearings than for trials in general. If police officers are concerned about compromising an investigation, 
then they should conduct all other relevant inquiries before applying for the forensic procedure order. It appears that 
any tension between compromising an investigation by disclosing evidence too early, and ensuring enough evidence 
is disclosed to obtain the forensic procedure order, must be managed on a case by case basis by investigating 
police. 

In some jurisdictions, police can apply for court orders authorising forensic procedures without the suspect being 
present. For example, police in Canada apply for “DNA warrants” on an ex parte basis. The Canadian courts upheld 
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the constitutionality of this scheme when it was challenged on the basis that suspects should be given notice of DNA 
sampling and should have an opportunity to appear before the judge who issues the warrant.651 

Moving towards ex parte DNA hearings in New South Wales would represent a substantial departure from the current 
provisions, which provides that suspects must generally be present at the hearing, may be represented, and may 
cross-examine the applicant and other witnesses.652 From the information available, our view is that such a departure 
is not warranted. 

Further, the Act provides that an application and any order must be made in the presence of the suspect, “subject 
to any contrary order made by the magistrate.”653 If police held genuine concerns that their investigation might be 
compromised through a hearing in respect of a forensic procedure, they could make an application to the court that 
an order be made that the suspect is not present for the hearing of the application.

7.4.10. Effect of application on suspect’s plea

Some police officers reported that applying for a court order authorising a forensic procedure may prompt the 
suspect to plead guilty. 

Case Study 38 

Police applied for an order authorising a forensic procedure to be conducted on a child suspect. The child’s 
legal representative requested an adjournment, which was granted. The child and his father went to the police 
station and the child made full admissions to the offence. Police subsequently withdrew the forensic procedure 
application.654 

Case Study 39

Several cars were broken into and clothes, CDs and stereo parts were stolen. There was blood left on the 
cars. Police identified three suspects, aged 13, 14 and 15. Police interviewed the 14 year old, who made full 
admissions. He implicated the 15 year old but denied that the 13 year old was in any way involved. Police 
suspected that the 13 year old was involved, as he had a small cut on his hand and glass on his shoes. Police 
applied for court orders authorising DNA samples to be taken from the 13 and 15 year old suspects. After 
obtaining legal advice, both suspects went to the police station and made full admissions. They pleaded guilty 
and police withdrew the forensic procedure applications.655

Some police officers have also speculated that offenders plead guilty to avoid having their DNA profile put on the 
database, which may link them to other unsolved crimes.656 While there is anecdotal evidence of suspects pleading 
guilty after police apply for an order authorising a forensic procedure, it is not possible to gauge the full extent to 
which pleas are affected by applications for forensic procedure orders.
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7.4.11. Appealing against court orders 

A suspect can appeal against a magistrate’s order authorising a forensic procedure. In cases where an order is 
refused, police can appeal against the decision to refuse the order.657

Case Study 40

Undercover police officers submitted the packaging from several heroin purchases for forensic analysis. 
The laboratory located DNA from saliva on one of the exhibits. The DNA did not match any of the profiles 
recorded on the DNA database. Investigating police asked a man suspected of supplying the heroin from his 
hair dressing business for a buccal swab. The man declined and police obtained a court order authorising a 
DNA sample to be taken. On appeal, the court set aside the order, on the basis that the magistrate had failed 
to consider whether there were in fact reasonable grounds for suspecting the man committed the offence, or 
whether the procedure was justified in all the circumstances. The court commented that “the purpose of the 
legislation is not to enable investigating police (or other authorised persons) to identify a person as a suspect; 
it is to facilitate the procurement of evidence against a person who is already a suspect.” The matter was 
remitted to the local court for redetermination.658 

Case Study 41

A middle aged woman was ordered by a court to provide fingerprints and palm prints to police after they found 
firearms and tens of thousands of pseudoephedrine based tablets in a locker which appeared to have been 
rented by her son in her name. The woman appealed against the order on the basis that she was not a suspect 
for the purposes of the Act. The court commented that as a hairdresser in her late fifties, with no criminal 
record and no trappings of unexplained wealth, and with no evidence of her ever having been to the storage 
facility in question, it was “no more than a possibility” that she had committed the offence. As there were no 
reasonable grounds for treating her as a suspect, the order authorising the forensic procedure was 
set aside.659

Case Study 42

A security guard found what appeared to be a shrink wrapped listening device on the nature strip opposite 
Nicole Kidman’s house. DNA profiles from two people were derived from forensic material on the device. 
Police suspected that a professional photographer, whose image had been captured on closed circuit 
television outside the house, had planted the listening device, and obtained a court order authorising a buccal 
swab to be taken from the photographer. The photographer successfully appealed against the order. The 
court found that there was no evidence before the magistrate that the device was ever used to record or listen 
to a conversation, and the absence of any such evidence meant that there were no reasonable grounds for 
suspecting the photographer had committed any offence.660 

There is no legislative prohibition on the analysis of samples taken by forensic procedure order while an appeal is 
pending. However, a suspect may seek an order from the court restraining NSW Police from testing or otherwise 
examining the samples taken until the appeal is heard.661 

7.4.12. Orders to repeat a procedure 

Section 27 of the Act provides that a magistrate may order a forensic procedure to be carried out a second time, 
where the forensic material obtained under a court order and carried out in accordance with the Act on the first 
occasion is insufficient for analysis, has been contaminated, has been lost, or is otherwise not available for analysis, 
and the second procedure is justified in all the circumstances. 
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In our survey of magistrates, we asked how many of these types of applications had been heard, and whether the 
orders sought were granted. One magistrate described having made three such orders. In one case, it was because 
the initial buccal swab did not have enough biological material on it to analyse. In another case it was because police 
used the wrong type of camera to take the initial photographs. 

We are not aware of any difficulties with these provisions.

7.4.13. Further applications 

If a magistrate refuses an application for an order authorising a forensic procedure on a suspect, police cannot 
reapply unless they provide additional information that justifies the making of the further application.662 

One magistrate described having made an order after the initial application had been refused: 

Another magistrate had refused an application where the magistrate was not satisfied... that an adequate 
description of the suspect was given in the application to say the respondent was reasonably suspected. 
The police then came back with very detailed descriptions of the suspect that had been given by witnesses. 
The defence argued that this was not additional information because police already had these descriptions 
when the first application was made. I held in favour of the applicant that it was “additional” material in relation 
to the application.663

Again, we are not aware of any difficulties with these provisions.

7.5. Volunteers: proceeding by consent 

7.5.1. When can police ask a volunteer to undergo a forensic procedure?

Volunteers can only undergo a forensic procedure by consent. The Act does not set out any criteria for when police 
may ask an adult volunteer to consent to a forensic procedure – it simply defines a volunteer as a person, other than 
a suspect or excluded volunteer (victim), who volunteers to police to undergo a forensic procedure.664 If the volunteer 
is a child or incapable person, the proposed procedure may be carried out with the informed consent of the person’s 
parent or guardian, provided the child or incapable person does not object to or resist the procedure.665 

A typical volunteer is a person who, while not a suspect, has good reason for his or her DNA to be on a victim 
(such as the partner of a person who has been sexually assaulted by someone else) or at a crime scene (such as a 
witness, or a person who lives at or has recently been to the place where a crime has been committed). DNA samples 
obtained from crime scenes are often mixed, and the laboratory may be able to determine the DNA profile of an 
unknown offender if it has the DNA profiles of the other people whose DNA is also present in the mixture.
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Case Study 43

A 25 year old woman went to the toilet in the shopping centre where she worked. A young man climbed into 
her cubicle, held up a knife and put a hand over her face. He threatened her, told her to turn around and not 
to pull up her pants. One of the other toilets flushed and hearing this the offender unlocked the door and ran 
away. There was security footage of the offender entering and leaving the complex, but it was not of very good 
quality. After making further inquiries police identified a 14 year old suspect, who was arrested and interviewed. 
He admitted being in the vicinity but denied any involvement in the assault. Police obtained a DNA sample 
from the toilet cubicle wall, which contained DNA from two people, one male and one female. Police applied 
to a court to have a DNA sample taken from the 14 year old suspect. The mixed sample was analysed and 
compared to the sample provided by the suspect. Police were advised that the suspect could be the male 
contributor, but this could only be verified with a high degree of certainty if the female contributor could also be 
identified. Police asked all women known to have been in the toilets around the time of the assault to provide 
a DNA sample for elimination purposes. Samples were taken from a number of people, including cleaners, 
security officers and other people who worked at the complex. The suspect subsequently pleaded guilty to 
being armed with intent to commit an indecent assault.666 

In this case, the 14 year old was sampled as a suspect, while the others (the people who worked at the 
shopping centre who had a legitimate reason for their DNA being at the crime scene) were sampled as 
volunteers. 

Case Study 44

A woman was unable to find a taxi in the early hours of the morning and accepted a lift from an unknown man. 
She directed him to her house but he refused to let her out of the car. He kept driving for a while, then stopped 
the car, reclined her seat, climbed on top of her and sexually assaulted her. He then drove her back to her 
house and let her out of the car. On arrival she told her husband what had just happened and he contacted 
police. Police immediately identified a suspect. The woman was taken to hospital to be examined, and a DNA 
sample was taken from her husband for elimination purposes.667

People may also volunteer a DNA sample to police help identify a deceased relative: 

Case Study 45 

A woman reported not having seen an elderly neighbour for a couple of weeks. Police entered the premises 
and found the woman, deceased and badly decomposed. After extensive inquiries, police were unable to 
locate dental records, so they asked the woman’s brother to provide a DNA sample, so the identity of the 
deceased could be confirmed.668 

The definition of a volunteer, as a person “who volunteers to a police officer to undergo a forensic procedure,” is 
not very clear. Does it require the person to volunteer the sample of their own volition? Or can police ask the person 
to undergo the procedure? Some other jurisdictions have interpreted ‘volunteer’ very narrowly, for example the 
explanatory memoranda to the equivalent legislation in the Australian Capital Territory, which is substantially similar to 
the New South Wales Act, explains: 

The power to take a DNA sample cannot be exercised automatically... For suspects and offenders the 
circumstances in which consent may be requested are limited, and include a requirement that the request be 
justified. There is no power to ‘solicit’ consent from volunteers – people cannot be asked by police to consent 
to a procedure if they are not suspects or serious offenders, but they may come forward at their own initiative... 
A police officer can only request a person’s consent to a forensic procedure under the provisions dealing with 
suspects and serious offenders.669 
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In our view, this is not very useful. It would certainly be most unusual for a person to walk into a police station and 
volunteer to provide a DNA sample in the interests of law enforcement. Further, it is unlikely people would know that 
police would like their DNA sample to use in the investigation of an offence to which they have some connection. 
In case study 43, it is unlikely the people who may have contributed to the mixed DNA sample – cleaners, security 
officers and other people who worked at the shopping centre – would have volunteered to provide a sample unless 
police asked them to provide one. 

In its submission, Legal Aid NSW recommended changing the definition of volunteer to “a person, other than a 
suspect, who consents to a request by a police officer to undergo a forensic procedure.”670 We agree that this is 
clearer than the current definition of a person other than a suspect “who volunteers to a police officer to undergo a 
forensic procedure.” We also note that the equivalent legislation in South Australia specifies that a forensic procedure 
can only be conducted on a volunteer if “the person on whom the procedure is carried out is not under suspicion.”671 
This may also clarify that a person who is under suspicion cannot be treated as a volunteer. 

In our draft report, we made a provisional recommendation, that the definition of volunteer be changed to “a person 
who is not under suspicion, who consents to a request by a police officer to undergo a forensic procedure.” Or, in the 
case of a child or incapable person, “whose parent or guardian consents to a request by a police officer that the child 
or incapable person undergo a forensic procedure.”

NSW Police did not support this change, simply commenting, “this recommendation is problematic and provides 
fewer clarifications in some aspects.”672 

The Attorney General’s Department advised that it is currently implementing part of the recommendation. It is 
preparing a Bill that will “change the definition of volunteer to include the new test that the person (or parent or 
guardian where appropriate) consent to a request by a police officer to undergo the procedure.” However, it raised 
concerns about the proposal to define a volunteer as “a person who is not under suspicion”: 

For the reasons set out in paragraph 7.1 of the draft Report, the distinction between a suspect and volunteer is 
a very significant one under the Act. A person may be “under suspicion” by investigating police but may not fit 
the definition of “suspect” under the Act. Any definition that created a lacuna where a person might be neither 
a suspect nor a volunteer for the purpose of the Act, would be highly undesirable. This portion of the draft 
Recommendation may need to be reconsidered.

As discussed in paragraph 7.1.3, the distinction between suspects and volunteers is not always clear. Whether a 
“person of interest” should be considered a suspect or volunteer will depend on the circumstances, in particular 
whether the evidence supports a reasonable suspicion that the person committed an offence. We concluded in 
our above discussion that in the event of uncertainty, police should err on the side of treating people of interest as 
volunteers. After further consideration, we agree that the definition of a volunteer should remain “a person other than 
a suspect” rather than “a person who is not under suspicion.” We also note here that Recommendation 11, which 
relates to the cautioning of volunteers, would address some of the concerns we have outlined above.

Recommendation 26

The definition of ‘volunteer’ in the Crimes (Forensic Procedures) Act 2000 be amended so that it provides 
words to the effect that a volunteer is a person (other than a suspect or excluded volunteer) who consents to 
a request by a police officer to undergo a forensic procedure, or in the case of a child or incapable person, 
whose parent or guardian consents to a request by a police officer that the child or incapable person undergo 
a forensic procedure. 

7.5.2. Records of consent 

The consent form must state the name of the person giving consent, a description of the forensic procedure, the 
name of the police officer who requested consent, a statement that the required information has been provided,  
the name of the independent person in whose presence the consent is given, and a statement indicating whether 
consent is given subject to a condition about which index of the DNA database, if any, the volunteer’s profile will 
be placed on.673 The consent form must be signed by the volunteer, or parent or guardian where applicable. 
The signature must be witnessed by an independent person, who cannot be a police officer, or other person 
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involved in the investigation of the offence. A copy of the consent form must be given to the volunteer, parent or 
guardian as soon as practicable.674

NSW Police has developed separate consent forms for suspects, volunteers, and children and incapable people, to 
reflect the legislative requirements relating to each category. During our audits, we found that some commands were 
not aware that NSW Police had issued separate consent pads for volunteers and for children and incapable people. 
Some had volunteers sign the volunteer information sheet, while others were using suspect consent forms for all 
forensic procedures. This raises concerns that forensic procedures may have been conducted on volunteers without 
complying with the requirements set out in the legislation – specifically, that the volunteer signed the consent form in 
the presence of an independent person, and that the volunteer specified whether his or her DNA profile would be put 
on the DNA database and what it would be matched against.

We also have concerns about whether volunteers are giving informed consent to forensic procedures. As discussed 
in chapter 6, police are not always providing the correct information to volunteers. In particular, there is considerable 
confusion among police officers about whether volunteer profiles are put on the DNA database, and what index they 
should be put on. As discussed at 6.1.4, DAL puts all volunteer profiles on the DNA database. It does not match them 
against any of the other indexes, unless it confirms with the officer who took the sample that the volunteer did actually 
specify that his or her DNA sample could be used for unlimited purposes. 

We are concerned that many volunteers have provided DNA samples on the basis that their profile would not be put 
on the DNA database, when in fact it has been. 

Our recommendations 11 and 12 about providing accurate information to volunteers about forensic procedures 
should address our concerns about whether volunteers are giving informed consent. In addition, our recommendation 
3(b) as to which police officers should perform forensic procedures will increase the likelihood that officers seeking 
consent from volunteers understand the distinctions between volunteer and suspect testing. The proposed forensic 
procedures book will include a copy of the volunteers form, allowing for easy auditing and education plus other 
remedial responses where necessary. Given the development and the practice of DAL to date, we do not propose to 
make any further recommendations on this issue.

7.5.3. Should child volunteers be able to consent to forensic procedures? 

A forensic procedure may be carried out on a child volunteer with the consent of the child’s parent or guardian, 
provided the child does not object to or resist the procedure.675 Unlike child suspects, child volunteers can never be 
compelled to undergo a forensic procedure, and any DNA sample taken from the child volunteer will normally be used 
within the case for which it was provided, and will not be matched against the entire crime scene index.

We note the 2002 recommendation by the Legislative Council Standing Committee on Law and Justice that the 
Attorney General consider amending the child volunteer provisions so that forensic procedures can be conducted on 
volunteers between the ages of 10 and 14 with the consent of the child and the child’s parent, and volunteers aged 
15 to 17 can consent to forensic procedures themselves.676 In submissions to our review, Legal Aid NSW and the Law 
Society of NSW suggested that a volunteer aged between 14 and 16 should be able to consent, provided the child’s 
parent or guardian also consents, and that a volunteer aged between 16 and 18 should be able to consent to the 
procedure without the involvement of a parent or guardian.677

We generally support the recommendation that child volunteers who are sufficiently mature should be able to consent 
to forensic procedures. Our only concern is that, because the distinction between suspects and volunteers is not 
always clear, police officers may treat children who are under investigation for an offence but who do not meet the 
threshold of ‘suspect’ for the purposes of the Act, as ‘volunteers’. If the child consents to the forensic procedure (or 
can be persuaded to consent), this obviates the need for police to obtain a court order. The Act as it currently stands 
protects children against this, to a limited extent, by requiring consent from the child’s parent or guardian before the 
procedure can be conducted. 

In our view these concerns could be adequately addressed by ensuring that child volunteers are given appropriate 
information about the proposed procedure, including why the procedure is required, that it might produce evidence 
against them, and that they do not have to undergo the procedure if they do not want to. Our recommendation 13, 
about providing child volunteers with information about forensic procedures, seeks to address this problem. On 
this basis, we agree with the recommendation of the Standing Committee that volunteers aged between 15 and 
17 should be able to consent to forensic procedures. However, an appropriate safeguard would be to ensure that 
child volunteers could only consent to providing a DNA sample for use within a particular case, and not for unlimited 
purposes.
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For volunteers aged 10 to 14, our view is that the current position should remain – that forensic procedures can 
be conducted with the consent of the child’s parent or guardian, provided the child does not object to or resist 
the procedure.678 While the Act does not explicitly require the consent of the child, our recommendation 13, about 
providing information about forensic procedures to child volunteers, would increase the child volunteer’s participation 
in the process. 

Recommendation 27

The Crimes (Forensic Procedures) Act 2000 be amended in respect of the child volunteer provisions for 
children aged between 15 and 17, allowing these children to consent to forensic procedures for within case 
matching or limited purposes on their own behalf. 

NSW Police supports this recommendation.679

7.5.4. Authorisation by consent on behalf of an incapable person

A forensic procedure may be carried out on a volunteer who is an incapable person with the consent of the person’s 
parent or guardian, provided the person does not object to or resist the procedure.680

The Intellectual Disability Rights Service argued that it was inappropriate to permit the parent or guardian of an 
incapable person to consent to a forensic procedure on the person’s behalf, describing it as “scandalous” that 
“someone who is not in a position to consider his or her own interests can be ‘volunteered’ by a third person to give a 
DNA sample to police.”681 

In our view, there are clearly some circumstances where it is appropriate to allow a parent or guardian to authorise 
a forensic procedure being conducted on an incapable person, for example where a DNA sample is taken for the 
purpose of elimination, and the person’s DNA profile is not matched against anything else on the DNA database. 
However, we understand concerns about a parent or guardian being able to consent to a procedure on behalf of an 
incapable person, given that:

•  The parent or guardian may authorise the use of the person’s DNA profile for “unlimited purposes,” which 
includes criminal investigations and any other purpose for which the DNA database may be used. 

•  The parent or guardian may specify the length of time for which the person’s DNA profile is to be retained on 
the DNA database. 

There are good reasons why DNA profiles obtained from volunteers who are incapable persons should only be used 
within the case for which the sample was provided, and should not be matched against any other indexes on the DNA 
database. This is in effect a balance between the competing considerations. We note that this is in effect, the present 
practice of DAL.

7.5.5. Use of forensic material provided by child or incapable volunteers

In our draft report, we made a provisional recommendation, that the Act be amended “to provide that where a forensic 
procedure is conducted on a volunteer who is an incapable person, and a DNA profile obtained, the profile only be 
used within the case for which it was provided, and not permitted to be matched against any other indexes on the 
DNA database.” The Attorney General’s Department commented that this recommendation seems appropriate, 
and that it “appears to simply propose that the existing practice regarding incapable persons be formalised in 
legislation.”682

NSW Police, however, did not support the recommendation, on the basis that it “can foresee circumstances where it 
may be in the interests or at the request of such a volunteer, for example in relation to missing persons.”683 

We remain of the view that an incapable person’s parent or guardian should not be able to authorise use of the 
person’s DNA profile for “unlimited purposes.” If the person’s DNA profile were needed for purposes other than 
the case for which it was provided, it would be more appropriate for a court to determine whether the sample 
should be taken, rather than the person’s parent or guardian. We also consider this safeguard should apply to 
child volunteers as well as incapable adults. For these reasons, we now recommend that where police seek to  
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use a DNA profile from a volunteer who is a child or incapable person for other purposes, this should have to be 
authorised by order of a court. 

Recommendation 28

The Crimes (Forensic Procedures) Act 2000 be amended to provide that, where a forensic procedure is 
conducted on a volunteer who is a child or incapable person, and a DNA profile obtained, the profile only be 
used within the case for which it was provided, and not permitted to be matched against any other indexes on 
the DNA database, unless otherwise authorised by a court. 

Section 80 of the Act, which sets out the circumstances in which a magistrate may order the carrying out of a forensic 
procedure on a child or incapable person, may need to be amended to enable magistrates to authorise a forensic 
procedure in such circumstances. 

7.6. Volunteers: proceeding by court order 
Courts only authorise forensic procedures on volunteers in very limited circumstances. A court can only authorise the 
carrying out of a forensic procedure on a volunteer if the volunteer is a child or incapable person, and consent cannot 
reasonably be obtained from the volunteer’s parent or guardian, or where the parent or guardian who refuses consent 
is a suspect and there are reasonable grounds to believe the procedure is likely to produce evidence tending to 
confirm or disprove he or she committed an offence.684

There are additional factors a magistrate must take into account when deciding whether to authorise the carrying 
out of a forensic procedure on a volunteer who is a child or incapable person. These include the seriousness of the 
offence being investigated, the best interests of the child or incapable person, and any wishes the child, incapable 
person, parent or guardian may have as to whether the procedure should be carried out.685

It would appear these provisions are not used very often and we are not aware of any difficulties with them. 

7.7. Mass Screenings
In some circumstances, investigating authorities may decide to take DNA samples from large numbers of volunteers 
in the hope of identifying an offender. Mass screenings can be very resource intensive, and so tend to be used only 
for unsolved violent or sexual offences where other investigative avenues have been exhausted. 

The rationale for DNA sampling masses of volunteers is that the offender might volunteer a DNA sample. Even if 
they do not, police can better target the investigation by excluding large numbers of potential suspects. Further, the 
offender may attract attention by refusing to supply a sample or by trying to get somebody else to provide a sample in 
their place. 

7.7.1. Mass screenings in other jurisdictions 

Mass screenings in the United Kingdom are called “intelligence led screenings.” Police conducted their first such 
screening in the late 1980s after two girls were raped and murdered. Police took blood samples from 600 men in three 
small villages surrounding the murder sites. A local baker persuaded a friend to stand in for him during the blood 
sampling. When police heard of this they interviewed him and took a blood sample, which confirmed the baker’s 
involvement in both offences. He was subsequently sentenced to life imprisonment.686 

In the last ten years, law enforcement agencies in the United Kingdom have taken over 85,000 DNA samples in 
almost 300 mass screenings.687 In some of these, the offender has volunteered a DNA sample to police. For example, 
in 1999, police conducted a mass screening in an area of Northern Ireland where a 91 year old woman had died after 
being sexually assaulted. The DNA profile from one of the men who had volunteered a sample matched the profile 
obtained from the victim. The volunteer argued that the sample had been contaminated during transportation, but 
subsequent tests showed the same result. He was convicted and sentenced to 16 years imprisonment.688

Some mass screenings have enabled police to solve crimes from some time ago. For example, in 2000 police 
took DNA samples from 540 volunteers in the investigation of a 1977 murder in Leeds. One of the profiles obtained 
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matched the DNA profile obtained from the deceased’s clothing. The person who had provided the sample 
subsequently pleaded guilty to the murder.689

Previously, DNA samples obtained through mass screenings in the United Kingdom were not routinely kept on the 
national DNA database. However, changes to the legislation in 2001 provided for volunteer profiles to be kept on 
the database, with the volunteer’s consent. Once consent is given it cannot be withdrawn – the volunteer’s profile 
is added to the database and from then until the person’s death it can be searched against profiles obtained from 
unsolved crime scenes.690 Retaining profiles of volunteers in mass screenings has been described as “beneficial” 
by the custodian of the database, on the basis that it helps increase the number of profiles on the database.691

Mass screenings in the United States are called DNA “dragnets” or “sweeps”. They have been conducted in a 
number of states, including Florida, California, Maryland, Louisiana and Michigan.692 

A recent study by the Department of Criminal Justice at the University of Nebraska at Omaha on mass screenings 
found that they are not particularly effective in identifying offenders – in the 18 mass screenings considered in the 
review, only one offender was identified, and that was in a targeted screening of only 25 men.693

In one mass screening in the United States, police took DNA samples from over 1,200 men in Louisiana, in the hope 
of identifying a serial killer. One man, who declined to provide a sample, was told by police that they would obtain a 
court order and his lack of co-operation would “get in the newspapers.” Police obtained a court order and the man 
was compelled to provide a DNA sample, despite the fact he did not match the physical description of the offender. 
The offender was eventually identified through other means, and the man sought to have his DNA sample destroyed. 
The case raised concerns about people who refuse to participate in mass screenings attracting undue suspicion.694 

Mass screenings have been used with some success in New Zealand. In 1998, a serial rapist was convicted after 
being identified through a mass screening of over 3,000 men. The offender had been linked to eight different sexual 
assaults, committed between 1988 and 1996, but had not been identified prior to the screen.695

Some countries have conducted extremely large mass screenings – for example in Germany in 1998, an investigation 
involving the rape and murder of a young girl696 resulted in DNA samples being collected from over 16,000 men697 and 
the eventual identification of the offender. 

7.7.2. Mass screenings in New South Wales 

The Crimes (Forensic Procedures) Act does not specifically deal with mass screenings. Police can, however, conduct 
mass screenings under the volunteer provisions. There is no specific authority required for mass screenings although, 
being resource intensive, it is unlikely that a mass screening would be conducted without oversight by senior police 
officers. 

The size and scope of a mass screening will vary according to the circumstances. It might be quite broad, 
for example where police ask whole sections of the population of a particular town to provide DNA samples. 
Other screens may be narrower, focusing on smaller groups of people, such as residents of a particular building, 
acquaintances of a particular victim or patrons of a particular pub. For the purposes of our review, we considered 
a mass screening to be the collection of DNA samples from 10 or more volunteers in relation to a single offence. 
Because the gender of the offender can be determined by the DNA profile obtained from the relevant crime scene 
evidence, usually only people of the relevant gender are asked to participate in mass screenings (in practice, typically 
men). 

The most well known mass screening in New South Wales was conducted in Wee Waa, before the volunteer 
provisions of the Act commenced. Police took DNA samples from almost 500 local men following the violent sexual 
assault of an elderly woman. Most of the samples were taken in people’s homes, although some volunteers went 
to the police station to provide a sample. The offender provided a sample, but made admissions before it was 
analysed and subsequently pleaded guilty to the offence. The Wee Waa screening was quite controversial, with some 
participants accepting that it was a useful way of identifying the offender and others criticising it as a publicity stunt to 
smooth the way for the introduction of the forensic procedures legislation. It was also criticised for placing pressure 
on residents to participate in order to avoid attracting suspicion.698 
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Several targeted screens have been conducted in New South Wales since the volunteer provisions of the Act came 
into force: 

Case Study 46

In 2003, police officers conducted a targeted screen of about 80 men in relation to the unsolved murder of 
a young woman in the Southern Highlands in 1999. Media reports stated that police were asking for DNA 
samples from various groups, including the deceased’s male acquaintances, work colleagues, and all those 
who had been to the Bargo Hotel on the night she died.699 We understand the matter is still under investigation.

Case Study 47

In 2004, police officers conducted a targeted screen in relation to allegations by a Coffs Harbour woman that 
she had been sexually assaulted by various players from the Bulldogs Rugby League Club. We understand the 
players were sampled as volunteers. Media reports stated that police interviewed 25 players, and all but one 
provided DNA samples.700 It appears investigating police considered applying for a court order compelling the 
last player to provide a DNA sample, but decided against this course of action,701 we presume because there 
were no reasonable grounds for believing the player had committed an offence.

Case Study 48

A young woman disappeared after going to a party in a small country town. Her body was found nearby some 
days later. Police have approached people in the local community for DNA samples and so far have obtained 
over 25 samples from people who were at the party and other locals. We understand the matter is still under 
investigation.702

In our survey, we asked local area commands whether they had conducted any mass screenings. Apart from those 
detailed above, none had. 

7.7.3. Issues raised by mass screenings 

A mass screening may be a useful investigative strategy in appropriate circumstances. However, mass screenings 
raise a number of different issues:703 

•  people who are approached to provide a sample may feel compelled to comply – in which case it is 
questionable whether the forensic procedure is truly voluntary 

•  people who decline to participate may attract unreasonable suspicion by police and other members of the 
community

•  people asked to provide a DNA sample may have legitimate concerns about how long their sample will be 
kept, what it will be used for, and whether it will be put on the DNA database 

•  DNA sampling large numbers of people in the hope of identifying an offender undermines established legal 
principles, including the presumption of innocence and privilege against self-incrimination

•  unlike other forensic procedure volunteers, who are not suspects but have a legitimate reason for their DNA to 
be on the victim or at the crime scene, mass screening volunteers may have no connection at all to the crime

•  given that the majority of volunteers will have no connection to the crime, the intrusion into their personal and 
genetic privacy may not be warranted 

• there are no limits on who can be asked to volunteer a sample, meaning that requests can be excessive, and

• mass screenings are expensive and may not be very effective. 
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Other reviews of forensic procedures legislation have considered whether mass screenings need to be more closely 
regulated. The Standing Committee on Law and Justice recommended that the Attorney General consider amending 
the Act so that police would have to obtain a court order before conducting a mass screening, and would have to 
satisfy the court that it was justified in all the circumstances, taking into account whether a smaller number of potential 
suspects could instead be tested, and whether any other less intrusive investigative means are available.704 The 
Australian Law Reform Commission considered it necessary “to ensure that individuals who would not otherwise be 
considered suspects in a criminal investigation do not feel undue pressure to ‘volunteer’ for a forensic procedure in 
order to eliminate themselves from potential suspicion,” but decided against requiring court orders to authorise mass 
screenings. Instead, it recommended (in the context of the equivalent federal legislation) that the government develop 
guidelines for mass screenings, to cover both the process for approving the screening and the manner in which it is 
to be conducted.705

One of the difficulties in regulating mass screenings is that the term is difficult to define. Wee Waa is a clear example 
of a mass screening. However, there are other circumstances where police officers seek DNA samples from a smaller 
group of people over a period of time, as the investigation progresses, rather than masses of people who have only a 
very tenuous connection to the crime, if any. 

In addition, we note that mass screenings are expensive to run and may not be the most effective investigative 
strategy. Police officers are required, in accordance with the Act, to provide each volunteer with the relevant 
information, obtain his or her written consent, electronically record the procedure and so on. The samples then have 
to be sent to the laboratory for analysis. Given that mass screenings are so resource intensive, and may be of limited 
investigative value, it would be hoped that police would not conduct a Wee Waa style mass screening unless it was 
reasonably necessary and had been approved at a fairly senior level within NSW Police. We note that no Wee Waa 
style mass screenings have been conducted in New South Wales since the volunteer provisions of the Act came 
into force. 

Our primary concern about police conducting mass screens is whether the testing officers are providing accurate 
advice to volunteers, and consequently whether volunteers are giving properly informed consent. In particular, police 
are likely to tell volunteers that their profile will only be used to eliminate them from suspicion, and will not be used 
for any other purpose. However, we know that DAL puts all volunteer samples on the DNA database, and does not 
destroy them unless the volunteer makes a written request to NSW Police that the sample be destroyed. 

We are also concerned that, unlike suspects, people who participate in mass screenings as volunteers need not be 
informed that the procedure may produce evidence against them.706 This was discussed previously at 6.1.4. This 
would be adequately addressed by our recommendation 11, that police be required to inform all volunteers that the 
forensic procedure may produce evidence against them, which can be used in court. 

Mass screen volunteers, like people of interest, differ from ‘true’ volunteers in that they are asked to provide a DNA 
sample because they are potential suspects, not because they have a legitimate reason for their DNA being at the 
crime scene. In our view, police officers should be required by law to inform all volunteers that the forensic procedure 
may produce evidence against them, which might be used in a court or law. 

Otherwise, we agree with the position of the Australian Law Reform Commission, that there should be guidelines 
covering the process for approving mass screenings, and the manner in which they are to be conducted. 
The guidelines should also clarify what constitutes a mass screening, and what information should be provided 
to mass screen volunteers. In our view, given the special nature of mass screenings, it is appropriate they are 
adequately regulated.
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Recommendation 29

The Minister regulate arrangements for mass screenings. This should include:

 a. a definition of what constitutes a “mass screening”

 b. a requirement that mass screenings only be conducted in the approved manner

 c.  a requirement that a senior officer (Superintendent or above) approve the undertaking of a 
mass screening

 d. the criteria to be met before a senior officer approves a mass screening

 e.  that samples obtained during a mass screening only be used for “within case matching” with the 
relevant criminal investigation

 f.  a requirement that samples be destroyed within a specified period after the relevant case or 
investigation is finalised

 g. the information to be provided to volunteers, and 

 h. the arrangements for conduct of mass screening procedures. 

NSW Police indicated it supports the recommendation, and will provide further comment once the proposed 
arrangements are developed.707 

The Attorney General’s Department commented in part:

There is a certain level of ambiguity in the discussion between in-case matching and off-database matching. In 
true ‘in-case matching’, there is no legislative need for the DNA profile to be loaded to the database at all—the 
Act does not prevent the matching of two DNA samples, neither of which are on the database. However, in 
practice, as set out in paragraph 6.1.4 of the report, all volunteer samples are currently loaded to the volunteers 
(limited purposes) index of the database, presumably as this is the most efficient way of DAL performing the 
matching. It is unclear whether proposed Recommendation 30(d) is intended to prevent the placing of the 
person samples from volunteers on the volunteers (limited purposes) index of the database.708

Our recommendation that “that samples obtained during a mass screening only be used for ‘within case matching’ 
within the relevant criminal investigation” is not intended to prevent the placing of profiles obtained through mass 
screenings on the volunteers (limited purposes) index of the database. Whether profiles obtained through a mass 
screening are placed on the volunteers (limited purposes) index, or are not put on the database at all, may be a 
matter for consideration by the Minister in developing arrangements for mass screenings. Our concern is that DNA 
samples provided by mass screen participants should not be used beyond the case for which they were provided, 
for example by matching them against the unsolved crime scenes index. We also stress that should profiles obtained 
from volunteers during mass screenings be put on the database, as would appear to be the current practice by DAL, 
this should be explained to volunteers. The Attorney General’s Department also commented:

The proposed Recommendation raises the broader question of whether the Crimes (Forensic Procedures) Act 
is intended to be a code; or alternatively whether any forensic investigative conduct not specifically mentioned 
in the Act is completely unregulated. The Courts have taken the view that the latter formulation is the correct 
interpretation of the Act as it now stands... The current state of affairs provides little incentive for investigating 
police officers to work within the confines of the Act, rather than arranging their investigation so that the Act does 
not apply at all. This issue may need to be considered in due course.709

Our own view is that it is clearly the intention that persons who provide samples as part of mass screenings do so 
as volunteers. If there is room for these to take place outside the Act, this discretion should be removed. We have 
amended our recommendation accordingly.
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Chapter 8. Conducting a forensic 
procedure
This chapter examines the way forensic procedures are conducted. The general rules for carrying out forensic 
procedures on suspects and volunteers are set out in Part 6 of the Act. Forensic procedures cannot be carried out 
otherwise than in accordance with Part 6.710

8.1. Cautioning suspects and volunteers 
Section 46 of the Act provides that before anyone starts to carry out a forensic procedure, the suspect or volunteer 
must be cautioned that they do not have to say anything while the procedure is being carried out, but that anything 
they do say may be used in evidence. Accordingly, the SOPs instruct officers: 

After obtaining consent and prior to the commencement of the forensic procedure, caution the suspect as 
follows: 

‘I wish to advise you that you do not have to say anything while the forensic procedure is being carried out but 
anything you do say may be used in evidence. Do you understand that?’711

The Act does not require the caution to be electronically recorded. Nor do the SOPs specifically instruct officers to 
record the caution.

During our audit of local area commands, we watched 146 videos of forensic procedures. We found: 

• In 60 procedures (or 41 per cent) the person was cautioned on video. 

• In 86 procedures (or 59 per cent) the person was not cautioned on video.712

We note that in our report on the DNA sampling of convicted offenders, we recommended that NSW Police amend 
its SOPs to include a requirement that police electronically record the caution, and that the caution be given after the 
provision of information and immediately before the DNA sampling.713 This is an appropriate and sensible approach.

Given that officers did not record the caution in over half of the procedures we watched, there may be some merit in 
the SOPs specifying that the caution should be electronically recorded. It might also help to include the caution at the 
beginning of the information sheet (including any revised sheet). 

Recommendation 30

That the SOPs specifically state that the caution be electronically recorded. 

Recommendation 31

That the caution be included at the beginning of the information sheet. 

NSW Police advised in its response to the draft report that it does not support recommendation 30 as the SOPs 
already require the caution to be electronically recorded. NSW Police stated that it is “only after the caution is 
given that the suspect is asked whether he/she wishes the forensic procedure to be recorded. Up to this point, all 
information provided to the suspect is recorded.”714 As is evidenced by our research, the SOPs are not sufficiently 
clear and should be amended.

NSW Police is still considering recommendation 31, commenting, “there may be confusion created if the suspect is 
advised that he/she does not have to say anything but police then start asking the suspect the questions required by 
the Information Sheet and Consent Form.”715
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8.2. Access to interview friends, independent witnesses and interpreters

8.2.1. Interview friends

The Act gives certain suspects the right to have an ‘interview friend’ present. An interview friend is essentially a 
support person and advocate for the suspect. An interview friend includes persons such as a parent, guardian, legal 
representative, or other person acceptable to the suspect.716 Where the Act provides that a suspect must be informed 
about a matter and an interview friend is present, the interview friend must also be informed. Interview friends may 
also make requests or objections on the suspect’s behalf.717

The Act provides for interview friends in the following circumstances: 

•  Children and incapable persons can only undergo a forensic procedure by order of a court, and must have 
an interview friend present at the hearing (or for interim orders only when this is reasonably practicable). The 
forensic procedure must generally (i.e. if reasonably practicable) be carried out in the presence of the interview 
friend or a legal practitioner.718 

•  Aboriginal and Torres Strait Islander suspects must have an interview friend present when police ask 
the suspect to consent to a forensic procedure. If police apply for a court order, the suspect must have an 
interview friend present at the hearing. The forensic procedure must generally (i.e. if reasonably practicable) 
be carried out in the presence of the interview friend or a legal practitioner. Aboriginal and Torres Strait Islander 
suspects may waive their right to have an interview friend present.719 

The court may exclude an interview friend if the interview friend unreasonably interferes or obstructs the hearing of the 
application. An interview friend (other than a legal representative) may also be excluded from the request for consent 
or the place where the forensic procedure is to be carried out if:

(a) the interview friend unreasonably interferes with or obstructs the carrying out of the procedure, or

(b)  the investigating police officer forms a belief based on reasonable grounds that the presence of the interview 
friend could be prejudicial to the investigation of an offence because the interview friend may be a co-
offender of the suspect or may be involved in some other way, with the suspect, in the commission of 
the offence.720

If an interview friend (other than a legal representative) is excluded under either of these provisions, the suspect 
or volunteer may choose another person as their interview friend. In the case of a child or incapable person, if the 
suspect or volunteer does not choose another interview friend, the police officer conducting the procedure “may 
arrange for any person who may act as an interview friend to be present”.721 A similar provision applies if the suspect 
or volunteer is an adult Aboriginal or Torres Strait Islander, and does not waive their right to have an interview friend 
present. The interview friend can be a relative, legal practitioner or other person chosen by the suspect or volunteer.722

8.2.1.1. Compliance with the Act 

There are two ways in which an interview friend is obtained for a suspect or volunteer entitled to one. Firstly, the 
person may identify the person (such as a parent). Secondly, local area commands may have a list of persons able 
to assist. Some of the commands we audited indicated they did not arrange for interview friends, on the basis that 
these persons may appear partial. Others indicated they did arrange for interview friends, and kept lists of names and 
contact details for people who could be used. One command had good relations with a local resident who was in 
the Salvation Army, who could be contacted at any time. Another command kept a list of Aboriginal elders with whom 
police have built relations with over time to refer to if they needed. Another command, which had a reasonably high 
Aboriginal population, said it was used to organising support people for Aboriginal suspects and that arranging for an 
interview friend for a forensic procedure was just as straightforward: “We do it every day.” 

Some officers said the main problem with interview friends is that it may take some time for an interview friend to 
attend. We acknowledge that waiting for an interview friend may cause delays, but note that this will be ‘time out’ 
under section 3 of the Act. Further, if police liaise with local community members and service providers, and keep a 
list of contact details of people who can act as interview friends or independent persons, this may reduce any such 
delays and also the time the suspect spends in custody.

We also examined this issue in our survey of local area commands where responses indicated that 16 commands 
had problems arranging appropriate interview friends. These problems mainly related to the person chosen being 
unsuitable. For example: 
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The availability of persons is sometimes a problem. This can be due to a variety of reasons, such as; the day 
and hour, willingness to participate, unsuitable persons selected by the subject, travel arrangements, etc. This 
LAC now uses a volunteer group, Criminal Justice Support, which offers a 24/7 service.723

The location of “acceptable” support people is an issue in the LAC. When dealing with the Aboriginal community 
it has been identified that there is a resistance to assist (or be seen to assist) Police by some groups (specific 
families and associates). I believe this is not a local issue, however endemic to throughout the state.724

Problems locating interview friends willing to attend or persons who are not intoxicated.725

Despite these difficulties, no commands were aware of any instances where interview friends had been excluded. 

A total of 60 commands reported having no problems complying with the interview friends provisions, and the 
remaining four commands were unable to comment on this issue.726 

To ensure that interview friends are available to all entitled suspects and volunteers, we suggest that every command 
maintain a list of appropriate people to use as interview friends. This networking process might also assist local 
service providers in understanding their role as an interview friend or independent person. 

We note that some commands do not arrange for interview friends, on the basis that this would appear partial. In 
our view, a person should be able to choose his or her own interview friend, but if the person has difficulty finding an 
appropriate interview friend, police should, so far as is reasonably practical, attempt to find the person an interview 
friend. 

8.2.1.2. Lists of interview friends for Aboriginal and Torres Strait Islander suspects 

Section 116 of the Act requires the Attorney General to establish and keep up to date lists of people in different 
parts of New South Wales who are suitable and willing to act as interview friends for Aboriginal and Torres Strait 
Islander suspects who are under arrest. The Attorney General must consult relevant Aboriginal legal aid organisations 
about this.727 

We discussed the problems the Attorney General’s Department has had in complying with this requirement in our 
report on the DNA sampling of serious indictable offenders. We noted that the Attorney General’s Department wrote 
to all Aboriginal Legal Services in February 2002, seeking nominations for people to be included on the required list. 
However, no nominations were received. In June 2002, the Coalition of Aboriginal Legal Services advised the Attorney 
General’s Department that nominations would only be provided if the Act were amended to prevent interview friends 
being called as witnesses for the prosecution. We noted that neither of the previous reviews of the Act had made such 
a recommendation.728 

We also noted that as forensic procedures are generally video recorded, the need to call interview friends as 
witnesses for the prosecution from incidents occurring during a forensic procedure would be quite limited. However, 
the fact remained that section 116 was essentially inoperable. For this reason we recommended that the Attorney 
General consider whether the Act should be amended to prevent an interview friend being called as a witness to the 
prosecution for matters directly relating to forensic procedures.729

As part of our consultation progress for this phase of our review, we wrote to the organisations which are prescribed 
as Aboriginal legal aid organisations for the purpose of the Act, but did not receive any comments about this issue.730 

Through our monitoring activities, we found that commands which maintained lists of suitable people were best 
able to comply with the provisions of the Act relating to interview friends. We are not aware of any instances where 
interview friends have been called as witnesses for the prosecution and are not aware of any instances where people 
asked to act as interview friends were concerned about this either. 

Given this, in our view local area commands should maintain lists of names and contact details of people who are 
suitable and willing to act as interview friends for the purposes of the Act. 

8.2.2. Independent witnesses

Where police wish to conduct a forensic procedure on a volunteer, the volunteer’s consent must be obtained in the 
presence of an independent person.731 The volunteer’s consent is not effective unless it is in writing, signed, and 
witnessed by an independent person. An independent person is a person other than a police officer or other person 
involved in the investigation.732 

We found that these requirements are not always being met. 
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In our audit of local area commands, we found that some police stations did not have consent books for volunteers, 
and had only been using the consent book which was designed for suspects. In this case, there is no prompt to 
obtain the volunteer’s consent in the presence of an independent person, or to have an independent person witness 
the volunteer’s signature, and there was no evidence that the independent person requirements had been met. 

In our survey of local area commands, most commands advised that volunteers nominated their own independent 
persons, but that independent persons could be found through the community, emergency services or local legal 
services, if required. 

A total of seven commands responded that they either had used, or would use, police officers as independent 
persons. One command, where police officers had acted as independent persons on three occasions, advised, 
“We now realise that police cannot be used and will ensure staff are informed to ensure compliance in the future.” 733 
Another 10 commands indicated they either did not conduct forensic procedures on volunteers or that they had 
not established any procedure for arranging independent persons. One command indicated it would have difficulty 
arranging for independent persons.734

Recommendation 32

That commands develop and keep up to date lists of names and contact details of acceptable community 
members and representatives from local service providers who can be used as interview friends and 
independent persons. 

NSW Police supports this recommendation.735

8.2.3. Interpreters

If a suspect is unable to communicate orally with reasonable fluency in English (because of inadequate knowledge of 
English or a physical disability), police must arrange for an interpreter to be present before: 

• asking a suspect to consent to a procedure

• ordering a procedure

• applying for a court order authorising a procedure, 

• cautioning the suspect 

• carrying out a procedure, or

• giving a suspect an opportunity to view a video recording taken under the Act.

If it is not reasonably practical for an interpreter to be present, police can arrange for a telephone interpreter.736

During our audit of local area commands, we watched two videos of forensic procedures where interpreters were 
used. Both procedures were conducted professionally and there did not appear to be any problems with the use 
of interpreters, although the provision of information took considerably longer than usual. We note that if a plain 
language version of the information sheet were developed, this would be much easier to translate than the current 
information sheet, which is complex and lengthy. 

In our survey of local area commands, some commands commented on the length and complexity of the information 
sheet, and the length of time it takes to provide information when an interpreter is used. For example:737 

Instructions [are] extremely long and when dealing with offenders, victims, witnesses, etc. from non-English 
speaking backgrounds interpreters find it difficult to translate all information. This procedure requiring an 
interpreter can take almost an hour before the actual forensic procedure has begun.

Others commented that even with an interpreter, it is difficult to explain all the information: 

The Act is somewhat long winded and difficult to understand, especially when trying to explain it to a person that 
has a low grasp of the English language (even with the use of an interpreter).
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Some metropolitan commands suggested that the information sheet, as well as being shorter, should be available 
in different languages.738 We agree this is a good idea. Information sheets in other languages could be available 
on the FPIT intranet site, and those local area commands with significant populations who speak languages other 
than English could keep hardcopies of the translated information sheet in their command. We note this would be in 
addition to the use of an interpreter.

Recommendation 33

NSW Police consider translating the information sheet into the most commonly used community languages.

NSW Police supports this recommendation, commenting that it should be addressed by the Attorney General’s 
Department.739

8.3. Time limits 
Police generally have two hours to conduct a forensic procedure. For example, where a suspect is under arrest, 
police have 2 hours in addition to the usual investigation period of 4 hours to conduct the forensic procedure. In 
circumstances where the procedure is conducted in response to a court order on a suspect who is not under arrest, 
the procedure must be carried out as quickly as reasonably possible and within 2 hours of the suspect arriving at 
the police station or testing area.740 Procedures conducted on suspects under arrest in accordance with a court 
order also have the same time provisions of 2 hours from the end of the investigation period. The only difference is 
the calculation of the commencement of the investigation period which starts from when the magistrate orders the 
carrying out of the procedure, or the suspect is arrested pursuant to a warrant under section 41 of the Act.741

The permitted detention period may be suspended to enable certain things to happen. Time which is disregarded for 
the purpose of calculating the time for a forensic procedure to be carried out is called ‘time out’. Time outs include: 

• the time required to convey a suspect to the nearest premises with facilities for carrying out the procedure

• any time spent waiting for facilities or equipment to become available 

• delays to allow the suspect to communicate with a legal practitioner, interview friend or interpreter 

• any time spent waiting for a legal practitioner, interview friend or interpreter to arrive 

• delays to allow the suspect to recover from the effects of intoxication or receive medical advice 

• delays at the suspect’s request, and

• time spent waiting for a senior police officer or magistrate to make an order authorising a forensic procedure.742

8.3.1.  At what stage of the investigation period is the forensic procedure 
conducted?

The Act specifies that a suspect who is under arrest may be detained for up to two hours after the investigation period 
permitted under 115 of the Law Enforcement (Powers and Responsibilities) Act (formerly section 356D of the Crimes 
Act) expires, for the purpose of carrying out a forensic procedure. A forensic procedure may be carried out during 
the investigation period, but the investigation period itself cannot be extended.743 This means that police officers 
must choose between conducting a forensic procedure before a person is interviewed, in which case the forensic 
procedure counts towards the permitted investigation period, or conducting it after the investigation period expires, in 
which case police have an additional two hours.

In our audit of local area commands, some police officers we interviewed expressed concern that to avoid reducing 
the investigation period, forensic procedures have to be conducted at the end of the investigation period. While some 
types of procedures, such as DNA samples, can be carried out after a suspect has been interviewed, other types, 
such as hand swabs or gun shot residue tests, should be conducted as soon as possible. One regional command 
described conducting a gun shot residue test in relation to a shooting incident within the investigation period because 
the swab had to be taken within three hours of the incident, and it took police an hour and a half to drive to the police 
station where the suspects were being held.744
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In our view whether a forensic procedure is conducted at the beginning or end of the investigation period is a matter 
for investigating police to decide. Enabling police officers to conduct forensic procedures at the beginning rather than 
the end of the investigation period would not increase the length of time a suspect is in detention. 

We note that NSW Police has suggested that conducting a forensic procedure be time out for the purpose of 
calculating the investigation period. It gave the following example: 

30 minutes of forensic procedures could be performed at the beginning of the four hours of investigation time. 
Another 30 minutes of forensic procedure may be performed after two hours of investigation time, with the last 
hour of forensic procedures being used after the investigation time has elapsed.745

NSW Police argued that being able to conduct forensic procedures at the beginning of the investigation period would 
mean that evidence could be obtained before it degraded, and police could still have a four hour investigation period, 
without having to apply for an extension warrant. NSW Police advised this would require changes to the way COPS 
custody management records are maintained, but that these changes would be warranted given improvements in 
quality of evidence and time saved overall. 

We support this proposal. Provided that all forensic procedures are still conducted within reasonable time, and that 
the maximum time permitted to conduct forensic procedures (excluding time outs) is still two hours, it does not 
disadvantage the suspect.

8.3.2. How long police take to conduct forensic procedures 

During our audit of local area commands, we sought to find out how long forensic procedures generally take, and to 
check that they are being conducted within the permitted 2 hours. 

8.3.2.1. Audit of local area commands

We attempted to review each custody management record for the forensic procedures included in our audit. However, 
not all forensic procedures were recorded on the custody management system. We undertook an in depth analysis 
of the custody management records from four of the eight commands audited by reviewing 259 procedures from two 
metropolitan and two rural commands. For these 259 procedures, we were provided with 123 custody management 
records. The results from our review of these 123 custody management records were indicative of all the commands 
audited. We found that of the 123 records:

•  73 custody management records had included the forensic procedure as a specific item providing details of 
the type of procedure undertaken and the time the procedure started and finished

•  27 custody management records had a reference made to a forensic procedure being conducted in either the 
‘move location’ or ‘general comments’ and provided miscellaneous details about the forensic procedure, and 

• 23 custody management records had no mention of a forensic procedure being conducted.

This left 136 forensic procedures where there were no custody management records. This was because the person 
undergoing the procedure was a volunteer or a suspect who was not under arrest, or because police had recorded 
the forensic procedure in COPS instead of the custody management system.746 

For those forensic procedures which were recorded through the custody management system, we found the records 
were often incomplete. Custody management records include three sets of questions relating to forensic procedures, 
about: 

1. the request for consent for the procedure to be conducted

2. whether the person was capable of understanding the process and giving consent, and 

3.  the performance of the forensic procedure, including whether the person had been cautioned and whether the 
person resisted the procedure. 

Where the forensic procedure was recorded on the custody management record, it was often only the third set of 
questions which had been answered. We noted that of the 73 custody management records reviewed in-depth, only 
six had all three sets of questions completed, a further 22 had two sets completed and the remaining 45 had only one 
of the three sets of questions completed.

For each of the procedures conducted at the eight commands audited where sufficient information was included 
in the custody management record, we calculated the length of time the person was in custody for the purposes of 
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conducting forensic procedures (taking into account any time out). We did not find any procedures where it appeared 
a person had been kept in custody for longer than two hours after the investigation period expired. 

We have discussed at 4.2.8.2 (see also recommendation 5), that NSW Police review procedures for custody 
management records, to ensure standard processes enabling the meeting of legal requirements, including detention 
requirements. If adopted, this should also go some way to remedying the inadequate custody records identified in our 
review. 

8.3.2.2. Video audit 

We also noted the length of time taken to conduct the forensic procedures included in our video audit. We were able 
to calculate the length of the procedure for 73 of the 146 videos we watched.747 The forensic procedures we watched 
took, on average, 23 minutes. Only five took longer than 45 minutes, and the longest time was 1 hour and 8 minutes. 

The procedure itself usually only took a few minutes. The bulk of the time was spent providing information about the 
procedure to the suspect or volunteer. The longer ones were those where an interpreter was used, or multiple forensic 
procedures were conducted (for example a DNA sample, photographs and hand swabs). 

The results of our video audit show that forensic procedures are being conducted well within the two hours permitted 
by the Act. 

8.3.2.3. Survey of local area commands 

We also asked commands about compliance with the statutory time limits in our survey, with only four commands 
advising they had difficulty completing procedures within two hours. However, none provided advice that the 
procedure could not be completed within the permitted timeframe. The issues related to: 

•  Use of interpreters. As we have previously explained, it takes longer to conduct a forensic procedure with an 
interpreter. If the information sheet is translated into a variety of community languages, as per recommendation 
33, this may reduce the overall length of time a procedure takes. As it appears that no procedures have fallen 
outside the two hour timeframe, it would not be appropriate to suggest any increased period because of a 
possibility a procedure may not be completed.

•  Police having to cover long distances in regional commands. In one case police described having to 
take suspects to a hospital to conduct a forensic procedure authorised by a court. In another case, police had 
to drive an hour and a half to conduct gun shot residue tests on suspects in a shooting incident. However, 
time required to convey a suspect to facilities for carrying out the procedure and time spent waiting for an 
appropriately qualified person to arrive at the place where the procedure is to be carried out will be ‘time out’, 
and does not count towards the two hours permitted to conduct the procedure. Although, having to cover long 
distances may still be an issue where a court makes an order authorising a particular procedure, and specifies 
a time limit in the order. We have canvassed this issue previously at 7.4.6, and noted that the solution lies in 
police officers seeking appropriate orders.

Recommendation 34

Section 117 of the Law Enforcement (Powers and Responsibilities) Act 2002 be amended so that time taken 
to conduct a forensic procedure is to be regarded as ‘time out’ in determining how much of an investigation 
period has elapsed. 

NSW Police supports this recommendation.748 The Attorney General’s Department advised this recommendation is 
already being implemented: 

My Department is currently instructing in the preparation of a Bill that will add to the list of ‘times out’ under 
Part 9 of the [Law Enforcement (Powers and Responsibilities)] Act , any time that is reasonably required to 
carry out a forensic procedure, or to prepare, make or dispose of the making of an order for the carrying out 
of a forensic procedure.749



NSW Ombudsman  
DNA sampling and other forensic procedures conducted on suspects and volunteers under the Crimes (Forensic Procedures) Act 2000 141

Recommendation 35

The Crimes (Forensic Procedures) Act 2000 specify that police must conduct all forensic procedures as quickly 
as is reasonably possible, and that the maximum time permitted to conduct any forensic procedure is two 
hours.

NSW Police indicated it does not support this recommendation, on the basis that it is not justified.750 Our view is that it 
is a necessary corollary of our recommendation that time taken to conduct forensic procedures be considered “time 
out.” Counting forensic procedures as ‘time out’ would mean the investigation period could in effect be extended by 
up to two hours, when the procedure itself should ordinarily take much less than that. Requiring police to conduct 
forensic procedures as quickly as reasonably possible would ensure that forensic procedures are not inappropriately 
used to extend the investigation period. We note that police are already required to conduct forensic procedures on 
suspects who are not under arrest “as quickly as reasonably possible.”751 In our view, this should apply to suspects 
who are under arrest as well. 

8.4. Privacy
Section 44 of the Act provides that forensic procedures must be carried out in circumstances affording reasonable 
privacy to the suspect or volunteer and must not be carried out in the presence or view of a person who is of the 
opposite sex to the suspect or volunteer (except for buccal swabs) or a person whose presence is not necessary 
for the purpose of the procedure. For certain intimate procedures (like genital swabs, pubic hair samples or intimate 
photographs) the person conducting the procedure and any person asked to help carry out the procedure must, if 
practicable, be of the same sex as the suspect or volunteer.752

For each of the videos we watched, we described the location of the procedure and whether it appeared the privacy 
requirements of the Act were met. We found: 

• 121 procedures (or 83 per cent) were conducted in the police station ERISP or interview room. 

• 16 procedures (or 11 per cent) were conducted in an office in the police station. 

•  Four procedures (or 3 per cent) were conducted in another location – one in a court, one in a hospital and two 
in the home of the person being tested.

For the remaining five procedures we were unable to determine the location, for example due to the camera angle of 
the video. 

We also assessed whether the procedure appeared to be carried out in reasonable privacy. Only two procedures 
were carried out in rooms which did not appear to have afforded reasonable privacy – for example where a procedure 
was carried out in a conference room with the door open. 

It was difficult to assess whether procedures were carried out in the view of people whose presence was not 
necessary for the procedure. In many procedures there were other people present, who may have been legal 
representatives or interview friends, but unless police identified each person and explained his or her role, we were 
unable to assess whether their presence was necessary or permitted by the Act. 

One procedure was conducted in the presence of six police officers. The testing officer was trying to take a hair 
sample, and the suspect was being very uncooperative. It appears the extra officers were called in for the safety of 
the testing officer, should the suspect become violent.753 

We suggest that officers conducting forensic procedures identify, by name and role, all the people present during 
the procedure, including any other police officers. This would ensure the person being tested knew who was present 
and why, and would also enable any person watching the video to assess compliance with the privacy provisions 
contained in the Act.754 We have noted this in our ‘best practice’ observations in the next section, 8.5.1.

8.5. Electronically recording forensic procedures
Section 15 of the Act provides that police must, if practicable, electronically record the provision of information to 
suspect and volunteers, and the person’s response, if any. If electronic recording is not practicable, police must make 
a written record of the provision of information and the person’s response. 
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Section 57 of the Act provides that police must electronically record the carrying out of the forensic procedure, unless 
it is impractical, or the suspect objects to the recording. The suspect must be informed of the reasons for recording 
the procedure, including the protection this provides for the suspect. The suspect must also be informed that he or 
she may object to the procedure being recorded. 

The SOPs include instructions on how to record forensic procedures, and include prompts to make sure officers 
comply with the legislative requirements. 

8.5.1. How procedures are recorded 

We watched 146 videos of forensic procedures during our audit. The standard of recording varied. On some videos 
the sound or picture quality made it difficult to determine what was happening. Some showed the whole testing area 
and each of the people present, while others showed only the person being tested or the police officer carrying out 
the procedure. Not all videos showed the opening or sealing of the tamper-evident bag. 

For example, one video showed only a very limited area of the room in which the procedure was conducted. There 
was a partial view of the suspect, and only the shoulder of the testing officer was visible. The DNA sample kit or table 
were not shown in the video. It appeared that the camera was on a tripod and it was only the testing officer and the 
person undergoing the procedure present, but this was not clear. There may have been other people in the room.755 

After reviewing the videos of forensic procedures, we consider the following to be best practice: 

•  where an officer takes measures to minimise contamination, for example by cleaning the table, that this be 
done on video 

• the testing officer and person being tested are clearly visible at all times

• the testing officer states the date and time at the start and end of the procedure

• the testing officer introduces himself or herself

• the testing officer identifies by name and role any other persons present, including other police officers

• the testing officer provides an overview of the forensic procedure and process

• the testing officer cautions the person being tested

• the testing officer reads out all relevant information to the suspect or volunteer

• the testing officer obtains both the written and verbal consent of the suspect or volunteer

•  the testing officer asks the suspect or volunteer whether they consent to the electronic recording of the 
conducting of the forensic procedure after consent has been obtained and prior to commencing the procedure

•  where the forensic procedure is the taking of a DNA sample, the opening of the DNA sample kit, the sampling 
process and the sealing of the tamper-evident bag are clearly visible and the contents of the DNA sample kit 
are visible at all times, and

•  the testing officer at the completion of the forensic procedure asks the suspect or volunteer if they have any 
complaints about the way the procedure was conducted.

There were few videos where the testing officer identified the other people present or explained their roles. This made 
it difficult to assess whether certain legislative obligations were being met, for example whether an interview friend 
was present where one was required, or whether the procedure was carried out in reasonable privacy, with only the 
necessary people present (as required by section 44 of the Act). 

8.5.2. Recording the provision of information 

We found that contrary to their legislative requirements, police are not always recording the provision of information 
to a suspect. In a number of videos we watched, the provision of information was not recorded, although the fact that 
the procedure itself was recorded suggested that it was actually practicable to record the provision of information.756 
In some cases, the testing officer referred to having provided the information before starting to record the process.757 

8.5.3. Recording the consent process 

We also found that police are not always recording the consent process, which includes the request for consent, 
and completion of the consent form. Section 15 of the Act requires police to record any response to the information 
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provided to the suspect. The SOPs also instruct police to read out and complete the consent form on video. However, 
in 14 of the videos we watched (or 10 per cent), it was not possible to determine from the video whether the person 
consented to the procedure. In a number of these, it appeared the consent process may have occurred prior to the 
start of the recording, and although the police officer referred to having obtained consent previously, this could not 
be verified. 

8.5.4. Recording the procedure itself 

We also sought to assess the extent to which police are complying with section 57 of the Act, which provides that 
officers must record the carrying out of the forensic procedure unless the suspect objects to the recording. The 
suspect must be informed of the reasons for recording the procedure, including the protection this provides for the 
suspect. The suspect must also be informed that he or she may object to the procedure being recorded. We found: 

• In 69 procedures (or 47 per cent), the person agreed to the procedure being recorded. 

• In three procedures (or 2 per cent), the person did not agree to have the procedure recorded. 

•  In the remaining 74 procedures, we were unable to determine whether the person agreed to the procedure 
being recorded or not, in many cases because the person was not asked (in 52 procedures), and in some 
cases because the person was asked but did not respond (in four procedures). 

We note that in over a third of procedures the person was not asked on video whether he or she objected to the 
procedure being recorded. This is an issue which could be addressed with further training. 

8.5.5. Interactions between officers and suspects or volunteers

For each of the videos we watched, we characterised the interaction between police and the person undergoing the 
procedure according to a number of different types of behaviour. 

There were no procedures where police used physical force to restrain the person undergoing the procedure. 

We found that in the great majority of procedures, the person undergoing the procedure was cooperative and 
compliant, and police were generally patient and friendly. The other procedures included circumstances where the 
person was uncooperative, antagonistic, or appeared reluctant to comply with police requests. In circumstances 
where the person was being uncooperative, police generally handled the situation professionally.758 

In five procedures (or 3 per cent) police made comments or actions which rejected, disapproved of, or criticised 
either the statements or behaviour of the person undergoing the procedure, or police behaved in a way that could be 
perceived as threatening by the person undergoing the procedure. In these procedures, the person being tested was 
being particularly uncooperative and in our view the behaviour of police was not of concern.

8.5.6. Recording of photographs 

During our audit of local area commands, we found that while officers were generally aware of the need to record 
forensic procedures on video, we found that forensic procedures involving the taking of a photograph were in many 
cases not recorded. Some officers stated they did not think it was necessary, on the basis that the photograph itself 
provided an adequate record. We note that the Act requires that all forensic procedures (other than hand, finger, foot 
or toe prints) must be electronically recorded, unless the suspect objects to the recording, or it is impracticable. 

Other officers knew that forensic procedure photographs had to be recorded, but objected to having to do this. 
One command, in its survey response, agreed that DNA sampling should be electronically recorded, but described 
the recording of photographs as “over the top”.759 The Police Association of NSW argued in its submission that the 
Act should be amended so that police do not have to electronically record the taking of photographs, or any of the 
associated processes, such as the provision of information, caution or obtaining consent.760 NSW Police has also 
indicated this would save time and the money spent on purchasing, storing and auditing videotapes.761 

We note that the requirement that forensic procedures be electronically recorded means there is an objective record, 
for both police and the person undergoing the procedure, of the provision of information, caution, consent process 
and the procedure itself. Whilst we note our view differs from the findings in the Findlay review,762 we do not feel that 
there is sufficient evidence to suggest that this procedure should change. 
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8.5.7.  Recording a forensic procedure on the Electronic Recorded Interview of 
Suspected Person (ERISP) camera 

Several survey responses indicated that commands had difficulty electronically recording forensic procedures 
because of the cost of the tapes, camera maintenance and having to train officers to use the camera. 

Some of the police officers we interviewed during our audits suggested that instead of recording forensic procedures 
on a separate video, they should be conducted immediately after an interview, and recorded on ERISP. This has 
several advantages – it would save time and be more convenient, as police would not have to set up any additional 
equipment; the quality of the recording would be more consistent; and the continuity it would provide would ensure 
the provision of information and consent process were captured on video. It may also address some of the concerns 
police have about having to record the processes associated with the taking of photographs. 

We understand that forensic procedures are currently recorded on a separate video for a number of reasons:763

•  It was originally anticipated that forensic procedures be conducted in a separate, dedicated forensic 
procedures room. We note this is rarely the case – in almost every police station forensic procedures are 
conducted in the ERISP room. 

•  ERISP cameras are fixed, and zoom in and out at regular intervals, to show expressions on the suspect’s face 
as well as who is present in the room. This was developed to address criticism from the courts about not being 
able to see the suspect’s face properly. Having a hand operated video camera may be better for forensic 
procedures so that all the people in the room can be identified, and so that the opening and sealing of the 
tamper evident bag can be captured on video. 

•  Not all forensic procedures are conducted after an interview. The person undergoing the procedure may be a 
volunteer, or a suspect who is not under arrest. 

•  Not all forensic procedures are conducted in police stations. Some may be conducted in hospitals or on some 
occasions in a person’s house. 

•  Transcription costs for ERISPs would increase dramatically. We note this could be easily overcome, by 
transcribing only the interview, and not the forensic procedure. 

•  It would not be possible to destroy the record of the forensic procedure without destroying the entire tape. 
We note that the Act provides that an electronic recording of a forensic procedure may be retained for such 
period as the Commissioner of Police directs, provided that it is stored so as to protect it against unauthorised 
access or use.764 

We also note that many police stations now have digital video facilities, and that video cameras are being more widely 
used, for example in search warrants and in police vehicles. As the equipment becomes more widely used, police 
may experience fewer difficulties with it. 

However, recording a forensic procedure at the end of an ERISP, where possible, may streamline the procedure 
and may benefit both police and the suspect by minimising the length of time the person spends in custody, and by 
ensuring there is an objective record of all that is said and done in relation to the procedure. Provided any technical 
issues can be resolved, this may be the most efficient and effective manner to record forensic procedures, especially 
for suspects under arrest.

8.5.8. Choosing not to have the procedure recorded 

Police must inform suspects and volunteers that they may object to having the procedure recorded. If the forensic 
procedure is not electronically recorded, it must be carried out in the presence of an independent person, who is not 
a police officer. The suspect or volunteer may waive the right to have an independent person present.765
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Case Study 49

A suspect who was having a buccal swab and photographs taken asked the police officer, “Do I have to have 
a video?” The officer replied, “I have to record the reading of the information so it can be seen I’m reading 
this information to you. If you don’t want the buccal swab recorded we can cancel that but we have to get 
someone, an independent person in here.” The suspect made an inaudible reply. The officer asked, “So we’ll 
continue the recording?” The suspect replied, “No, really, I don’t want that on.” The officer said, “So you don’t 
want this on? OK, I’ll continue reading this information so you’ll understand it on here and when we get to the 
buccal swab we’ll stop the recording and work out process we’ll have to follow from there. OK?” The officer 
finished providing the information. 

The suspect asked for his mate who was also at the police station to act as an independent person. One of 
the police officers present said, “He’s not independent” and that it had to be “someone who doesn’t know you 
or us.” One of the other officers explained to the suspect that he could waive his right to have an independent 
person present. She also advised that the purpose of recording the procedure was to “show everything’s OK.” 

The suspect asked, “How long would it take to get someone?” Police advised they did not know. The suspect 
said, “Leave it on,” and the procedure was electronically recorded.766 

We note that the Act requires that if a forensic procedure is not electronically recorded, it must be carried out “in 
the presence of an independent person who is not a police officer.”767 In our view it would have been appropriate 
for police in the above case study to allow the suspect’s friend to act as an independent person. It appears that the 
suspect did not want the procedure to be electronically recorded, but eventually agreed to it because he did not want 
to have to wait for police to arrange for another person to attend. 

In its submission, the Police Association of NSW argued that the suspect should not be able to choose not to have 
the forensic procedure recorded, on the basis that it creates an objective record of the procedure which can be used 
in court, if required.768 

The suspect or volunteer may have particular reasons for not wanting a forensic procedure to be recorded, for 
example where the procedure requires the person to remove items of clothing. In our view it is important that suspects 
and volunteers are allowed to choose not to have a procedure electronically recorded. In addition, we note that 
through our monitoring activities, we found very few instances where the person objected to a forensic procedure 
being electronically recorded. 

Recommendation 36

NSW Police amend the SOPs to reflect the best practice for video recording of forensic procedures. 
In particular we recommend:

 a.  Where an officer takes measures to minimise contamination, for example by cleaning the table, that this 
be done on video 

 b. The testing officer and person being tested are clearly visible at all times

 c. The testing officer states the date and time at the start and end of the procedure

 d. The testing officer introduces himself or herself

 e.  The testing officer identifies by name and role any other persons present, including other police officers

 f. The testing officer provides an overview of the forensic procedure and process

 g. The testing officer cautions the person being tested

 h. The testing officer reads out all relevant information to the suspect or volunteer

 i.  The testing officer obtains both the written and verbal consent of the suspect or volunteer
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 j.  The testing officer asks the suspect or volunteer whether they consent to the electronic recording of the 
conducting of the forensic procedure after consent has been obtained and prior to commencing the 
procedure

 k.  Where the forensic procedure is the taking of a DNA sample, the opening of the DNA sample kit, the 
sampling process and the sealing of the tamper-evident bag are clearly visible and the contents of the 
DNA sample kit are visible at all times, and

 l.  The testing officer at the completion of the forensic procedure asks the suspect or volunteer if they have 
any complaints about the way the procedure was conducted.

NSW Police supports this recommendation in principle, and “agrees to amend its recording procedures and take 
these recommendations into consideration”.769

8.6. DNA samples 
This section provides a brief overview of the different ways DNA samples can be taken, and discusses any problems 
police have experienced in taking DNA. We found that generally, DNA samples are taken without any difficulties.770 

8.6.1. Buccal swabs 

During the review period, the vast majority of DNA samples (96 per cent) were taken by buccal swab.771 All police 
officers who are trained in forensic procedures are accredited to take buccal swabs. 

A buccal swab is completely painless, and is self-administered. The person providing the sample gently scrapes 
the inside of his or her mouth with a foam tipped plastic paddle, which looks a bit like a cotton bud. The process is 
similar to that used for brushing teeth, except the foam is rubbed against the cheek rather than the teeth. Police often 
encourage the person to do this on both sides of the mouth, to make sure enough saliva and skin cells adhere to the 
paddle. The person then hands the paddle back to the police officer, who presses it onto specially treated paper, to 
transfer the DNA onto the paper. Police seal the paper in a small envelope, and put it with the relevant documentation 
into a tamper-evident bag. The swab is returned to the person who provided the sample. Police then send the tamper-
evident bag to the laboratory for analysis.

8.6.1.1. Multiple attempts 

Some officers took more than one attempt to take a DNA sample. For example, in one video we watched, the police 
officer voided the first buccal swab because the swab did not appear moist, and the officer doubted whether it had 
sufficient DNA on it. He also voided the second kit used as he inadvertently removed the bag seal. He was satisfied 
with the third attempt.772 In another video we watched, the officer conducting the procedure failed to seal the bag 
correctly, so he disposed of the contents and started again, taking a new buccal swab and this time sealing the bag 
correctly.773

In almost all buccal swabs we watched, the swab was taken on the first attempt, without incident. 

8.6.1.2. Taking sufficient DNA 

We obtained a list of the DNA samples DAL rejected during the last 18 months of the review period.774 During this 
period, DAL rejected 123 person samples. In most cases, this was because there was insufficient DNA in the sample.

We checked the details of these procedures and found that 60 of these samples were from suspects and 
volunteers.775 Over this period, DAL received 5,040 samples from suspects and volunteers.776 The number of DNA 
samples rejected by DAL represents 1.2 per cent of samples taken from suspects and volunteers. While this is only 
small, in our view this is still a significant issue, especially since some police officers we interviewed advised that 
where a suspect sample is rejected, they would rarely follow the matter up by seeking a further sample. 

We suggest that this be addressed through NSW Police forensic procedures training. 

8.6.1.3. Taking a buccal swab by force

Buccal swabs should not be taken from people who are providing a DNA sample against their will. The Act provides 
that buccal swabs can be taken from adult suspects by consent, and that non-intimate procedures (in practice, 
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normally hair samples) can be taken from adult suspects who do not consent to a buccal swab. Courts may order any 
type of forensic procedure.777 

We found that in general, police understood that where a person did not consent to a buccal swab, they could 
consider taking a sample without the person’s consent, and in this case a hair sample should be taken.

However, we received a complaint relating to a suspect who had a buccal swab taken by force. This complaint is 
discussed in more detail at 15.3.4 as complaint number 6.

8.6.2. Hair samples 

Hair samples are generally only taken where a suspect does not consent to a buccal swab, or in rare cases where 
the actual hair (rather than the person’s DNA) is required for forensic analysis. During the review period, less than 
four per cent of DNA samples were taken by hair sample.778 All police officers who are trained in forensic procedures 
are accredited to take hair samples. Neither the training or SOPs specify where hair must be taken from, but both the 
information available on the NSW Police intranet and training course use the example of hair taken from a person’s 
head.779

It is NSW Police policy to take between 15 and 20 hairs, by the “lever arch” method. This involves grasping the hair 
near the skin between the thumb and fingers and turning the wrist whilst pulling the hairs, to ensure they come out 
with the hair root attached. Once sufficient hairs have been obtained they are placed in an envelope and sent to DAL 
for analysis. 

Police normally take hair from a person’s head, but it can be taken from anywhere on the body. However, pubic hair 
can only be taken by order of a court.780 

We watched a number of hair samples during our video audit. Generally, although not always, the person providing 
the sample was cooperative, and did not flinch or complain about the procedure. Some officers had difficulty pulling 
out the hair, and it usually took several attempts to get enough hair. It was especially difficult where the suspect had 
short hair and the police officer was wearing rubber gloves. Sometimes the officer was able to take the hair from the 
person’s head easily, but then struggled to get the hair off the rubber gloves and into the envelope. 

Case Study 50 

After receiving legal advice, a suspect declined to undergo a forensic procedure. A senior police officer 
order was made for a hair sample to be taken. The suspect had a closely shaved head, and it took police 20 
attempts to get enough hair for analysis. The suspect grimaced as if in pain, and said “ow” a number of times. 
The police officer was successful on his twelfth attempt, and then told the suspect, “I need to get at least 12 
hairs mate.” The suspect asked, “Are you serious? Can’t you use scissors or something?” The police officer 
replied, “No, you need the root.” The officer was successful on the fifteenth and sixteenth attempts. After the 
eighteenth attempt, the suspect asked, “How many in that, seven?” The police officer replied, “No, about four.” 
The police officer stopped taking hair after the twentieth attempt. He was polite throughout, but it was clear he 
had considerable difficulty conducting the procedure. The suspect was cooperative and did not complain, but 
seemed to be in considerable discomfort.781 

Case Study 51 

A suspect was informed that a hair sample would be taken, by order of a senior police officer. The suspect 
said, “OK.” He did not flinch when the sample was taken but did scratch his head afterwards. Police asked 
whether he had any complaints. He replied, “No. I don’t think it should have been undertaken but the way it 
was undertaken was fine.”782
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Case Study 52 

Police took a hair sample from an Aboriginal suspect. The police officer apologised for causing any pain. 
The suspect said, “No worries”, and did not appear uncomfortable. Police asked whether he had any 
complaints. He replied, “No.”783 

Case Study 53 

Police took a hair sample from a suspect who did not consent to a sample being taken, and did not cooperate 
with police. When police explained that a hair sample would be taken, the suspect offered to take the hair 
sample himself, on the basis that he wasn’t fond of having other people pull his hair out. Police explained that 
the suspect could not take the hair sample himself, but could avoid having a hair sample taken by consenting 
to a buccal swab. The suspect continued to be difficult and five more officers entered the room. The suspect 
then submitted to the procedure and the hair was taken without incident.784

8.6.3. Blood samples

Blood samples are intimate forensic procedures and are only permitted for suspects where a suspect consents under 
Part 3 of the Act or a magistrate orders that it may be taken under Part 5 of the Act.785 Blood samples can be taken 
by a medical practitioner, nurse, appropriately qualified police officer or other appropriately qualified person.786 Police 
are not trained to take blood samples in their forensic procedures training – a police officer would generally only be 
qualified to take a blood sample if the officer had some other relevant qualification.787 

In our view, the only reason a blood sample should be taken to obtain a person’s DNA is where the person does not 
consent to a buccal swab, and the person does not have enough hair for police to take a hair sample or expresses a 
preference for a blood sample to be taken. We are not aware of any instances where this happened.

Blood samples are taken very rarely. Police records indicate that during the review period, only 28 out of over 8,000 
DNA samples taken from suspects and volunteers were blood samples.788 Of these, 26 were conducted on suspects, 
and two on volunteers. 

We reviewed each of these on COPS to determine why a blood sample was taken. We found that 13 of the records 
either did not refer to a forensic procedure being conducted, or did not specifically refer to a blood sample being 
taken. It appears some of these may have been recorded as blood samples erroneously. 

One blood sample was taken because analysis of the person’s blood was necessary for investigative purposes:

Case Study 54 

A 30 year old woman was arrested for stealing. At the police station, the woman grabbed a police officer’s 
hand and forced it against her body. The police officer immediately felt pain in her left hand. The woman was 
searched and an uncapped used syringe was located in her left shirt pocket. Police obtained a court order 
authorising a doctor to take a blood sample from the woman. The blood sample was used to obtain the 
woman’s DNA profile, and was also screened for infectious diseases. The blood tested positive for hepatitis 
C and syphilis, and the woman was charged with attempting to cause another person to contract a grievous 
bodily disease.789
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In 10 other cases, it was not clear from the police records why blood samples were taken. The samples were taken 
in relation to a range of offences, including murder, assault, break and enter offences, supply of a prohibited drug, 
and a hit and run. It appears these samples were taken to obtain the person’s DNA profile, but it is not clear from the 
circumstances why the DNA profile was taken by blood sample when there are less intrusive means of obtaining the 
same evidence. 

Case Study 55 

The owner of a country pub saw the power cut out and heard glass smashing. He found somebody had 
smashed a side window and saw a person running off. Police found the electricity had been turned off. 
They found blood on the kitchen window, which was retained for DNA analysis. Police formed the view the 
blood may have been the owner’s, as he had a cut on his foot. The owner provided a blood sample, as a 
volunteer, for elimination purposes.790

The remaining four blood samples appear to have been taken in relation to driving offences, and may have been 
taken under the Road Transport (Safety and Traffic Management) Act 1999. In at least one of these, blood was taken 
for DNA analysis as well as to determine the amount of alcohol or drugs in the person’s body:

Case Study 56 

An unknown offender broke into a veterinary clinic and stole drugs. Police found a window had been smashed 
and located a small amount of blood on the blind. A short time later police arrested a driver who they believed 
was under the influence of an intoxicating drug, for the purpose of obtaining blood and urine samples. Police 
subsequently searched the vehicle, and found the drugs which had been taken from the vet. The driver was 
taken to hospital, where he consented to providing a blood sample for the purpose of obtaining his DNA 
profile, to be compared against the blood located on the vet’s blind. A medical practitioner took three vials 
of blood from the driver. He was released pending the results of the analysis.791 

For the other three blood samples taken in relation to driving offences, it is not clear from the information available 
whether the person’s DNA profile was obtained from their blood sample or not. We note that where blood samples 
are taken for more than one purpose, police should still comply with the requirements of the Crimes (Forensic 
Procedures) Act, if they are going to derive the person’s DNA profile from the blood sample. 

While it happened only rarely, it is less than ideal that some police officers may have taken blood samples from 
people when the same evidence could have been obtained by taking a buccal swab or, if the person did not consent 
to the procedure, by hair sample. In this respect, we feel that police training and procedures should reflect the need 
to take DNA samples, where practicable, by the least intrusive method. In this respect, when applying for a court 
order, police should request magistrates to make an order allowing police to take either a buccal swab or a hair 
sample or a blood sample. This allows police to provide the suspect with a choice of sampling method when 
submitting to the order.

Recommendation 37

NSW Police consider clarifying their training and procedures to reflect that where possible, every effort should 
be made to obtain DNA person samples using the least intrusive method available.
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Recommendation 38

When police officers seek an order for a person DNA sample, the request include that the order permit the 
option for the sample to be taken as either a buccal swab, a hair sample or a blood sample and that these 
choices be provided to the person being tested.

NSW Police supports these recommendations.792

8.6.4. Taking DNA samples by more than one method 

We found some instances where police took DNA samples by more than one method. This might happen when police 
apply for a court order authorising a buccal swab and hair sample, and then go ahead and take both, even though 
only the buccal swab was needed to obtain the person’s DNA profile.793

It may be prudent for police who are applying for a court order authorising a DNA sample to include both a hair 
sample and buccal swab in the application, in case the suspect declines to self-administer the buccal swab. However, 
there is no need to take the hair sample if the buccal swab is obtained. 

Recommendation 39

NSW Police procedures clarify that only one DNA sample is required from any person.

NSW Police supports this recommendation.794

8.6.5. Taking further DNA samples from people already on the database 

It is NSW Police policy to take a fresh DNA sample each time a suspect is going to be prosecuted, even if the 
suspect’s DNA profile is already on the database. There are two reasons for this – first, to confirm the suspect’s 
DNA profile is in fact the same as the profile obtained from the crime scene; and second, so the evidence will be 
admissible in court. Evidence of an accused’s criminal record is generally not admissible, and taking a fresh sample 
overcomes the need to disclose that the accused’s profile is already on the DNA database. Given that it may take 
months or even years for crime scene exhibits to be examined, cold links may not be made until a long time after the 
offence was committed. By then, the suspect may already be serving a custodial sentence for another offence. In 
these circumstances, police generally take the suspect from the correctional centre to the nearest police station to 
conduct the forensic procedure.795 

Taking further samples from people already on the database creates a significant amount of work for NSW Police, 
and for DAL. We do not know what proportion of the 7,000 or so DNA samples taken from suspects during the review 
period were taken to confirm a cold link, rather than for any investigative value. But in our small audit of samples 
analysed by DAL, we found that 20 out of 140 DNA samples taken from suspects (or 14 per cent) were taken to 
confirm a cold link.796 

In the videos we watched, some suspects asked why police were taking another sample, when the suspect’s DNA 
profile was already on the database. Some officers were not able to give adequate responses. For example, one 
officer said, “It has to be done each time. There’s DNA leftover at the scene of the crime.”797 Another told the suspect 
the new sample would be used only in relation to the offence being investigated, although DNA profiles taken from 
suspects are actually added to the database. One magistrate we surveyed also questioned the need for police to 
apply for orders to obtain further samples: 

Police are asking for orders to duplicate evidence they already have: eg they have DNA from crime scene and 
on gaol file. Why?798
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Many police officers argued that suspects who are already on the database should not have to provide further DNA 
samples. Some pointed to the inconvenience this caused for police and for the suspect: 

Say you have a suspect who has left DNA at eight different break and enter crime scenes. He is a suspect for 
one of them, the sample is taken and matched against the crime scene being investigated, and there may be 
one or more cold links to other crime scenes. But then two weeks later DAL puts another crime scene sample 
on the database and you get another cold link, police have to possibly arrest the suspect and take another 
sample. And then a month after that you get another one. And 6 months later another. You keep getting cold 
hits into the future, why do you have to keep taking samples?799

The Police Association of NSW acknowledged the legal reasons for taking further samples, but argued that it should 
not be necessary: 

Once an initial DNA sample from a suspect is properly taken and recorded, there should be no need to 
continually take additional samples each time an additional offence is detected in the future. This seems to 
be a substantial waste of time and resources. Even suspects have complained to police officers when they 
have already had more than one DNA sample taken previously and ask why an additional sample needs to be 
taken again.800

Others argued that taking further samples from suspects only contributes to the already sizeable workload of DAL. 
While person samples are much easier to process than crime scene samples, time and resources still have to be 
spent on taking the sample, transporting it to DAL, analysing it, communicating analysis results and monitoring it for 
possible destruction.801 Another problem with the current practice is that, because suspect samples cannot currently 
be matched against the suspects index, duplicate profiles are constantly being added to the database. 

We understand that FPIT has proposed that no further samples be taken from suspects once they have provided 
DNA samples on two separate occasions, provided that if a person under arrest claims to be on the DNA database 
already, police verify the person’s identity on the spot through Livescan fingerprinting, and check that the person’s 
profile is actually on the DNA database. FPIT argued that in criminal trials, there is no need to inform the court as to 
how police obtained the accused’s DNA sample, and that if it became an issue, the judge could hear the evidence 
on voir dire.

While this model appears to have some merit, we remain concerned about whether such a system would be 
adequate. We are aware of at least two matters where police charged the wrong person because of errors in police 
records of forensic procedures: 

•  In 2004, police arrested and charged a man for shoplifting, self administering a prohibited drug and a break, 
enter and steal offence, based on a link between a crime scene and a profile already on the DNA database. 
However, the wrong person was charged with the offences, as the forensic procedure was on the wrong 
person’s records on the police computer system. By the time the mistake was discovered, the person had 
been convicted, and was serving a custodial sentence.802 

•  In 2005, police arrested and charged a man with a break and enter offence, based on a link between a crime 
scene and a profile already on the DNA database. The suspect was denied bail and spent three weeks in 
custody before DAL notified police that the profile obtained from the suspect on arrest did not match the profile 
obtained from the crime scene. The matter was withdrawn, and the suspect was released the following day.803 

In both cases, the error only came to light when DAL analysed the confirmation sample and found that the 
suspect’s DNA profile was not the same as the profile obtained from the crime scene. These matters are of serious 
concern, and clearly should be taken into account before any decision is taken to abandon repeat sampling to 
confirm cold links. 

Also relevant to this debate is the fact that, through our audits, we identified a number of discrepancies in the 
information held on the DNA database. Of the 153 DNA samples we followed up with DAL, the name recorded on 
the DNA database was an alias for nine profiles, and was spelled differently from the name recorded by police for 
a further six profiles. In most cases DAL relied on the handwritten information provided with the DNA sample, and 
had no way of verifying whether the information was actually correct. The accuracy of the information on the DNA 
database is discussed in further detail at 11.1. 

While the FPIT proposal has merit, and we agree that it is inconvenient and possibly inefficient to take repeat samples, 
the possible criminal justice issues raised require very careful consideration. We note the Attorney General’s working 
group is considering the Findlay report’s recommendations and that this group seems well placed to consider this 
matter and make suitable recommendations. In the meantime, the safer course from a criminal justice perspective is 
to continue to require samples on each occasion. 
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Recommendation 40

NSW Police retain its current practice of obtaining confirmation samples for all identifications made through 
“cold links”. 

8.7. Other types of procedures conducted
This section provides a brief overview of some of the other types of procedures which can be conducted under the 
Act, and any problems police had conducting them.804 Again, we found that most forensic procedures are conducted 
without any difficulties. 

Forensic procedures other than DNA samples may need to be conducted by specialists. Some can only be 
conducted by doctors, nurses, dentists or dental technicians. Others may be conducted by appropriately qualified 
police officers.

8.7.1. Photographs

Photographs taken under the Act may be intimate (photographs of the genital area, anal area, buttocks of a person 
and breasts of a female or transgender person) or non-intimate (photographs of other parts of the body).805 

Forensic procedure photographs are taken by appropriately qualified police officers. Accreditation for photographs 
falls into two categories – technical and non-technical photos. Any appropriately qualified officer can take non-intimate 
photographs that do not require any specialist technical skills. Specially trained officers take photographs of injuries 
and other specialist photos, including intimate photographs and photographs requiring additional technical skills. 

For example, police may wish to photograph blood on a suspect’s hands, or a suspect’s injuries (such as injuries 
to the hand of a person suspected of assault). Police may wish to photograph distinctive marks on a suspect’s 
body, such as tattoos or scars, if they are relevant to a witness’ description of an offender. They may wish to take a 
photograph of something visually distinctive about the suspect, which may easily be changed, such as hair colour. 
Police may also want to take photographs to compare to other evidence, like closed circuit television (CCTV) footage. 

Case Study 57 

A fight in a hotel was captured on closed circuit television. The recording showed the offender take a schooner, 
smash it on a chair and then stab the victim in the cheek with it, causing a severe laceration. It then showed the 
offender quickly leave the hotel. Police identified a suspect, who was arrested and interviewed. Police took a 
photograph of the suspect under the Act to compare it to the CCTV footage.806

Generally, forensic procedure photographs are taken without any difficulty. However, we did identify some problems: 

•  Uncertainty about whether a photograph is a forensic procedure – as discussed at 9.1.2, there is some 
confusion about the circumstances in which taking a photograph is a forensic procedure. 

•  Electronic recording of the procedure – as discussed at 8.5.6, we found that some officers were not aware 
that forensic procedure photographs had to be electronically recorded. Others knew about the requirement, 
but argued that it should be abolished. 

•  Treating photographs of victims as a forensic procedure – as discussed at 9.4, many officers we spoke to 
objected to having to take victims of personal violence offences through the forensic procedure process. 
We note that this is NSW Police policy and is not required by the Act. 

•  Length of time taken to conduct the procedure – the Police Association of NSW argued that it takes 
approximately two hours to take forensic procedure photographs. We note that we watched a number of 
videos of forensic procedure photographs being taken, and none took this long.
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8.7.2. Prints

As discussed at 9.1.1, prints may be taken as a forensic procedure under the Crimes (Forensic Procedures) Act, or for 
identification purposes under Part 10 of the Law Enforcement (Powers and Responsibilities) Act. Forensic procedure 
prints may include hand, finger, foot and toe prints. 

Prints are taken using Livescan, an inkless process which uses digital technology to scan finger and hand prints. 
Where Livescan is not available yet, police can use the old method of printer’s ink, roller and slab. Prints taken for 
identification purposes are emailed to the Criminal Identification Specialist Branch (CISB) and the National Automated 
Fingerprint Identification System (NAFIS). 

Where prints are taken as a forensic procedure, the Livescan device is used in “stand alone” mode, which ensures 
the prints are sent to the printer in the police station where they have been taken. The hard copy version of the print 
is recorded at the police station as an exhibit, and is then taken to CISB. Before checking the print for any matches, 
CISB acknowledges receipt of the exhibit and records the print in its own exhibits log before comparing the print to 
the crime scene evidence.807 

Any appropriately qualified police officer or other appropriately qualified person may take forensic procedure prints.808 
Unlike all the other forensic procedures, police do not have to electronically record the taking of prints.809 This does 
not negate the requirement to record the provision of information and the consent process.

Prints would generally only be taken as a forensic procedure where police cannot take them under Part 10 of the Law 
Enforcement (Powers and Responsibilities) Act, for example because police wish to take a foot print, or because the 
suspect is not in police custody. 

Case Study 58 

A family was out of town for a wedding when their house was broken into. The intruder set alight clothes in 
wardrobes in the children’s bedrooms, and the fire spread through the house, causing extensive damage. 
Police identified a suspect, a 14 year old girl who knew one of the children in the family. The girl denied having 
been to the house, and said she was shopping with friends at the time of the fire. However, the friends she 
nominated denied she had been with them. Police obtained a court order authorising them to take the girl’s 
fingerprints. These were compared to fingerprints found at the entrance to the house. The prints matched and 
the girl was charged. 

We are not aware of any problems associated with forensic procedure prints. 

8.7.3. Swabs and scrapings

Police may take samples by swabbing or scraping parts of a suspect’s body. Often these procedures need to 
be completed quickly so that evidence is not lost or damaged. Swabs and scrapings can be taken by a medical 
practitioner, nurse, appropriately qualified police officer or other appropriately qualified person.810 For intimate swabs 
and scrapings (those taken from the genital area, anal area, buttocks of a person and the breasts of a female or 
transgender person), the suspect is entitled to request a medical practitioner of choice to be present while the 
procedure is carried out.811 

Through our monitoring activities, we found that some officers are concerned that evidence may be lost while waiting 
for a medical practitioner to attend. However, we note that the suspect’s medical practitioner of choice must be 
present for the procedure, unless he or she is unable, or does not wish to attend, or cannot be contacted, within 
a reasonable time the procedure must be carried out if it is to be effective in affording evidence of the relevant 
offence.812 

We understand that, although the Act enables police to conduct a swab or scraping without a medical practitioner 
being present in these limited circumstances, it is NSW Police policy not to do so. One survey response explained: 

Although crime scene officers are qualified to take swabs from the body, there is a direction, as I understand it 
from the Director FSG that they are not to do so. It is difficult to find a medical practitioner to do them. This could 
result in significant evidence being lost.813
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It is unclear whether this directive and advice is part of the training provided to SOCOs or a formal policy or procedure 
document. While we support appropriate safeguards being implemented by NSW Police, if such a direction does 
exist, in our view it should be amended to ensure relevant evidence is not lost.

Recommendation 41

 NSW Police consider reviewing all directives issued to forensic service group and crime scene officers so that 
they not only reflect the provisions of the Crimes (Forensic Procedures) Act 2000 but also assist in ensuring 
that relevant evidence is not lost. 

NSW Police does not support recommendation 41, but advised that it is currently conducting discussions with NSW 
Health to clarify roles and responsibilities, and will issue a further directive if necessary.814

8.7.3.1. Gunshot residue tests

The Act does not specifically provide for gun shot residue tests, but these may be conducted under the swabbing 
provisions. Police may wish to swab a person’s hands where they suspect the person has recently fired a gun. 
They may also collect physical evidence, such as the suspect’s clothing, or take swabs from other surfaces, such 
as car windows (although this would not be a forensic procedure). These methods are generally more successful 
than taking swabs from the suspect’s body, as gunshot residue does not remain on the skin very long, and is easier 
to remove from the skin than from other surfaces. Police Crime Scene Investigators are the only people currently 
trained in the collection of gunshot residue samples, as these procedures usually relate to serious crimes. 

Gunshot residue tests are managed by the Forensic Microanalysis Laboratory (FML), at the University of Technology, 
Sydney. FML has developed SOPs for collecting gunshot residue samples, which include instructions for using the 
sampling kits and information about how to minimise contamination. The SOPs specify that gunshot residue samples 
need to be taken within six hours of the gun being fired, to be effective. FML advised that regardless of this advice, 
police still send in samples collected outside this timeframe.815 As discussed above, enabling police to conduct 
forensic procedures during the investigation period may reduce these delays, and reduce the risk of evidence 
being lost. 

8.7.4. Other procedures

The Act also provides for taking a sample by tape or vacuum suction, for example where police attempt to find 
evidence on a suspect which links them to a crime scene or to a victim. These can be taken by an appropriately 
qualified police officer or other person or, in the case of intimate procedures, by a medical practitioner or nurse.

The Act also provides for taking physical measurements for biomechanical analysis. For example, police may wish to 
compare a suspect’s physical measurements against CCTV footage of an offender. Physical measurements can be 
taken by an appropriately qualified police officer or other person.

These types of procedures are conducted very rarely. We are not aware of any problems associated with these 
procedures. 

8.8. Questions and comments by suspects and volunteers 
During our video audit, we noted whether the person undergoing the procedure asked any questions or made any 
comments. We found that the person asked questions or made comments in 69 of the 146 procedures we watched. 
Comments related to:

DNA sampling in general:

“Amazing stuff, it’s really good they’ve got these kind of things today, especially for rapists and murders. 
I reckon anyway.”

DNA sampling being unfair or unwarranted in the circumstances:

“Taking a swab off me is too much.”
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“I think it’s very unfair.”

“I don’t know why I’m here... I don’t know what my rights are.”

what the suspect anticipated the results of DNA analysis would show:

“This will prove my innocence won’t it? The DNA will prove that.”

“It’s all right, I’ve got nothing to hide... I haven’t killed anyone or raped anyone, so I’m sweet.”

 “I’ve got nothing to hide and I know this will clear me... I’m innocent and forensics will prove that.” 

and the length of time the person had already been in custody:

“I’m going to be done one way or another... I want it done to get out of here.”

“I just want to get this thing over with.”

Some suspects told police how the procedure should be conducted, either because they had provided buccal swabs 
before or could read the instruction sheet on the wall. 

People undergoing forensic procedures asked questions about why they were being DNA tested. Some asked how 
taking DNA was relevant to the charge, or how it was of any investigative value: 

“I’m not denying that I had sex with her therefore why is this necessary?” 

Others asked whether police routinely take DNA:

“Everyone that’s charged now for anything, do they have DNA test?” Police responded, “For serious offences 
they do.”

One suspect asked why he was having a DNA sample taken, and police said they had just decided to take one, and 
did not give any further explanation. 

Others asked what the sample would be used for: 

“Who uses this DNA, for what matters?”

“How do I find out about a DNA match?”

“So you can use my DNA for other investigations?” The police officer said, “At this stage I’ll let the investigating 
officers explain that to you.” The suspect said, “I already asked them and they said they didn’t know.” The police 
officer replied, “Well I think that will have to go back to the magistrate.” 

Some volunteers asked whether the sample they provided would only be used within that particular case.

Some suspects and volunteers asked about contamination issues, for example about why police wore gloves when 
taking the sample. One asked for a new pen to sign the consent form as he thought the officer conducting the 
procedure might have touched the gun which was involved in the offence being investigated. 

Some asked about the equipment used to conduct the procedure:

“What are all the barcodes for? How come there are so many?” Police explained, “It’s so your DNA doesn’t get 
mixed up with anyone else’s at the lab.”

Many suspects appeared tired and asked when they would be released: 

“Do I get to go home after this?”

“After this, can I go?”

“After this I can go home hey?”

Other questions related to the information sheet or consent form, access to legal advice or interview friends, how the 
procedure would be conducted, including how long it would take, and why it had to be electronically recorded. Some 
asked about the offence being investigated, or whether they would be charged. 
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Generally, police provided adequate responses to questions by suspects and volunteers, although some found it 
difficult answering questions about the relevance of the forensic procedure to the offence being investigated, why 
further samples have to be taken from suspects whose DNA profile is already on the database, and what the person’s 
DNA profile would be used for. In some of the videos we watched, police were fairly cursory and it appeared the 
person undergoing the procedure would have liked more information about why the procedure was being conducted. 
However, in the majority of cases police were patient and professional, and answered questions as best they could. 

We note our recommendation 3(b) concerning specialist forensic officers in each command, if adopted, will assist 
in ensuring that the information provided to suspects and volunteers in response to their questions is complete and 
accurate. 

8.8.1. Questioning by police 

The Act prohibits police from questioning suspects or volunteers while a forensic procedure is being carried out. If 
questioning has not been completed before the procedure is conducted, it must be suspended while the procedure is 
carried out.816 

We found that police generally comply with this requirement. However, we did find two forensic procedures during our 
video audit where police questioned the suspect during the procedure: 

•  A 21 year old man suffered head injuries in an assault, after an argument in a pub. Police identified a suspect, 
who admitted being involved in a scuffle with the victim but stated the victim had no injuries when he left him. 
Police took a buccal swab and some photographs of the suspect. During the forensic procedures, police 
asked the suspect a number of questions about injuries he had, including how he got them. The suspect said 
he played football that day and that the injuries were from football.817

•  A couple reported that their neighbour broke into their house while they were upstairs, and smashed a number 
of things in their living room. He told them he had a gun and would shoot them. He left and the couple called 
police before going downstairs to assess the damage. Police found a piece of metal in the living room, which 
they believed was the bolt action of a firearm and a .22 calibre round. They also took swabs of blood which 
they thought had been left by the neighbour. Police arrested the neighbour, and took a buccal swab and some 
photographs. During these procedures, police asked the suspect, “Are you right or left handed?” The suspect 
replied that he was ambidextrous. Police asked, “What’s your hobbies?” The suspect replied, “Cars, tennis and 
women.” Police then asked the suspect, “Do you have any normal contact with firearms during course of work 
or play?" The suspect replied that he did not.818 

8.9. Use of force
Section 47 of the Act provides that a person authorised to carry out a forensic procedure on a suspect may use 
reasonable force to enable the procedure to be carried out, or to prevent the loss, destruction or contamination of 
any sample. Reasonable force can be used to take hair samples, blood samples, photographs, fingerprints and other 
procedures. Use of force is not permitted in the case of buccal swabs as these are self-administered by the person 
providing the sample.819 A person who is asked to help carry out a forensic procedure may also use reasonable force 
to enable the procedure to be carried out.820

During our audit of local area commands we did not find any forensic procedures which had been conducted using 
force. There was one procedure, a hair sample, where five police officers entered the room because the suspect 
was being uncooperative. The additional police presence appeared to be for the safety of the officer conducting the 
procedure. Although the suspect objected to the procedure, it was ultimately carried out without incident.821 

In our survey, we asked local area commands whether any forensic procedures they had conducted involved the 
use of force. We obtained and viewed all available videos of procedures mentioned in the survey results. We did not 
identify any concerns with the conduct or management of these procedures. As the nature of our survey involved 
commands either reviewing COPS records or interviewing other staff to obtain information about procedures 
conducted by force, much of the information provided is anecdotal. This is because there is currently no requirement 
to report on the use of force during the conduct of a forensic procedure, and as such, reviewing COPS records is of 
limited use to identify procedures involving the use of force. 

Considering this, seven commands advised that they had conducted procedures by force.822 We sought to review 
the circumstances in which forensic procedures were conducted by force and sought further information from these 
commands. Following this request, three commands advised they were unable to provide any further details. We 
reviewed the COPS records of the procedures the other four commands advised had been conducted by force. Three 
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appeared to be hair samples, taken in relation to a ram raid, drug offences and a spate of armed robberies. 
The other was a photograph taken in relation to an assault. There was no indication of what force was used, or why. 

Through our monitoring activities, we did not find any evidence of force being used inappropriately by police 
conducting forensic procedures. We found very little other evidence of force being used at all and received only two 
complaints regarding forensic procedures on suspects involving the use of force. These complaints are discussed in 
chapter 15 as complaints 5 and 6. 

While it is clear that force is used very rarely to conduct forensic procedures, it is of concern that many commands 
(12, or 15 per cent) were unable to advise whether any procedures had been conducted by force. We later make 
recommendations (66 to 71) to address problems with reporting of DNA sampling. In our view, NSW Police should 
be required to report in addition to that information on the number of times forensic procedures are conducted 
using force, in its Annual Report. There may also be some merit in the forensic procedures officer proposed in 
recommendation 3(a), or if this recommendation is not implemented, FPIT reviewing all videos where force is used, 
to identify any training needs in the command. 

We also reiterate a number of recommendations made in our earlier report on the sampling of serious indictable 
offenders where we discussed the use of force in detail. We continue to support the recommendations we made 
in our Part 7 report as best practice for procedures involving the use of force. These recommendations are outlined 
below. 

Recommendation 42

 NSW Police be required to report on the number of occasions forensic procedures are conducted using force, 
in its Annual Report. 

Recommendation 43

 NSW Police ensure that SOPs require officers to:

 a.  Review and consider alternatives prior to force being used to carry out, or facilitate carrying out forensic 
procedures

 b.  Document their consideration of alternatives to the use of force and the reasons why they believe that 
these options are not practicable in the circumstances.

Recommendation 44

NSW Police ensure that regular and timely review of documents and recordings of the use of force are carried 
out by either specialised forensic procedure officers as described in recommendation 3(a) or FPIT so as to 
assess the:

 a. Appropriateness of the use of force

 b. Reasonableness of the use of force

 c. Appropriateness of the methods applied by the officers concerned

 d. Any training needs identified for the officers concerned
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Recommendation 45

 NSW Police ensure that forensic procedures involving the use of force are carried out in appropriately sized 
and equipped areas, which minimise the likelihood of injury to the testing officers and suspects.

Recommendation 48

NSW Police amend its SOPs to ensure that all communication and negotiation with the suspect by testing 
officers and/or senior police officers is recorded on video prior to the use of force.

Recommendation 47

NSW Police ensure that SOPs relating to the identification of all persons present and the explanation of their 
role are complied with.

NSW Police supports recommendation 42 but advised its implementation depends on changes to COPS. It supports 
recommendation 43(a) but not 43 (b), on the basis that it is unnecessary. As with other decision making processes 
relating senior police officer orders, we think the reasons for decisions should be documented.

NSW Police supports recommendations 44, 45 and 47. It does not support recommendation 46, arguing that the 
recommendation is too broad, and its operational feasibility is doubtful.823 We remain of the view that recording 
discussions with suspects before resorting to force would be good practice. 

8.10. Sharing samples and providing results 

8.10.1. Sharing DNA samples with suspects

Section 58 of the Act requires that if enough forensic material is taken from a suspect, police must make part of 
the material available to the suspect for independent analysis. Police can send the material to the suspect or their 
legal practitioner, or if there is no known address, may make it available for collection at the police station where the 
investigator was based at the time the procedure was carried out. Material must be made available within 90 days.824

The FPIT site on the NSW Police intranet has instructions on how to share forensic material, for each of the following 
DNA procedures: 

Buccal swab:

After a suspect’s DNA material has been transferred onto the FTA card, the buccal swab should be placed back 
in the sterile packet from which it was originally obtained and the packet sealed with one of the spare barcodes. 
The packet should then be handed to the suspect. There is no need to obtain a receipt from the suspect unless 
the forensic procedure is not being videotaped.

Hair sample: 

After you have obtained a hair sample from a suspect, the suspect should be asked whether he/she wishes to 
have a further 15 to 20 hairs removed to enable him/her to have the DNA independently analysed and profiled. 
If the suspect answers ‘yes’, a further 15 to 20 hairs should be removed from the suspect’s head or arms using 
the lever arch method. These hairs should be placed in an envelope and the envelope sealed with one of the 
spare barcodes before being handed to the suspect. There is no need to obtain a receipt from the suspect 
unless the forensic procedure is not being videotaped.
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Blood sample: 

Before a blood sample is obtained from a suspect, the suspect should be asked whether he/she would like 
some of the blood to be returned to him/her to enable him/her to have the DNA independently analysed and 
profiled. If the suspect answers ‘yes’, an FTA card should be obtained from another Blood Sampling Kit. 
After the suspect’s DNA material has been transferred onto the FTA card for analysis by the Division of Analytical 
Laboratories, further blood should be transferred onto the FTA card that was obtained from the second Blood 
Sampling Kit. This second card should then be placed in the envelope from which it was originally obtained 
and the envelope sealed with one of the spare barcodes from the first kit before being handed to the suspect. 
There is no need to obtain a receipt from the suspect unless the forensic procedure is not being videotaped. 

The second kit should be sealed and sent the Division of Analytical Laboratories for destruction. The only items 
that will have been used from this second kit are the FTA card and the envelope.

We assessed the sharing of forensic material taken by buccal swab or hair sample though our video audit. In 
many cases, police followed the procedures outlined above.825 However, for a significant number of buccal swab 
procedures, police put the swab in the tamper-evident bag, instead of giving it back to the suspect.826 When the 
legislation was first implemented, police were instructed to place the swab in the tamper-evident bag, and some of 
the older sampling kits still contain these instructions. 

We did not view any procedure where a suspect wished to have additional hairs removed for independent analysis. 
Many suspects found the offer quite offensive, as police officers were offering to pull out even more hairs, for no 
apparent reason. In a number of the buccal swab videos, the suspect stated that he or she did not wish to retain the 
swab, and in these cases the swab was often returned to the tamper evident bag and sent to the laboratory. Our audit 
did not include any blood samples so we were unable to comment on the process for sharing this sample type.

We also reviewed procedures for sharing samples with suspects in our survey of local area commands. Responses 
varied greatly. Many commands advised that they complied with the SOPs, or at least indicated they were aware of 
the sharing requirements. However, eight commands responded that they did not have SOPs in place to manage 
sharing forensic material, or had no record of samples being shared. An additional four commands advised they 
share samples with suspects only if the suspect requests this in writing, and one command had “never heard of it.” 
It is clear that a significant number of commands are not aware of the requirement that forensic material be shared 
with suspects. 

Police officers who were aware of the requirement that DNA samples be shared with suspects were universally critical 
of it. We agree that application of section 58 to a person’s own DNA sample is ill conceived. A person’s DNA is with 
them all the time and a sample can be taken for independent analysis at any time. There is no difficulty with the police 
policy of returning the used buccal swab to the person who provided the sample if requested, but the apparent 
requirement that a police officer offer to take a further hair sample from a suspect who has just had between 15 and 
20 hairs pulled out is unnecessary and inappropriate. 

8.10.2. Other forensic material

Unlike DNA samples, forensic procedures like nail scrapings, gun shot residue tests and swabs of hands or genitals 
cannot be replicated at any time. The section 58 sharing requirement means that if enough forensic material is taken, 
part of it must be made available to the suspect for independent analysis.

In these circumstances, it is sometimes unlikely there would be sufficient material to share with the suspect, at least 
not at the police station at the time the procedure is carried out. In addition, given the evidence cannot be replicated, 
an officer is unlikely to share material in circumstances where the officer is not absolutely certain material collected for 
analysis is entirely sufficient. It is NSW Police policy to advise suspects that if they wish to be provided with a portion 
of any material remaining after analysis, they should put this request in writing to the investigating police officer. The 
investigating police officer is responsible for ensuring any remaining material is made available to the suspect within 
90 days of receiving the request.827 

While this approach is not consistent with the legal requirements of section 58, it appears a sensible compromise 
between the suspect’s rights and the investigation’s integrity. However, we found little evidence of commands 
providing this advice to suspects. 
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8.10.3. Photographs

Section 59 of the Act provides that where a forensic procedure involves the taking of a photograph of a part of the 
suspect’s body, police must ensure that a copy of the photograph is made available to the suspect. The FPIT site 
on the NSW Police intranet has instructions on how to provide copies of photographs to suspects: 

A copy of any photograph taken of a suspect’s body as a forensic procedure e.g. a photograph of the face of 
a suspect to be shown to witnesses or a photograph of a wound or tattoo on a suspect’s body, is required to 
be provided to the suspect as a matter of course. Photographs can either be sent to the suspect’s last known 
address or kept for collection at the place where the forensic procedure was carried out.

Officers are instructed to ensure they make at least three copies of any photos – one for the investigator, one for the 
brief of evidence and one for the suspect.828

During our audit of local area commands, we found that commands generally only provide suspects with a copy of 
forensic procedure photographs if the matter goes to court, and they are included in the brief of evidence. We found 
little evidence of commands complying with the section 59 requirements. 

In response to our survey, commands generally showed greater awareness of the need to share photographs than to 
share DNA or other forensic material. However, two commands were unaware of the SOPs or legislative requirements 
for sharing photographs. A further 12 commands considered that providing copies of photos in the brief of evidence 
met the legislative requirements. Photos are taken on a digital camera at six commands and are printed and provided 
to the suspect on the spot. Some also mentioned they asked the suspect to sign a receipt for the digital photos, and 
put the receipt on the brief of evidence. Another two commands indicated that they still used film and that once the 
suspect was advised of the time required to develop the photos, they often declined the offer of receiving copies. 
A further two commands indicated that they also used film but they had systems in place to notify the suspect once 
the photos became available.

In our view, the provision of photographs is unnecessary unless they are to be used in a brief of evidence. We note 
that providing photographs with the brief of evidence will not meet the section 59 requirements in matters which do 
not go to court, or where it takes more than 90 days to provide the brief of evidence. To overcome this problem, we 
feel that consideration should be given to amending section 59 so that it is met by NSW Police including photographs 
as part of the brief of evidence or providing copies in response to a written request from the person undergoing the 
forensic procedure. 

8.10.4. Providing analysis results to suspects 

Section 60 provides that if material taken from a suspect is analysed in the investigation of an offence, the 
investigating police officer must ensure a copy of the analysis result is made available to the suspect. Analysis results 
must be made available within 90 days. This is not required where providing a copy of the results would prejudice the 
investigation. However, the result must be made available “a reasonable time before evidence of it is adduced in any 
prosecution of the suspect for the offence.” Police can send results to the suspect or their legal practitioner, or if there 
is no known address, may make it available for collection at the police station where the investigator was based at the 
time the procedure was carried out.829

It is not clear from the Act exactly what “results of the analysis” means. As explained in chapter 10, laboratory staff 
generally derive the person’s DNA profile within a few days of receiving the DNA sample, and upload it onto the 
database. At this stage, the person’s profile and any cold links to other crime scenes would be available. However, 
it may be some time before evidence from the relevant crime scene is examined and a DNA profile obtained for 
comparison with the suspect’s DNA profile. Further, DNA analysis does not always give clear results. The results may 
be open to interpretation and testing may be ongoing. 

As with photographs, it appears that police officers generally only provide suspects with a copy of DNA analysis 
results if the matter goes to court, and the results are included in the brief of evidence. Police do not inform suspects 
of their DNA profile once it is derived, or of any links to crime scenes, unless they decide to prosecute the suspect 
for the offence. We note that providing DNA analysis results with the brief of evidence will not meet the requirements 
of the Act where links to crime scenes do not ultimately go to court, or where it takes more than 90 days from the 
results becoming available to provide the brief of evidence. Our view is that there is little benefit in providing the 
DNA profile, as this is merely a series of numbers (see 1.4.2). Only where the results are to be used in a criminal 
justice proceeding does fairness require they be made available to suspects or volunteers. Police practice appears 
consistent with fair practice in this matter, and we consider the Act should be amended so that results be provided 
in these circumstances.
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8.10.5. Sharing samples and providing analysis results to volunteers 

Because Part 6 of the Act applies to volunteers as if references to suspects were references to volunteers, the sharing 
requirements set out in Division 6 of Part 6 apply to volunteers.830 This means that police officers who take a sample 
from a volunteer (whether a DNA sample or some other type of sample) must make part of the sample available to 
the volunteer for independent analysis. It also means police must ensure a copy of any photograph of a volunteer is 
made available to the volunteer. Further, if material from a forensic procedure sample is analysed in the investigation 
of an offence, police must ensure that a copy of the analysis results is made available to the volunteer. 

In our view, it is generally inappropriate for police officers to share samples and analysis results with volunteers. 
As with suspects, there is no reason why police should provide a volunteer with a sample of his or her own DNA for 
independent analysis. If some other type of sample is taken from a volunteer, like a nail scraping or swab, which may 
have some other person’s DNA in it, it is not clear why the volunteer should receive part of the material taken or the 
results of its analysis. 

Further, where a DNA sample is taken from a volunteer for elimination purposes, the analysis results are likely to 
include details about other people’s DNA profiles, for example those of the victim or offender. Consider case study 43, 
at 7.5.1, where a number of people who worked in a shopping centre – including cleaners and security officers – were 
asked to provide DNA samples to help identify the offender who attempted to indecently assault a woman in the 
shopping centre toilets. Why should these volunteers be provided with the DNA analysis results? 

We found little evidence of police officers complying with the requirements to share samples with and provide analysis 
results to volunteers.

8.10.6. Discussion

In our view, Part 6 Division 6 of the Act does not appear to be working effectively and does not reflect the practicalities 
of policing. To overcome this, a different approach is required for the sharing of photographs, DNA samples and the 
provision of analysis results. 

The need to share a DNA person sample with the individual supplying the sample is unnecessary, and in the case of a 
hair sample, inappropriate. In these cases, the person can arrange to have their own DNA independently analysed at 
any time and do not need NSW Police to provide them with a share of the sample.

As to the provision of analysis results or photographs, these need only be supplied by NSW Police in cases where 
the results are going to be used in evidence. If the information is not to be used as part of a brief evidence there is 
no need for NSW Police to provide this information unless a specific request is made in writing. This is particularly 
relevant where volunteers have provided elimination samples. Providing the volunteer with an analysis report that they 
are unlikely to understand the intricacies of is not constructive.

Lastly, the sharing of other material obtained as a result of a forensic procedure is in most cases not possible due to 
the nature of the analysis and small amounts of material involved. In these cases, if a person makes a specific request 
in writing for a share of the material and there is sufficient available for independent analysis, this should be provided. 
Otherwise, the provision of the analysis results in the brief of evidence is the most appropriate response and we make 
the following recommendations supporting this approach.
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Recommendation 48

The Crimes (Forensic Procedures) Act 2000 be amended so that Part 6 Division 6 reflects the following 
principles:

 a. it is unnecessary to share person DNA samples

 b.  the provision of other material is also unnecessary, unless material remains available (after the initial 
analysis) that is sufficient for independent analysis and the suspect has requested this 

 c.  if there is more than sufficient material available (for the initial analysis) at the time the sample is 
collected, and a request is made by the suspect, the testing officer should supply a share of the sample 
at this time

 d.  the results of DNA analysis, or the analysis of other samples taken under the Act, only be required to 
be provided to persons where the results are to be used in evidence in proceedings, or if a request is 
received

 e.  photographs only be provided where they are to be used as evidence in proceedings or if a specific 
request is received.

Recommendation 49

The Attorney General consider amending the Crimes (Forensic Procedures) Act 2000 so that Part 6 Division 6 
does not apply to volunteers. 

However, in the interim and so that compliance with the present requirements is achieved, we recommend the 
following steps.

Recommendation 50

NSW Police develop and implement strategies to ensure officers are complying with the current procedures for 
sharing forensic material and photographs with suspects. 

Recommendation 51

 NSW Police consider expanding the use of digital photographs for forensic procedures to ensure copies of 
photographs can be provided expeditiously and receipts obtained.

NSW Police supports recommendations 48 to 51.831 

In response to recommendation 48(e), the Attorney General’s Department advised that it is preparing a bill that 
will clarify the circumstances in which the results of forensic analysis are made available to the suspect, and give 
greater certainty of meaning to the term “results of analysis.”832 The Attorney General’s Department also notes that 
persons should be advised of their right to make a request. This is something that is perhaps most appropriately 
included in the plain English version of information required to be given to persons, presently being developed by 
the Department.
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Chapter 9. Procedures outside the Act
Police have powers other than those contained in the Crimes (Forensic Procedures) Act which enable them to 
conduct various forensic procedures. For example, they may conduct breath analysis on drivers, or take identification 
photographs of people in custody for an offence. The Act specifically states that it does not limit or exclude the 
operation of other laws relating to the carrying out of forensic procedures. 

Through our monitoring activities, we found that there is some confusion about whether certain types of procedures 
are ‘forensic procedures’ for the purposes of the Crimes (Forensic Procedures) Act. Further, some officers have 
conducted certain types of procedures ostensibly under the authority of the Act when in fact there is no law 
authorising those types of procedures. 

This chapter examines the relationship between the Crimes (Forensic Procedures) Act and other powers police have 
to conduct ‘forensic procedures’.

9.1.  Other procedures – prints, photos, urine samples, medical 
examinations

9.1.1. Fingerprints 

The Act states that a forensic procedure includes “the taking of a hand print, finger print, foot print or toe print.” 
However, it does not include prints taken for the sole purpose of establishing the identity of the person from whom 
they are taken.833

Police routinely take fingerprints from suspects at the time of charging, under Part 10 of the Law Enforcement (Powers 
and Responsibilities) Act (formerly under section 353A(3) of the Crimes Act). A police officer may take “all particulars 
that are necessary to identify a person who is in lawful custody for any offence.” This may include the person’s 
photograph, fingerprints and palm prints. Where a child under the age of 14 is in custody for an offence, police may 
apply to a court for an order authorising police to take the child’s fingerprints and palm prints, for the purpose of 
identifying the child.834 

9.1.2. Photographs 

Photographs as forensic procedures involve taking a photograph of a part of the body. These photographs can be 
taken under the Act as either intimate or non-intimate forensic procedures. Photographs taken as an intimate forensic 
procedure will include a photograph of the genital or anal area or the buttocks of a person, or the breasts of a female 
or a transgender person who identifies as a female. A non-intimate forensic procedure photograph would be a photo 
of any other part of the body. 835

Police routinely photograph suspects at the time of charging, under Part 10 of the Law Enforcement (Powers and 
Responsibilities) Act (formerly under section 353A(3) of the Crimes Act).836 A photograph may be taken under this 
provision to show to a witness, if an identification parade cannot be held (for example, because the suspect has 
declined to participate, or has altered his or her appearance). 

We understand that NSW Police initially advised officers that all identification photographs should be taken under the 
Crimes (Forensic Procedures) Act: “A photograph for a photograph identification is a photograph of a part of the body, 
namely the head and shoulders. Accordingly, it must be treated as a forensic procedure under the Act.”837 However, 
after obtaining legal advice on this issue, the current NSW Police position is that photographs can be taken under 
the provisions of the Law Enforcement (Powers and Responsibilities) Act, provided the suspect is in custody for an 
offence, and the photograph is deemed necessary for the identification of the person. Officers need only proceed 
under the Crimes (Forensic Procedures) Act if the provisions of the Law Enforcement (Powers and Responsibilities) Act 
do not apply, either because the photograph is not for identification purposes, or the suspect is not in custody for an 
offence.838 

However, we found there is still considerable confusion among police officers about when photographs can be taken 
under the provisions of the Law Enforcement (Powers and Responsibilities) Act, and when they must be taken under 
the Crimes (Forensic Procedures) Act. For example, one police officer we interviewed commented: 
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Sometimes it’s not clear whether – or why – a procedure falls within the Act. Why do you have to go through the 
Act to take a photo?839

In our survey of local area commands, some commands singled out the taking of photographs as one of their main 
problems in implementing the Act: 

A little confusion has arisen over the taking of photographs of suspects. Initially a full forensic procedure needed 
to take place whereby the information sheet had to be read and consent given. Now it appears to be a complete 
turnaround, whereby a photo during the charging process is sufficient. Even if the suspect is not charged, it 
appears just taking a photograph is acceptable… [We would like] confirmation on photographing suspects, 
confirmation on the difference between photographing for identification purposes as opposed to evidentiary 
purposes.840

The use of arrest photos is still very ambiguous.841

Opinions can vary… for example the use of photographs… whether existing photos or new photos need to be 
obtained.842

Several police officers suggested that the Act should not deal with photographs at all, that they should not be treated 
as forensic procedures.843

During the review period, we received some complaints about photographs being taken in breach of the Act.

Case Study 59

Police interviewed an 18 year old man in relation to his involvement in an assault. Police asked him to 
participate in an identification parade, but he declined. Police advised that he would be charged, and would 
have his fingerprints and photographs taken. The young man’s legal representative left the room briefly, leaving 
the young man alone with police. Police then informed the young man that they were not going to charge him, 
but they went ahead and took his photograph. 

When he returned, the man’s legal representative immediately asked why the photograph had been taken. 
Police obtained legal advice about the matter and subsequently decided to destroy the photograph. 

Police applied for a court order authorising a photograph to be taken under the Crimes (Forensic Procedures) 
Act. The court made the order and police took the young man’s photograph again.844

Case Study 60

A police officer arrested a boy at school in relation to an assault which had occurred some time previously. 
The officer took him to the police station, and took his photograph, to show to people who witnessed the 
assault. The matter went to court and the magistrate made serious adverse comments about the police 
officer involved. In particular: 

•  The police officer arrested the young person at school to prevent him from seeking legal advice, knowing 
that the young person was represented in the matter and that the photograph would not be taken if the 
legal representative was present to advise the young person.

•  The police officer acted unlawfully by arresting the young person for the purpose of taking a photograph, 
rather than for the purpose of charging him with an offence. 

•  The police officer took the photograph on the basis of the young person’s consent, despite the fact that the 
Act states that children cannot consent to forensic procedures. The police officer should not have taken the 
photograph without obtaining a court order. 

•  The police officer separated the young person from his support person, his father, while the photograph 
was being taken. 
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The magistrate found the police officer lacked credibility, some of his responses to questioning were 
implausible and dishonest, and that his behaviour during the investigation was “completely unacceptable.” The 
magistrate commented: 

The reason for the failure to comply [with the Act] at best was ignorance, a less charitable view was that the 
constable’s conduct was deliberate and deceitful… 

The constable’s conduct is clearly illegal and improper in... arresting the child for the purpose of taking a 
photo and not for the purpose of charging... It is clear that nothing had changed with the young person’s 
attendance at the police station except that the police now had his photo. And I note that he was still 
summonsed, he was not arrested for the purpose of charging. He was clearly arrested for the purpose of 
obtaining a photograph for use in this investigation. 

The magistrate ruled that the picture identification evidence was inadmissible as it was unlawfully obtained. 

NSW Police investigated the matter and disagreed with the magistrate’s findings. The police investigator 
concluded that the young person’s photograph had been taken under section 353A of the Crimes Act, and that 
the only issue raised by the officer’s conduct was his failure to seek permission from the officer in charge of the 
police station before taking the photograph, as required by section 353A. The police investigation found that 
police had contacted the young person’s legal representative a number of times previously, including the day 
the photograph was taken. 

The police investigator did not agree that the young person had been arrested for the purpose of taking 
the photograph. Rather, he was arrested for the purpose of being charged, but police ultimately decided to 
proceed by way of future court attendance notice rather than formally charging him. 

We oversighted the police investigation and agreed it could not be determined that the police officer involved 
deliberately circumvented the provisions of the Crimes (Forensic Procedures) Act in order to obtain evidence 
against the young person. The evidence suggested the officer believed he was acting within his powers when 
he asked the young person to consent to the photograph.845

We note that police cannot arrest a suspect in order to take the person’s photograph, as there is no power to arrest 
solely for the purpose of investigation. It has long been established that police can only arrest a person in order to 
take the person before an authorised justice as soon as practicable, to be dealt with according to law.846 Further, the 
Law Enforcement (Powers and Responsibilities) Act specifies that police can only arrest a purpose where necessary, 
to ensure the person appears at court, to prevent another offence, to prevent the loss of evidence or harassment 
of witnesses, to prevent fabrication of evidence or to preserve the person’s safety or welfare.847 For this reason, if a 
suspect is not under arrest, police can proceed under the Crimes (Forensic Procedures) Act but not under Part 10 of 
the Law Enforcement (Powers and Responsibilities) Act.

In some circumstances, police may arrest a person and after conducting further inquiries, decide to release the 
person without charge. Police may decide to proceed by court attendance notice at a later date, if further evidence 
comes to light. Police do not need to charge a suspect to be able to take a photograph under Part 10 of the Law 
Enforcement (Powers and Responsibilities) Act.848 However, the original arrest must have been valid – that is, the 
suspect must have been arrested for the purpose of being brought before an authorised justice, to be dealt with 
according to law. 

In our view, the legal position is clear. It appears, however, that NSW Police clarify when officers can take photographs 
under Part 10 of the Law Enforcement (Powers and Responsibilities) Act, and when they can take photographs under 
the Crimes (Forensic Procedures) Act. In particular, NSW Police may consider including advice on this issue in the 
frequently asked questions section of the FPIT intranet site, where there is already a section on photographs. NSW 
Police may also update the law notes which are still on the intranet to indicate that they have been superseded. 
Any advice provided to officers should emphasise that a person cannot be arrested for the sole purpose of taking 
a photograph. 

Recommendation 52

NSW Police provide clear advice to officers about when photographs can be taken under sections 133 and 136 
of the Law Enforcement (Powers and Responsibilities) Act 2002, and when photographs can be taken under the 
Crimes (Forensic Procedures) Act 2000. 
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This recommendation is supported by NSW Police.849

9.1.3. Cavity searches 

The Act provides for various intimate forensic procedures to be conducted, but specifically excludes body cavity 
searches: “A forensic procedure… does not include any intrusion into a person’s body cavities except the mouth.”850 
We are not aware of any law authorising police officers in New South Wales to carry out, or cause to be carried out, 
searches of people’s body cavities.851 

Despite this prohibition, we found that some police have conducted cavity searches, ostensibly under the authority of 
the Crimes (Forensic Procedures) Act. 

Case Study 61

Police executed a search warrant on a house and found some green vegetable matter, small resealable plastic 
bags and an amount of cash. Police suspected that one of the occupants was hiding a package of prohibited 
drugs in her vaginal cavity. Police strip searched the woman and asked her to remove the suspected item, but 
the woman declined. Police arrested the woman and applied to a magistrate for an interim order authorising 
an “intimate forensic procedure,” a search of her vaginal cavity. The magistrate made the order, and police 
took the woman to a hospital, where a doctor performed the procedure. Nothing was found. Police applied for 
another interim order, this time authorising a search of the suspect’s rectal cavity. Again, the order was granted, 
the search was conducted, and nothing was found. The suspect was released without charge.852 

It is of serious concern that such intrusive searches were carried out, without consent, and without any legal basis. 
Further, in the absence of legislative protection, a cavity search may constitute an assault. 

We obtained copies of the court orders and immediately wrote to the relevant local area commander. He considered 
that the police officers involved “were not aware of what their actual powers in relation to [the Act] were at the time 
although it is thought that all were acting in good faith but on a power which they did not have.” He advised that 
command’s education and development officer would research and deliver training to officers in the command on 
the issue.853 

We also raised the issue with NSW Police at a corporate level, on the basis that it would be appropriate to provide 
all police officers with advice about searches permitted, and not permitted, under the Act and other legislation. 
The Deputy Commissioner of Police subsequently advised that he sent a memo by email to all officers reminding 
them that they do not have the power to search body cavities and discussing their various related powers. The memo 
was also scheduled for publication in the Police Weekly.854 

It is also of concern that a magistrate made orders specifically authorising the search of a suspect’s vaginal and rectal 
cavities as “intimate forensic procedures” under the Act. We raised the matter with the Chief Magistrate of the Local 
Court, who shared our concerns, and advised that he sent an email to all magistrates bringing to their attention that 
the Act does not make provision for cavity searches.855

With the consent of NSW Police, we also raised the matter with NSW Health, on the basis that it would be appropriate 
to provide advice to medical practitioners and other hospital personnel about the types of searches permitted under 
the Act. We also suggested it might be appropriate to review processes where medical practitioners are presented 
by police with court orders for searches, to ensure they have access to appropriate advice if required. NSW Health 
subsequently advised that it is considering writing a policy on this issue.856 We note that NSW Health had previously 
issued a circular outlining its position on the carrying out of forensic procedures, in 2000. It notes that medical staff 
are not required to carry out forensic procedures and that “NSW Health does not regard the carrying out of these 
forensic procedures to be a part of its overall functions and health service staff will not be expected to perform 
the functions.”857

NSW Police has previously proposed legislative changes to enable officers to ask medical practitioners to examine 
a suspect’s body cavities, in the context of our review of the Police Powers (Internally Concealed Drugs) Act 2001, 
which has since been incorporated into the Law Enforcement (Powers and Responsibilities) Act 2002. However, NSW 
Police subsequently retracted its proposal, commenting that cavity searches are degrading and may contravene the 
International Covenant on Civil and Political Rights 1975.858 Submissions from other stakeholders were overwhelmingly 
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opposed to enabling police to order cavity searches. NSW Health described the potentially harmful consequences 
of cavity searches, and the significant risk of causing physical or psychological harm.859 The Australian Law Reform 
Commission has also described the risks associated with cavity searches: 

There are obvious problems associated with these searches. The first is the simple medical danger. 
Considerable harm, in a medical sense, could come to an individual from a body cavity search that was carried 
out incorrectly or unhygenically. Secondly, a body cavity search, especially one carried out without consent, is 
likely to be degrading. It is an intensely personal intrusion that is an unwelcome and demeaning experience.860

9.1.4. Medical examinations 

At common law, there is no power to conduct a medical examination without the consent of a suspect, either before 
or after arrest.861 However, section 138 of the Law Enforcement (Powers and Responsibilities) Act 2002 (formerly 
section 353A(2) of the Crimes Act 1900) provides that police may request a medical practitioner to examine a person 
in custody who has been charged with an offence. The consent of the person is not required.

The power to conduct a medical examination has been interpreted quite narrowly – it permits “no more than an 
external examination by sight or touch.”862 The courts have commented that the legislation authorises an infringement 
of fundamental rights (the privilege against self incrimination and the right not to be assaulted), and therefore must be 
read restrictively.863 

Police also have a limited power to conduct internal searches, under the Part 11, Division 3 of the Law Enforcement 
(Powers and Responsibilities) Act 2002 (formerly under the Police Powers (Internally Concealed Drugs) Act 2001). 
Police may take a suspect to a medical facility to be searched by way of medical imaging, if there are reasonable 
grounds to suspect the person has swallowed or is otherwise internally concealing a prohibited drug for the purpose 
of supply. Searches can be conducted by X-ray, MRI, CT scans or other forms of medical imaging.864 The Act does 
not permit any intrusion into a person’s body cavities, or authorise police or medical practitioners to remove any 
internally concealed matter from a person’s body.865

Apart from the cavity search issue, we are not aware of any problems with the interaction of the medical examination 
powers and the forensic procedures legislation. 

9.1.5. Urine samples 

Nothing in the Crimes (Forensic Procedures) Act allows police to take urine samples. However, under the Road 
Transport (Safety and Management) Act 1999 police have the power to require a driver who refuses to submit to a 
sobriety assessment, or who police reasonably believe is under the influence of a drug, to provide a blood and urine 
sample (whether or not the person consents to them being taken) in accordance with the directions of a medical 
practitioner.866 

We are aware of some instances where police have taken urine samples and recorded them as forensic procedures. 
However, it appears that the samples were taken under the provisions of the Road Transport (Safety and Management) 
Act 1999 and were recorded incorrectly. It does not appear that police have taken urine samples ostensibly under the 
Crimes (Forensic Procedures) Act. 

9.2. Covert DNA sampling 
Police sometimes take covert DNA samples, by retrieving an item discarded by a person who is under investigation 
(such as a cigarette butt, drink container or tissue) or through some other type of investigative procedure (such as a 
random breath test).867 

The Act does not specifically prohibit police from taking a covert DNA sample, and this type of conduct is essentially 
unregulated. However, a court may find the evidence inadmissible, if it has been obtained improperly.

9.2.1. Case law 

This issue was considered in R v Daley (2001),868 where police used a supposedly random breath test as a pretext 
for obtaining a DNA sample from a man suspected of multiple robbery and sexual assault offences. Police arrested 
the suspect for driving an unregistered vehicle, and took him to the police station, where they took his clothes and 
submitted them for DNA analysis. Two weeks later police were advised that the DNA profile obtained from the breath 
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test container and the man’s t-shirt matched the profile obtained from the clothes and body of two of the victims. 
Police arrested the man again, and took a buccal swab. Again, the profile from the swab matched the profile obtained 
from the victims. At trial, defence counsel argued that because the original DNA sample was obtained by trickery, all 
the DNA evidence should be excluded. 

The court found that the true purpose of the random breath test and arrest was not to enforce traffic laws, it was to 
obtain samples of the accused’s bodily fluids for the purpose of DNA analysis. Despite having “misgivings” about the 
conduct of police, the court admitted the evidence, on the basis that it was highly probative, and that the offender was 
likely to strike again, unless apprehended quickly. The court stated that only in an exceptional case would it condone 
the use of the power of arrest and detention for an ulterior purpose – and that this was such a case. 

Covert DNA sampling was considered again in R v Nicola (2002).869 In that case, police interviewed the accused 
about a sexual assault allegation. He denied having had sex with the victim. Police asked him to provide a DNA 
sample, but he declined. Some time later, the accused went to the police station to ask for the return of some boxer 
shorts which had been taken for forensic examination. While he was there, he asked for a cup of coffee. One of the 
police officers who saw him throw his styrofoam cup in the bin retrieved it and submitted it for DNA analysis. The 
profile obtained from the cup matched the profile obtained from the victim’s body and clothes and the accused was 
convicted on this evidence.

On appeal, the defence argued that the DNA evidence should not have been admitted, as the accused had made 
it clear that he did not want to provide a DNA sample, but police ignored his express wishes, and examined the cup 
anyway. The court dismissed the appeal, upholding the trial judge’s conclusion that there was nothing improper about 
police retrieving the cup and submitting it for DNA analysis. 

Both Daley and Nicola dealt with DNA samples which were taken before the Act commenced, and the admissibility 
of evidence was determined according to section 138 of the Evidence Act 1995. The Crimes (Forensic Procedures) 
Act specifically provides, in section 82, that evidence obtained through a forensic procedure is inadmissible where 
there has any breach of any provision of the Act, unless the court is of the opinion that the desirability of admitting the 
evidence outweighs the undesirability of admitting the evidence.

R v Kane (2004) considered covert DNA sampling in the context of the Act.870 The accused was convicted for armed 
robbery of a TAB. Police retrieved a cigarette butt the accused dropped on the footpath, after TAB staff identified 
the offender as a regular customer. The profile obtained from the butt was found to match remnants of skin left on a 
balaclava discarded by the robber just after he committed the offence. 

On appeal, the accused argued that the retrieval and forensic examination of the cigarette butt amounted to a 
‘forensic procedure’ for the purposes of the Act, and that as the requirements of the Act had not been met, the 
evidence should have been excluded. The appeal was peremptorily dismissed, on the basis that this argument 
misconceived the purpose and scope of the Act:

What is contemplated by the notion of a forensic procedure, whether intimate or non-intimate, is that it is a 
procedure actually carried out on the person of some specific individual. The chance circumstance that a 
person throws away, relevantly, a cigarette butt which is retrieved without any reference to, or interference with 
the person, and which turns out to have significant probative value in terms of what it says about the relevant 
DNA profile, does not seem to me to satisfy, either in principle or in practice, either in law or in fact, what is 
contemplated by the Crimes (Forensic Procedures) Act 2000.871 

The issue was considered again in R v White (2005).872 This was a murder case, where a DNA profile of the offender 
was obtained from material found under the fingernails of the deceased. This profile was put on the DNA database, 
and was found to match DNA from an unsolved break and enter. Police investigated the break and enter offence, and 
narrowed their investigation down to six people. On the basis that none of the people met the threshold of being a 
suspect for the purposes of the Act, police took covert DNA samples from each “person of interest”, in the hope of 
obtaining a match. One of these samples, again taken from a discarded cigarette butt, matched the profile obtained 
from the deceased’s fingernails. Police then arrested the accused and took a subsequent sample – a buccal swab 
– under the provisions of the Act. At trial, the DNA evidence was held to be admissible, for the same reasons as in 
Kane – that obtaining a DNA profile from an item discarded by a suspect is not a ‘forensic procedure’, and so is not 
evidence to which section 82 of the Act applies.

However, the court did go on to consider whether police took a covert sample in order to circumvent the requirements 
of the Act. The court was satisfied that the police conduct was not in defiance of the Act, accepting that the officer in 
charge was of the view there was insufficient evidence available at that time to identify the accused as a suspect for 
the purposes of the Act.873 
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9.2.2. Police policy on covert DNA sampling 

FPIT has the following advice on its intranet site: 

The provisions of the Crimes (Forensic Procedures) Act 2000 do not cover the obtaining of covert DNA. Advice 
should be sought on a case-by-case basis. It is important to avoid possible criticism in relation to circumventing 
provisions of the Crimes (Forensic Procedures) Act in obtaining DNA from suspects.874

Another policy guide on the intranet states: 

If the collection of a covert sample was used to circumvent the provisions of the Act any evidence obtained from 
that sample may not be admissible at court. In any case if a covert sample results in a match to a crime scene 
sample, a sample from the suspect should be obtained pursuant to the Act. The evidence from this sample 
should form part of the brief.875

There are a number of reasons why police may prefer to take covert samples than conduct forensic procedures under 
the Act. First, police may not want to alert people to the fact they are under investigation. Second, police may decide 
they cannot ask for a sample, if the person falls short of the definition of ‘suspect’. Third, it may be much easier to 
submit a discarded item for analysis than to comply with the various requirements of the Act, which some police 
officers find quite onerous. 

9.2.3. How covert DNA samples are handled at the lab 

We asked DAL whether DNA samples taken covertly are treated as “person samples” or “crime scene samples”. DAL 
advised that the police officer who submits the sample may mark it either as a crime scene sample, or as ‘other’ on 
the accompanying form. However, DAL treats samples taken covertly as a different category entirely. If a DNA profile 
is obtained, it is put on the database, but is not searched against any of the indexes. It is only compared to other 
evidence within the particular case.876 

We note that while the Act does not specifically deal with covert DNA sampling, comparison of profiles from covert 
samples against any of the indexes on the database is effectively prohibited.877 For this reason we support DAL’s 
approach to the issue. We do however note that if a sample taken covertly is linked to the offence in relation to which 
it was taken, police may take a further sample under the provisions of the Act, which may then be searched against 
the other indexes. 

9.2.4. Discussion 

The Australian Law Reform Commission has discussed the issue of police collecting genetic material by stealth, and 
has expressed concern about covert sampling resulting in “a parallel system for the collection and use of genetic 
samples falling outside the formal regulatory framework established under Part 1D of the [Commonwealth] Crimes 
Act”, which is substantially similar to our Act. The Commission commented that the Commonwealth legislation 
“provides a formal framework for collecting samples from suspects,” and that “it is likely that Parliament intended 
that this legislation should be the sole authority by which police might collect such samples.” However, it noted that 
there was no specific prohibition on police obtaining forensic samples through the collection of discarded samples, 
or through other lawful investigative procedures. It recommended that the legislation be amended so that police 
could only obtain genetic samples from individuals either through the forensic procedures legislation, or from a stored 
sample (with the individual’s consent or by court order).878

We do not know how often police in New South Wales are submitting covert DNA samples for analysis, or the 
circumstances in which covert samples are being taken. Unless the accused objects to the evidence being admitted, 
as happened in Kane and White, it is unlikely the reasons for taking a covert sample will be reviewed. 

For this reason, in our view it is important that NSW Police keep and publish records of the number of covert DNA 
samples which are submitted for analysis; the reasons for the sample being taken covertly rather than through 
the provisions of the Act; and the results of the analysis – whether the covert sample implicated the person under 
investigation or not. 

In addition, this is a matter that we consider should be specifically considered by Parliament in considering this report. 
If it was not intended that covert samples be permitted, the Act should specifically provide for this. Conversely, if it 
is considered that for some persons (for example, persons who are not yet suspects) covert sampling should be 
permitted, the appropriate regulation (such as permitted matching) should be considered. We note the considerable 
criminal justice outcomes achieved in at least two matters, which will obviously be a significant factor in those 
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considerations. Alternatively, the Australian Law Reform Commission has made recommendations which are against 
current police practice and require due consideration. A middle course may be for courts to be permitted in certain 
circumstances to order that covert samples be collected by police officers. 

Recommendation 53

NSW Police keep records of the number of covert DNA samples submitted for analysis, the reason why the 
sample was taken covertly, and the results of the analysis, and includes these in its annual report. 

Recommendation 54

Parliament consider regulating the collection of covert samples to include under what circumstances covert 
samples can be collected, whether a court order should be required, and how profiles obtained from covert 
samples should be managed on the New South Wales DNA database.

NSW Police is still considering recommendation 53, but supports recommendation 54.879 The Minister for Police 
commented that he could not endorse this recommendation until he had the opportunity to consult further with 
operational police. Given the complexity of the legislation, the Minister did not support any further restrictions on 
police collecting covert samples, and advised that admissibility of such evidence should be left to the courts.880 
In its submission, the Attorney General’s Department noted the courts’ view that any investigative conduct not 
specifically mentioned in the Act is unregulated, and commented: 

The current state of affairs provides little incentive for investigating police officers to work within the confines of 
the Act, rather than arranging their investigation so that the Act does not apply at all. This issue may need to be 
considered in due course.881 

9.3. Obtaining DNA from deceased persons 
The Act does not specify the circumstances in which police can take a DNA sample from a deceased person. 
However, it does specify that forensic material “taken from the body of a deceased person” may be supplied for the 
purpose of DNA analysis, for inclusion on one of the indexes of the DNA database.882 Profiles from deceased persons 
can be put on the “volunteers (unlimited purposes)” index where the person’s identity is known, and on the “unknown 
deceased persons” index where the person’s identity is not known.883 

Case Study 62 

Police were reinvestigating a sexual assault and murder which had been committed almost 20 years before. 
Police took covert DNA samples from a number of suspects – in one case by retrieving a glass the suspect 
had used, in another by buying a baseball cap from the suspect. Police identified a fifth suspect, who had 
recently been killed in a road accident. Police obtained a blood sample which had been taken during the 
autopsy, and submitted it for DNA analysis. Relying on DNA evidence, the coroner concluded that the 
deceased committed the murder. A relative of the deceased made a complaint about a number of aspects 
of the police investigation.

In our oversight role, we indicated that police investigating the complaint should consider why covert samples 
were taken from suspects when the Act provides the regulatory framework for taking DNA samples from 
suspects. The police investigator advised that the strategies used by police in reinvestigating the murder 
depended on the operation remaining covert in its early stages, and further, that all of the living suspects 
were interstate, so samples could not be taken under the Act. The investigator concluded that “police were 
entirely within their powers to take such samples and analyse those samples in a criminal investigation through 
common law powers to seize exhibits.” 
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We also indicated that the police investigation should consider what authority NSW Police used to obtain the 
blood sample taken during the autopsy, when it appeared the blood had not originally been taken for the 
purpose of DNA analysis. The investigator noted that the Act only deals with forensic procedures conducted 
on people, by consent or by order, and that there is no provision for taking samples from deceased persons. 
He concluded that the sample had been taken for a lawful purpose (that is, for tests carried out by the forensic 
pathologist conducting the autopsy), and that police had seized the sample under their common law power 
to seize exhibits relevant to the investigation of the offence. The investigator also pointed out that under the 
Coroners Act 1980, a coroner may give a police officer directions concerning investigations to be carried out 
for the purposes of an inquest. The investigator concluded that as the sample had been lawfully taken, police 
were entitled to examine it for the purpose of DNA analysis. 

The investigator made no adverse findings against the police officers who were involved. We were satisfied 
with the explanations provided.

9.4. Victims of crime and other “excluded volunteers” 
The Act does not apply to forensic procedures carried out on people who are deemed to be “excluded volunteers”. 
This includes:884 

• victims of offences against the person 

• victims of robbery offences, and 

• people who volunteer their fingerprints or handprints for elimination purposes in relation to a property offence. 

For example, if police wish to photograph a victim’s injuries, to use as evidence in criminal proceedings, this 
procedure is not governed by the Crimes (Forensic Procedures) Act. 

NSW Police has developed its own policies for carrying out forensic procedures on victims of crime and other 
“excluded volunteers.” In many ways these procedures reflect the legislative position on volunteers.

Because “excluded volunteers” are not covered by the Act, the way police conduct forensic procedures in these 
circumstances is beyond the scope of this review. However, we did identify some concerns through our monitoring 
activities, and have included these for the consideration of NSW Police. 

Many police officers we interviewed criticised the application of forensic procedures policies to victims of crime. Some 
argued it was inappropriate to ask a victim of crime to sign a consent form when police proposed to photograph 
injuries. Some were surprised to learn that victims of crime are not covered by the Act, and that the policy for 
conducting forensic procedures on victims a matter for NSW Police to determine. 

Although we did not specifically ask about forensic procedures conducted on victims, many officers we surveyed 
argued that the current policy should be changed:

The photographing of victims is a difficult process... The Act was not really meant for this, it was for securing 
suspect, volunteer and inmate samples.885

The fact that photographing injuries of a victim is now interpreted as falling under the ambit of this Act causes an 
unnecessary impediment on police especially when these are all taken with consent.886

The current requirement of a victim being photographed to be treated as a forensic procedure needs to be 
removed.887

The process for dealing with victims needs to be streamlined or the legislation clarified.888

Remove the strict SOP and conditions when it comes to obtaining forensic samples from victims of crime... 
especially photographs of victims injuries.889

Forensic procedures on victims is too complex, time consuming for offences involving high volume crime. 
Police are still confused on this issue.890

We reviewed a small proportion of the forensic procedures conducted on volunteers, to see in what types of 
circumstances police are asking people to voluntarily undergo forensic procedures. We found many instances where 
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police appear to have treated victims of crime as volunteers for the purposes of the Act. For example, the following 
people were recorded on COPS as being ‘volunteers’: 

• the manager of a car wash who was held up and had the weekend’s banking stolen891 

• a woman who was sexually assaulted while staying at a friend’s house892 

• a man who was stabbed in the shoulder and abdomen during a fight893

• a woman who was assaulted by her partner’s ex girlfriend894

• a man who was assaulted by an acquaintance who had come to his house to return some property,895 and 

• a middle aged woman who was assaulted by a young woman in a café.896

It appears that some police officers are not clear about how the forensic procedures legislation applies to victims. 
This may be because the policies NSW Police has developed for conducting forensic procedures on victims largely 
mirror those developed for volunteers. 

In light of these findings, NSW Police may wish to consider SOPs which are specific to victims. Our view is that those 
SOPs need not necessarily reflect the processes in the Act, especially as regards to formal consent and information 
requirements. They should be as streamlined as possible, so that victims are dealt with sensitively and appropriately.

In our draft report, we recommended that “NSW Police consider amending SOPs for forensic procedures conducted 
on victims in particular as concerns consent and information requirements.” NSW Police did not support our 
recommendation, as the police SOPs are based on the Attorney General’s Department’s Victim’s Protocol.897 
It appears NSW Police and the Attorney General’s Department need to work together to resolve this issue.

Recommendation 55

The Attorney General’s Department and NSW Police consider whether the current protocol for conducting 
forensic procedures on victims is appropriate, particularly in relation to consent and information requirements, 
and make changes to the Victim’s Protocol and NSW Police SOPs as necessary. 

9.5. Children under the age of 10 
Section 111 of the Act provides, “This Act does not authorise the carrying out of a forensic procedure on a person 
who is under 10 years of age.”

While the Act does not authorise the carrying out of forensic procedures on children under 10, it does not prohibit it 
either. It would seem that ‘forensic procedures’ carried out on children under the age of 10 are not covered by the Act. 
Indeed, the legislative heading for section 111 is, “Act does not apply to persons under 10.”

Despite this provision, we found 16 instances of police conducting forensic procedures on children under the age 
of 10. 

Case Study 63

A woman was found strangled in her car. During the investigation, DNA was located on the inside of the car, 
on some double sided tape which had been stuck to the door handle. The deceased’s 9 year old nephew 
said that he had put the tape there. To eliminate the nephew’s DNA from the investigation, police took a DNA 
sample by buccal swab from the child. This sample was used to confirm that the only DNA on the tape was 
from the nephew. This aided the police investigation by eliminating one line of inquiry and ensuring that the 
DNA evidence on the tape did not come from anyone else, such as the offender.898

Almost all of the forensic procedures conducted on children under the age of 10 were DNA samples taken from 
babies or toddlers, where police were investigating sexual assaults on young girls which had resulted in pregnancies. 
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Case Study 64

A woman in her late twenties told police that her father had sexually assaulted her on a regular basis since she 
was 11. She had six children, aged between 3 and 15. Four of the children had been placed in foster care by 
DOCS, and the other two had been adopted at birth by other families. The woman alleged that her father was 
the father of some if not all of her children. 

Police explained that the paternity of the children could be verified through DNA analysis. The woman agreed 
to provide a DNA sample, and gave written consent for DNA samples to be taken from each of her children. 

Police took DNA samples from the four children who were in the care of DOCS, but not the two who had been 
adopted, as their adoptive parents indicated they did not want the samples to be taken. A DNA sample was 
also taken from the suspect. 

DNA analysis revealed that there was an extremely strong probability that the suspect was the biological father 
of one of the children. The child had been conceived when the woman was 16, and was born with medical 
problems associated with genetic complications. The suspect was charged with the offence.

In the above case study, the woman, for the purposes of the Act, was an “excluded volunteer” (being a victim of 
personal violence offence), and the man was a ‘suspect’. However, the basis on which the children were sampled 
is less clear. Arguably, children over the age of 10 could be treated as ‘volunteers’ for the purpose of the Act. In the 
case of a child, a volunteer is defined as a person other than a suspect or excluded volunteer (victim) whose parent or 
guardian volunteers to police that the child undergo a forensic procedure.899 

However, as the Act does not authorise the carrying out of forensic procedures on children under the age of 10, taking 
DNA samples from the younger children appears to fall outside the scope of the Act. 

We watched the video of the DNA sampling of the three year old in case study 64. The police officer taking the sample 
read the volunteer information sheet to the mother of the child, and in all other respects treated the procedure as an 
ordinary forensic procedure under the Act. Although the Act did not apply in the circumstances, it appears police 
acted as though it did, in much the same way as the NSW Police policy on conducting forensic procedures on 
excluded volunteers (victims) reflects the legislative position on volunteers.

While there appears to be no legal reason why police should not do this, NSW Police may wish to consider whether 
treating young children as forensic procedure volunteers is the most appropriate way of obtaining the evidence they 
seek. For example, it may not be necessary to conduct the procedure in a police station. 

It seems that occasions will arise where police investigating an offence have a good reason for wanting to take a 
DNA sample from a child under the age of 10. These appear to fall into two distinct categories – where the paternity 
of the child is of evidentiary value in the prosecution of a criminal offence (as in case study 64), or where police seek 
a child’s DNA profile for elimination purposes (as in case study 63). In these examples, we recognise the need exists 
to obtain DNA samples from a child under the age of 10. However, we feel that these elimination samples should only 
be taken if a court order has been made and that the Act should be amended to reflect these special circumstances 
for obtaining volunteer samples from a person under the age of 10 years.

As discussed above, the current position appears to be that the taking of DNA samples from children under the 
age of 10 is essentially unregulated. It is not authorised by the forensic procedures legislation, but is not specifically 
prohibited either. In our view there would be considerable merit in clarifying whether police are able to conduct 
forensic procedures on children under the age of 10, and if so, in what circumstances. 

9.5.1. Young children who have come to the adverse attention of police 

The Act defines a child as “a person who is at least 10 years of age but under 18 years of age”, and provides that 
“a child cannot consent to a forensic procedure”. However, it does not specify that a person under the age of 10 
(who is not a “child” for the purposes of the Act) cannot be asked to undergo a forensic procedure, or cannot consent 
to it. It simply states that the Act does not authorise the carrying out of a forensic procedure on a child under the age 
of 10. For this reason, it would not be unlawful for police to ask a person under the age of 10 who had come to their 
attention to undergo to a forensic procedure.

We found no evidence to suggest that police have asked any people under the age of 10 to undergo forensic 
procedures in this context, and it would certainly be contrary to the spirit of the legislation if this were to occur. 
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We also note that children under the age of 10 cannot be convicted of an offence, being conclusively presumed to 
be below the age of criminal responsibility, so there would be no evidentiary value in police conducting a forensic 
procedure on a child this young.900 However, if a young child had come to the adverse attention of police, then taking 
a DNA sample for intelligence purposes may be of interest to police. The young child’s profile could not be put on the 
DNA database, but could be analysed within a particular case.

While we are of the view it is highly unlikely this would occur, given section 111 of the Act, in our view there would 
be merit in specifying that conducting a forensic procedure on a suspect or person of interest under the age of 10 
is prohibited. 

Recommendation 56

The Crimes (Forensic Procedures) Act 2000 be amended to specifically provide the following:

a.  the taking of a DNA sample from a child under the age of 10 be prohibited except when a court order 
authorises the sample having given due consideration to the age of the child and where:

 i.  the paternity of the child is of evidentiary value in an indictable or prescribed offence; or

 ii. the DNA is required for exclusionary purposes. 

b.  the only permitted matching for a DNA profile obtained from a DNA sample from a child under the age of 
10 is within case matching, and that the profile not be placed on any index of the DNA database.

This recommendation is supported by NSW Police.901
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Chapter 10. DNA analysis 
We set out the arrangements for the DNA analysis service at 4.3.1. This chapter details our audit and investigation 
findings on how the laboratory handles DNA samples, and how the DNA database is used. We examined a number 
of areas, including the receipt of DNA samples, analysis results, permitted matching, delays in DNA analysis and the 
accuracy of information on the database. Our findings are discussed below.

10.1. Our investigation of DAL 
Through our monitoring of the Act, we became aware of concerns held by some stakeholders about the DNA analysis 
service provided by DAL. Many of the police officers we interviewed raised concerns about the length of time taken to 
obtain DNA analysis reports from DAL. The Chief Magistrate of NSW also raised concerns about delays, commenting 
that delays in obtaining DNA analysis “undoubtedly are significantly contributing to the disappointing level of 
compliance with time standards.”902 There have also been various reports in the media about the impact of DNA 
processing times on court delays.903

Having regard to these concerns, we decided it would be appropriate to initiate an own motion investigation into DAL. 
We issued a notice of investigation in January 2005, requiring DAL to produce certain information and documents, 
and giving DAL the opportunity to outline any problems it has with the way the Act is being implemented, and any 
steps it has taken to address these. DAL provided responses in February and March 2005. 

We provided DAL with our statement of provisional findings and recommendations in August 2005 and discussed 
it with representatives of DAL at a meeting in October 2005. We subsequently met representatives from DAL, 
NSW Police and the Ministry of Police, to discuss the issues affecting both DAL and NSW Police. We incorporated 
information supplied during this meeting and provided our report to the Minister for Health in December 2005. 

10.1.1. Follow up audit of forensic procedures 

Through our investigation of DAL, we followed up 180 of the 371 forensic procedures we examined during our audit of 
police local area commands, to assess consistency between data held by police and data held by the laboratory, to 
review the amount of time taken to transport samples from police stations to the laboratory, and to review turnaround 
times between police submitting DNA samples to the laboratory and the laboratory providing an analysis report to 
police. For each procedure we checked: 

• that DAL received the sample 

• whether the profile was on the DNA database and, if so, that it was on the correct index

• whether the profile should have been destroyed, and 

• that the identifying information on the database was consistent the identifying information held by NSW Police. 

Our audit findings are discussed in more detail below. 

10.1.2. Our findings 

We found that DAL has delivered some good results in providing a DNA analysis service to NSW Police. During 
the review period, DAL loaded over 25,000 DNA profiles from people onto the DNA database, including 8,699 from 
suspects and 831 from volunteers.904 DAL has also loaded over 14,000 DNA profiles derived from crime scene 
samples onto the database.905

During the review period, DAL made cold links in over 4,207 cases. The majority of these were for high volume 
offences, but a significant number were for serious offences, including murder and sexual assault. DAL estimates 
that about 3,170 warm links were made during the review period, and about 480 suspects were eliminated from 
investigations through DNA analysis.906

While these outcomes demonstrate that DAL is achieving good results, it is clear that DAL experiences significant 
difficulties in providing its DNA analysis services to NSW Police. DAL receives more crime scene samples for analysis 
than it has the capacity to process, which results in a growing backlog of unexamined crime scene samples. While 
DAL is generally able to meet urgent requests on an ad hoc basis, it is unable to meet the turnaround times set out in 
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the initial agreement between NSW Police and DAL. DAL is also concerned about staff shortages, lack of space and 
ageing infrastructure at the laboratory. 

It is clear that DNA analysis is not reaching its potential in New South Wales. NSW Police and DAL have achieved 
some good results in obtaining evidence for the prosecution of crime and in linking suspects and convicted offenders 
to other unsolved crime scenes. However, DAL is unable to meet the demand for DNA analysis, and many crime 
scene samples remain unexamined. This seriously limits the efficacy of DNA analysis both in prosecuting offenders 
and as an intelligence tool. 

We also found that it is difficult to track DNA samples through the system from receipt to destruction or case 
finalisation; there needs to be a better way of measuring and recording results of DNA analysis; some of the 
information on the DNA database is inaccurate or incomplete; and the destruction requirements in the Act are not 
being met. These issues are discussed in more detail below. 

Through our investigation, we found that DAL has made great efforts to address the problems it faces, and where 
possible has implemented strategies to improve its service delivery. However, it appears that DAL cannot significantly 
improve its DNA analysis service without additional resources. We identified a number of areas where DAL could 
make changes to improve its service delivery. These changes can be presently considered, and would enhance the 
DNA analysis service already provided by DAL.

10.1.3. Consideration by the DNA Advisory Committee 

The DNA Advisory Committee discussed our investigation report at its February 2006 meeting. However, it did not 
address our findings or recommendations in any significant way.907 It is clear there are major problems with the 
provision of DNA analysis services in New South Wales, which require consideration at a senior government level as a 
matter of urgency.

10.2. Between the police station and the laboratory 
The local area commands we audited treated DNA samples obtained through forensic procedures like other police 
exhibits. This process ensures the location and movement of DNA samples is clearly documented, and the evidentiary 
chain of custody is preserved. Samples are generally kept in the fridge until they are transported to the laboratory.

Some commands used a separate exhibit book for exhibits relating to forensic procedures, which appeared to work 
well. We expect this will occur in every command in future, with the introduction of the new forensic procedures book 
being developed by the NSW Police Audit Group. 

10.2.1. Transportation to DAL 

Most metropolitan commands have one of their police officers transport DNA samples directly to the laboratory. 
Regional commands generally use couriers to transport DNA samples to the laboratory, unless an officer is otherwise 
coming to Sydney. 

The NSW Police standard operating procedures state that DNA samples taken from suspects should be sent to DAL 
“as soon as possible,”908 and that samples taken from volunteers should be sent to DAL “within five days.” In order 
to assess compliance with this policy, we asked DAL to provide the date each of our 180 audit samples was received 
at DAL. DAL provided dates, which referred to the date the sample was entered onto the system at DAL, rather than 
date the sample was actually received. DAL advised that to obtain the actual dates of receipt, it would have to look 
up the hardcopy records for each. We reconsidered our request and identified 48 procedures where the difference 
between the date the procedure was conducted909 and the date the sample was entered onto the system at DAL 
appeared to be greater than five days, and asked DAL for the dates these samples were actually received. 

With this further information we identified 19 forensic procedures where NSW Police took longer than five working 
days to deliver the DNA sample to DAL. Four samples took over 20 days to deliver, and one sample took over 80 
days. We made inquiries about the reasons for the delay in the sample which was not taken to DAL for over 80 days. 
The relevant command advised that the forensic procedures was conducted on a child, by interim court order, and the 
sample was not sent to the laboratory for analysis until the final order was made, some months later. Another reason 
for the delay in transporting samples was the limited availability of couriers on particular days in particular areas.

We do not have particular concerns about delays in transporting DNA samples to the laboratory, provided samples 
are kept secure while at the police station, police record the location and movement of samples, and the delay is 
not significant.
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10.2.2. Adequacy of systems for handling DNA exhibits 

The processes outlined above usually work to ensure the location and movement of DNA samples is clearly 
documented. However, it depends on individual police officers keeping proper records of exhibit movements. 
As the following case study illustrates, this does not always occur. 

Case Study 65 

Police in a country town took a DNA sample from a young suspect in relation to a sexual assault investigation. 
As the suspect was a child, the sample was authorised by court order. It was recorded in the DNA register and 
the exhibit book at the police station, and was put in a cardboard box in the exhibit room. Police arranged for 
the courier to collect the sample the following day, for transportation to DAL.

It appears the DNA sample was taken out and left on a counter in the exhibit room, ready for collection by 
the courier. But when the courier arrived to collect the sample, it could not be found. The police station was 
searched but the DNA sample could not be located anywhere. 

After discussing the situation with an officer from the DPP, the investigating police officer applied for a court 
order authorising a further sample to be taken from the suspect under section 27 of the Act, which provides 
that a forensic procedure can be repeated if the forensic material originally obtained is “insufficient for analysis 
or has been contaminated.” The court rejected the police officer’s application to take the second sample, on 
the basis that the first sample was neither insufficient nor contaminated, but had simply been lost. 

The suspect ultimately pleaded guilty to the sexual assault, without police relying on the DNA evidence. 
Section 27 has since been amended, so police can apply for a forensic procedure to be repeated if the 
forensic material originally taken “has been lost or is for any other reason not available for analysis.” However, 
this is subject to the requirement that carrying out the forensic procedure a second time is justified in all the 
circumstances.910

NSW Police investigated the matter as a complaint as not only had the suspect’s DNA sample been lost, but 
it appeared that a police officer may have lied in his affidavit in support of the application to take a second 
sample. The officer stated that the first sample “was entered into the Exh. [exhibit] Book and placed in a 
Fail Safe Delivery bag and forwarded to DAL,” but that “there is no evidence of that sample arriving at DAL,” 
implying the sample had actually been collected by the courier and had been lost at some point between 
leaving the police station and arriving at DAL. When questioned about his capacity to give such a definitive 
answer, despite the lack of evidence of the exhibit ever being collected for transportation to DAL, the officer 
said that at the time he believed the sample had been collected. He attributed the confusion to the fact that 
another officer had written the date in the column in the exhibit book headed “to DAL.” The officer maintained 
that “it was very ambiguous as to what had occurred… according to the exhibit book, it is still on hand at the 
police station [but] according to the bag register it’s been forwarded.” Ultimately, no adverse findings were 
made against the officer. However, the police officer who investigated the complaint did identify a number of 
systems failures: 

• DNA samples were kept in a box in the exhibit room as opposed to a lockable refrigerator, as required 

•  the supervising sergeant did not take possession of the exhibit and ensure that the exhibit was stored in the 
exhibit room

• control and accountability of exhibit keys was ‘virtually non-existent’

•  the supervisor’s keys were all on the one key ring, which meant that any officers requiring the keys to the 
firearm room also had the keys to the exhibit room

• checking of exhibits on a regular basis did not occur, and

•  recording of TNT Failsafe security bags was not recorded on DNA Forensic Bag Register or in the exhibit 
book for cross referencing.

The local area command developed new SOPs for the handling of DNA exhibits. It also bought a lockable 
refrigerator and implemented better security arrangements, in particular by limiting access to keys to a small 
number of supervisory staff.911
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10.3. Receipt of DNA samples 
DNA samples submitted to DAL for analysis fall into two categories, person samples and crime scene samples. 
Person samples are taken directly from the person through a forensic procedure. The biological material will be 
a saliva or blood sample on an FTA card, or a sample of hair. Crime scene samples may be swabs of biological 
material, like blood, or may be any type of item obtained from a crime scene, and include clothes, hats, bed sheets, 
cigarette butts, bottles, weapons and housebreaking implements. 

10.3.1. Receipt of person samples

Person samples are delivered to DAL either directly by NSW Police or by TNT Failsafe Couriers. Each person sample 
is entered onto the DNA Laboratory Information Management System (LIMS) and given a unique “A” number. Person 
samples taken in relation to the investigation of a particular offence should be given an “FS” case number which links 
the sample to the relevant crime scene evidence.

All items submitted to the laboratory are received in accordance with the procedures detailed in DAL’s “Forensic 
Biology Procedures Manual.” Person samples are checked for sample integrity, which involves a review of the 
sample bag and the tamper evident seals, and confirmation that the correct documentation is present. If the sample 
information form is incomplete or appears to be incorrect, DAL seeks clarification from FPIT before proceeding.

If the sample is acceptable, barcodes are printed. For samples taken by buccal swab, barcodes are placed on the 
yellow envelope containing the FTA paper, the protective plastic sheet and the sample information form. For blood 
samples and hair samples, barcodes are placed on the envelope containing the FTA paper or hair, the protective 
plastic sheet, the sample information form and the DNA submission sheet.

Any samples which do not meet the sample integrity criteria are marked as rejected on LIMS. They are, in the first 
instance, returned to FPIT, along with the reasons for the sample being rejected.
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10.3.2. How many person samples have been received? 

We asked DAL to provide the number of samples taken from suspects and volunteers, received at DAL during the 
review period. 
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Figure 10. DNA samples taken from suspects and volunteers received at DAL during review period

Source: DAL response to Ombudsman investigation notice, 24 February 2005. Volunteer samples are measured from the time
 the relevant legislative provisions commenced, June 2003.
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Figure 10 shows that the number of samples taken from suspects each month has increased since the legislation 
commenced, but appears to have stabilised over the last 12 months of the review period, at between 200 and 300 
samples a month. The number of samples taken from volunteers each month is much lower than the number of 
samples taken from suspects, and has remained stable at between 14 and 32 samples a month. 

10.3.3. Date of receipt

As discussed above, the date of receipt recorded by DAL refers to the date the sample is entered onto DAL’s case 
management system, rather than the date the sample is actually received by DAL. However, DAL has also advised 
that all exhibits are barcoded on receipt, and that “since the barcodes are scanned the date of receipt is recorded as 
are the dates of all movements of the exhibits.”912 It is not clear why, if samples are barcoded on receipt, the actual 
date of receipt is not being recorded electronically. It may be because DAL checks every item for sample integrity, 
and ensures the correct documentation is present, before the sample is barcoded. If this is not done straight away, 
there will be a delay between the sample being received and it being entered onto the system at DAL. 

10.3.4. Rejection of person samples by DAL 

We sought information about how many DNA samples DAL rejected during the review period, and for what reasons. 
DAL advised that it could provide electronic records of the samples it had rejected since 1 June 2003, but that 
records would have to be accessed manually for the period before this. We decided that for the purposes of our 
review it would be sufficient to examine the electronic records, which covered the last 17 months of the review period. 
During this period, DAL rejected 123 DNA samples. In most cases this was because there was insufficient DNA on the 
FTA card. 
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Table 04: Person samples rejected between 1 June 2003 and 30 November 2004.

Reason for rejection Number

The sample failed to amplify as there was insufficient DNA in the sample. 107

The bag was sealed incorrectly or the contents were accessible. 8

The sample information form was absent, was stapled to the outside of the bag, or had not 
been filled in.

4

The FTA card appeared damaged or was not sealed inside the FTA envelope. 3

There was no barcode on the sample information form. 2

The sample took over 3 months to reach the laboratory. 2

A hair sample contained insufficient hairs for DNA analysis. 2

The sample was submitted in a plain plastic sleeve. 1

The officer who took the sample advised of procedure errors. 1

Source:  DAL advice received 28 February 2005 in response to investigation notice. The reasons for rejection exceed the total 
number of samples rejected as some samples were rejected for more than one reason. 

We checked the details of these procedures and found that 60 of these samples were from suspects and volunteers 
(the rest being from convicted offenders or victims).913 Over this period, DAL received 5,040 samples from suspects 
and volunteers.914 These figures suggest that DAL rejected 1.2 per cent of the DNA samples it received from suspects 
and volunteers. While this is only small, in our view it is still a significant issue, especially since some police officers 
we interviewed advised that where a suspect sample is rejected, they would rarely follow the matter up by seeking 
a further sample. Perhaps FPIT could include in its training, that the most common reason for DNA samples to be 
rejected is that there is insufficient material on the FTA card.

Recommendation 57

 Training for forensic procedures include information that the primary reason for rejecting DNA person samples 
is that there is insufficient material on the FTA card and therefore reinforce the need to obtain sufficient forensic 
material when taking a DNA sample by buccal swab. 

NSW Police supports this recommendation.915

10.3.5. Samples classified by police as ‘other’

During the review period, DAL received 868 person samples which were categorised as ‘other’ – rather than, for 
example, as having come from a ‘suspect’, ‘volunteer’ or ‘convicted offender’.916 DAL advised that these are often 
samples taken from suspects by court order, or from police officers for elimination purposes, and have been 
erroneously classified as ‘other’. 

DAL routinely sends lists of samples classified as ‘other’ to FPIT, who determines the true status of the person who 
provided the sample. DAL would like the ‘other’ category to be removed from the sample information form so that the 
person completing the form does not have this option. 

DAL still accepts samples marked as ‘other’. To minimise delays, DAL obtains the DNA profile from the sample and 
puts the profile on the database. However, person samples marked ‘other’ are not matched against any of the indexes 
on the database until NSW Police advises DAL of the correct status of the sample.917 
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This practice by NSW Police of marking person samples as ‘other’, especially in relation to elimination samples, 
places police officers in jeopardy of acting in contravention to section 91(2) of the Act, which provides:

A person: 

(a)   whose conduct causes the supply of forensic material (other than permitted forensic material) to any person 
for analysis for the purpose of deriving a DNA profile for inclusion on an index of the DNA database system, 
and

(b) who intends or is reckless as to the supply of material of that kind, 

is guilty of an offence.918

In this respect, we note there is no ‘other’ index (see 10.4). Nor is the legal basis for storing ‘other’ profiles on a 
separate index of the database entirely clear.

To ensure that officers’ actions are consistent with the Act, we support DAL’s suggestion that the category of ‘other’ 
be removed from the sampling information form. 

Recommendation 58

NSW Police remove the option of ‘other’ on the sample information form. 

NSW Police has already implemented recommendation 58.

In our draft report, we also recommended that the Attorney General consider including an additional index in the 
regulations to allow DAL to continue its practice of segregating profiles that are used for in case matching purposes. 

NSW Police indicated that it did not support this recommendation, commenting that “in case matching is being 
removed from the volunteer’s documentation and the ‘limited purpose’ index will be used in all appropriate 
instances.”919 The Attorney General’s Department similarly commented that once other problems relating to the use 
of volunteer profiles have been resolved, there would be no need for an additional index for ‘other’ samples. The 
Attorney General’s Department also argued that adding a further index to the New South Wales DNA database would 
further complicate and delay the implementation of the national DNA database.920

As NSW Police has removed the option of ‘other’ from the sample information form, and DAL puts volunteer profiles 
on the limited purposes index unless advised they have been provided for unlimited purposes, we agree there should 
not be any need for an ‘other’ index. However, we note that DAL’s current practice is to use the ‘other’ index as a 
holding index for samples arriving at the lab with incomplete or incorrect documentation. The improved processes 
should reduce the number of profiles being put on the ‘other’ index, but we anticipate police will continue to send 
some samples where the status of the person providing the sample will need to be clarified before DAL can put the 
profile on the correct index of the database. In our view, the practice currently adopted by DAL is generally sound. 
It does not add to the delay in processing samples, but ensures that profiles are not put onto the wrong index. We 
disagree that recognising the ‘other’ index would complicate the implementation of the national DNA database, as 
profiles on this index would not be uploaded onto the national database, unless they were transferred onto one of the 
other New South Wales indexes first. Although we support DAL’s approach, there is currently no legal basis for DAL 
dealing with profiles in this way. For this reason we remain of the view that the ‘other’ index should be given legislative 
recognition. 

Recommendation 59

 The Attorney General consider including in the regulations provision for an additional index on the New South 
Wales DNA database that allows DAL to continue its practice of holding profiles where the purpose for which 
the sample was provided is not clear from the documentation accompanying the sample.
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10.3.6. Samples unconnected to a case 

DAL has advised that sometimes police officers deliver person samples without indicating the case to which the 
sample is connected. DAL accepts these, provided there is sufficient documentation to allow the continuity of the 
sample to be followed.921 We note that, while some DNA samples may not be connected to a particular case – for 
example, where the sample has been taken from a convicted offender – all samples taken from suspects and 
volunteers should be connected to a case. 

In our view, DAL should consider not accepting DNA samples taken from suspects or volunteers unless there are 
sufficient details enabling DAL to identify the case to which the sample belongs, so that DAL can allocate a case 
number at the time of receipt. NSW Police should ensure there is or will definitely be crime scene evidence available 
for comparison before forwarding the sample to DAL. The person sample would still have to arrive at DAL with the 
tamper evident bag intact. 

Recommendation 60

NSW Police and DAL implement a process so that DAL only accepts DNA samples from suspects and 
volunteers where there are sufficient details enabling DAL to identify the case to which the sample belongs.

NSW Police does not support this recommendation, on the basis it would be “severely detrimental to current 
operations.”922 NSW Health does not support the recommendation either, commenting: 

If samples are legally taken then DAL is obliged to accept them. It is therefore a Police policy issue whether they 
would want DAL to refuse to accept victim and/or suspect person samples for which crime scene evidence 
has not as yet been received. This matter has been discussed by the DNA advisory committee which agreed 
that DAL should accept samples submitted to them by Police and should not be required to conduct a vetting 
process to attempt to determine the legality of the sample.923

10.3.7. Covert samples 

In some circumstances police may take a DNA sample covertly, for example by retaining a cigarette butt discarded by 
a known person of interest.924 As noted at 9.2, the Act does not specifically deal with covert samples. 

We asked DAL whether such samples are treated as “person samples” or “crime scene samples”. 

DAL advised that the police officer who submits the sample may mark it either as a crime scene sample, or as ‘other’ 
on the accompanying form. However, DAL treats samples taken covertly as a different category entirely. If a DNA 
profile is obtained, it is put on the database, but is not searched against any of the indexes. It is only compared 
to other evidence within the particular case.925 We note that supplying forensic material obtained through covert 
sampling for the purpose of delivering a profile for matching against crime scene evidence is possibly inconsistent 
with part 11 of the Act including section 91(2). Part 11 of the Act operates to prohibit comparison of DNA samples 
taken covertly against any of the indexes on the database. For this reason we support DAL’s approach to the issue. 
Our recommendation 59 for the addition of an “in-case” database together with our earlier recommendation 54 that 
Parliament consider regulating the collection of covert samples will go some way towards rectifying any potential 
issues related to this policing technique.

10.3.8. Receipt of crime scene samples 

Police officers deliver crime scene exhibits to DAL for forensic analysis either directly, or using couriers. Upon receipt, 
DAL staff check that the accompanying documentation has been completed in full (including the name of the 
submitting officer, details of the case and any relevant court dates), all the items listed have been received, and the 
bags containing the items are properly sealed. DAL also clarifies what is required in the examination.926 

DAL sometimes receives items which are not listed on the police form, or fails to receive items which are listed. 
In these cases, DAL staff notify the relevant police officer and amend the form to verify what was or was not received. 
If for any reason an item is not accepted into the laboratory the staff member notes this against the item and initials 
the fact. 
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After completing these checks, DAL staff register the case, sign and date the police form, and put barcodes on the 
form. If the exhibits were hand delivered, a copy of the form is also given to the submitting officer. 

In 2004, FSG conducted a review of all casework being submitted to DAL. This included reviewing the documentation 
accompanying crime scene samples submitted. The review found that one in five cases submitted had significant 
errors or omissions in the accompanying paperwork.927 FSG has recommended changes to the submission form, so 
that it has to be completed electronically, in full, on the FSG intranet site, before the relevant items will be accepted.928

10.3.9. Tracking crime scene samples at DAL 

DAL currently barcodes all exhibits on receipt, and is able to track their progress through the laboratory. Exhibits 
are linked to investigations through the relevant COPS Event number. While this is generally sufficient, if a COPS 
number has been incorrectly transcribed by the submitting police officer, or is difficult to read, DAL staff may have 
considerable difficulty locating the exhibit at a later date. This problem is exacerbated by the length of time between 
an exhibit being received at DAL and its examination, and also by the lack of storage space at the laboratory. 

As discussed later in this report, at 12.2.2.2, FSG proposes to introduce a barcoding system, which would 
presumably be used in the screening, storage and analysis of exhibits. If this were introduced, it would make it easier 
for DAL to track exhibits awaiting analysis. NSW Police has advised it is consulting with DAL on the use of barcoding 
for all exhibits and tracking of cases and samples within the laboratory.

10.3.10. Storage of firearms at DAL 

DAL keeps exhibits awaiting analysis in boxes in a large storeroom. There are no separate procedures for storing 
firearms; they are kept in boxes along with all the other crime scene exhibits. We are concerned that this is not safe, 
and in addition may breach DAL’s legislative obligations under the Firearms Act 1996. Having raised this matter with 
DAL, DAL has agreed with the proposal to store firearms in a safe.929 

Recommendation 61

DAL reviews its processes for storing firearms and takes all reasonable precautions to ensure they are kept 
safely, in accordance the Firearms Act 1996.

NSW Health supports this recommendation and advised that DAL is purchasing a suitable firearms cabinet to be 
installed in July 2006.930 

10.4. Permitted matching 
Part 11 of the Act deals with the DNA database system. The DNA database contains the following indexes:

• crime scene index

• missing persons index

• offenders index

• suspects index

• unknown deceased person’s index

• volunteers (limited purposes) index, and 

• volunteers (unlimited purposes) index. 

The New South Wales DNA database also contains a statistical index. DNA profiles derived through forensic 
procedures or from crime scenes are stored on the relevant index of the DNA database. Section 93 of the Act 
specifies the circumstances in which DNA profiles can be matched against others on the database. In our 
investigation of DAL, we examined the laboratory’s compliance with the legislative provisions for permissible 
matching. 
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10.4.1. Suspect-suspect matching

Suspect profiles can be matched against the unsolved crime scenes, convicted offenders and unknown deceased 
persons indexes, but cannot be matched against profiles taken from other suspects, volunteers or missing persons.931 

DAL has advised that prohibiting the comparison of new suspect profiles with suspect profiles already on the 
database is a significant problem, for two reasons. First, it is not possible to state how many people have their DNA 
sample on the database. DAL advised that in February 2005, there were 6,066 suspect profiles on the database.932 
However, this figure includes samples from people who are represented more than once on the database, so the 
number of individual suspects who have their DNA on the database will actually be lower. Given that a new DNA 
sample is taken in relation to each cold link which results in prosecution, there are a significant number of suspects 
who have had their DNA profile put on the database more than once.

Second, DAL cannot detect inconsistencies on the database in identifying information relating to suspects. The 
information DAL enters onto the database comes from the sample information form completed by the submitting 
police officer. If any of that information is incorrect – for example, if the suspect uses an alias, or the officer makes a 
transcription error – there is no way DAL can identify this. 

Being able to compare suspect samples against the suspect index would allow DAL to state how many suspects 
have their DNA profile on the database at any given time, and to identify multiple submissions from the same person 
where there are discrepancies in the identifying information.

We note that the report on the independent review of Part 1D of the Crimes Act 1914 (Cth) made similar comments. 
It also pointed out that “it is not uncommon for persons who engage in criminal conduct to use different identities. 
Matching suspects to suspects will assist in determining whether persons with different identities are in fact the same 
person,” and recommended that suspect-suspect matching should be permitted.933 

NSW Police has also indicated that it would welcome a change in the legislation to allow suspect-suspect 
matching.934

We agree with NSW Police and DAL that limited suspect-suspect matching of a type which would address the issues 
discussed above should be permitted in New South Wales.

Recommendation 62

 Part 11 of the Crimes (Forensic Procedures) Act 2000 be amended to permit the matching of DNA profiles 
within the suspects index.

NSW Police and NSW Health both support this recommendation. 935 The Attorney General’s Department advised it did 
not object to the recommendation but noted: 

Not only the Commonwealth, but all jurisdictions that have legislation containing a ‘matching table’, currently 
prohibit matching suspect samples to the suspect index. Therefore, ultimately progressing this recommendation 
might best be achieved at a national level.936

10.4.2. Volunteer profiles provided for limited purposes 

Volunteer profiles which have been provided for a limited purpose can only be used for that purpose. They can be 
matched against the unsolved crime scenes, convicted offenders, missing persons and unknown deceased persons 
indexes, but only if the volunteer has consented to the profile being used for this purpose. These profiles cannot be 
matched against profiles taken from other suspects or volunteers.937 

Volunteer profiles which have been provided for unlimited purposes can be matched against the unsolved crime 
scenes, convicted offenders, missing persons and unknown deceased persons indexes. They cannot, however, be 
matched against profiles taken from other suspects or volunteers.938

Through our scrutiny of the Act, we found that NSW Police and DAL had different understandings of how samples 
taken from volunteers are to be used. 
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NSW Police had based its volunteer information sheet on clause 7A of the Crimes (Forensic Procedures) Regulation 
2000, which provides that volunteers must be informed:939

(a)  that the DNA database system includes two indexes relevant to volunteers, a volunteers (limited purposes) 
index and a volunteers (unlimited purposes) index,

(b)  that the volunteer, or parent or guardian of the volunteer, may give consent subject to the condition that 
information obtained from the analysis of forensic material taken in accordance with the consent will only be 
placed on a specified index of that system, or will not be placed on either index.

In this way, the legislation essentially sets up three options for volunteer profiles – they can: 

1) be placed on the volunteers (limited purposes) index

2) be placed on the volunteers (unlimited purposes) index, or 

3) not be placed on any index. 

However, DAL advised that it actually puts all DNA profiles obtained from volunteers on the DNA database. It 
considers that “samples taken for use within a case are a form of limited purposes volunteer,” and advised that “we 
do not see a distinction between ‘only matched within the case itself and placed on the limited purposes index’ – the 
effect is the same.”940 DAL essentially treats the first and third options as the same thing. Further, DAL very rarely uses 
the volunteers (unlimited purposes) index. It finds that police officers who have indicated that a volunteer’s profile 
is to be used for unlimited purposes often do not have a good understanding of what this means. Before putting a 
volunteer profile on the unlimited purposes index, DAL always contacts the officer who took the sample, to confirm 
whether the volunteer did actually specify that his or her DNA sample could be used for unlimited purposes. Police 
usually advise that they cannot be sure of this and that the person’s profile should only be matched within the case 
for which it was provided. Accordingly, DAL has only put volunteer profiles on the unlimited purposes index once or 
twice.941

Through our scrutiny of the Act, we have found that some police officers have a very poor understanding of the 
distinction between suspects and volunteers. We have also identified serious problems with the provision of 
information about forensic procedures to both suspects and volunteers. We are not convinced that volunteers 
consenting to forensic procedures have a good understanding of the implications of the procedure, or that they fully 
understand what their DNA sample will be used for. 

By treating all volunteers as having provided their DNA for the limited purpose of examination within a particular case, 
DAL is essentially applying a safeguard in case the police officer who conducted the forensic procedure has not 
complied with the legislation. Given the preliminary findings of our review, we support DAL’s approach in relation to 
using volunteer samples for limited rather than unlimited purposes. 

However, we are concerned that volunteers are providing DNA samples on the basis that they will not be put on the 
database, when in fact they will be. 

We raised these concerns with both agencies in October 2005. NSW Police agreed to remove the references to ‘within 
case matching’ from the volunteer information sheet, to ensure that volunteers know their DNA profile will be put on 
the DNA database. DAL also agreed that profiles taken for ‘within case matching’ could be deleted from the database 
provided the relevant court proceedings have been finalised. NSW Police has since advised us formally that it will 
remove ‘within case matching’ from its standard operating procedures, and that all volunteers will, in future, be made 
aware that their profiles will be put on the DNA database.942 We note as well as removing references to ‘within case 
matching’ from the volunteer information sheet, NSW Police should remove the option that a volunteer’s profile not be 
placed on any index from the volunteer consent form. 

Recommendation 63

 DAL continues to use volunteer samples only within the case for which the sample was provided, unless it has 
confirmed with the relevant police officer that the volunteer did actually intend that his or her profile be placed 
on the “unlimited purposes” index. 
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Recommendation 64

 DAL deletes all profiles provided by volunteers for ‘within case matching’ from the database, once the relevant 
court proceedings have been finalised.

Recommendation 65

NSW Police remove the option of samples not being placed on any index from the volunteer consent form.

NSW Police supports recommendations 63, 64 and 65.943 

NSW Health supports recommendation 63 and will continue to use this protocol. NSW Health supports 
recommendation 64 in principle, but commented that it is a matter for NSW Police whether volunteer profiles should 
be removed from the database and the samples destroyed. NSW Health also indicated that DAL has held discussions 
with NSW Police to put in place mechanisms to ensure DAL is notified of finalised cases.944 

10.5. Access to information on the DNA database 
The Act prohibits access to information on the DNA database other than by an authorised person. An authorised 
person can only access or disclose information from the database or from a forensic procedure for one of the 
purposes specified by the Act. These include permissible database matching, providing information to the person 
who provided the sample, administering the database system, coronial inquiries, and the investigation of complaints 
against police officers or complaints relating to privacy.945

A person can only be authorised to access information on the database by the “responsible person.” As discussed 
at 4.4, the Act does not specify who the responsible person is. For the avoidance of doubt, the Commissioner of 
Police and Chief Executive Officers of Western Sydney Area Health Service and ICPMR/DAL signed a minute of 
authorisation in January 2005. The 52 people who are currently authorised to access the database are listed in a 
schedule to the minute. 

This arrangement is clearly not ideal, and means a new schedule has to be signed every time DAL takes on new 
staff that need access to the database. DAL has requested that this issue be clarified by the working group run by the 
Criminal Law Review Division of the Attorney General’s Department, which formed in response to the Findlay review of 
the Act. In our view, there should be no question as to who is the ‘responsible person’. This should be made very clear 
in relevant legislation and administrative arrangements. In keeping with this, it would be preferable if the Act specified 
who is the responsible person. We previously discussed this in chapter 4 where we made recommendation 9 about 
clarification of the responsible person.

10.5.1. Access to Guthrie cards 

Since the 1970s, most children born in Australia have a blood sample taken by heel prick shortly after birth, 
to test for medical disorders. The blood samples are stored on Guthrie cards by health agencies around Australia. 
Although developed for a different purpose, this practice has resulted in a collection of DNA samples from almost 
all people born in Australia over the last 30 years or so. Each state’s health service has its own policies for regulating 
access to and retention of Guthrie cards. NSW Health’s cards are generally retained for 25 years.946

NSW Police has, on occasion, obtained access to Guthrie cards for investigative purposes.947 In 2002, NSW Health 
developed a protocol to govern access to Guthrie cards by police, in consultation with Privacy NSW. Privacy NSW 
emphasised the protocol should not enable police officers to circumvent the requirements of the Act. Accordingly, 
the protocol allows police officer to apply for access to Guthrie cards only in very limited circumstances – to identify 
bodies, and to identify remains where the victim is missing and presumed dead. Consent from the next of kin is 
also required.948
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10.6. Analysis results 
The Act provides that police can only ask a suspect to provide a DNA sample if there are reasonable grounds to 
believe that it might produce evidence tending to confirm or disprove that the suspect committed an offence.949 
We sought to review how often DNA analysis produces evidence confirming the suspect committed the offence in 
question, and how often it eliminates the suspect from investigation. 

In our investigation notice, we asked DAL to provide details of the number of suspect and volunteer samples 
analysed, which were received at DAL during the review period. Given that all suspect and volunteer samples are 
submitted in relation to the investigation of a particular offence, and sent to DAL for comparison against samples 
taken from the relevant crime scene, we wanted to know how many of the cases submitted had been finalised, and 
what the results of the comparison were. 

DAL advised that for each suspect and volunteer sample received during the review period, the person’s DNA profile 
had been derived, put on the database and (where relevant) matched against the appropriate index.950 However, DAL 
could not advise in how many cases it had compared the person profile against the crime scene evidence, or the 
results of the comparisons conducted.

10.6.1. Warm links 

A warm link occurs where police take a DNA sample from a suspect, and it matches DNA from the crime scene or 
victim, as suspected. 

Case Study 66

A man in a balaclava and gloves robbed a convenience store in the early hours of the morning. He was armed 
with an iron bar, and took $1,200 in cash, 20 packets of cigarettes and the shop assistant’s mobile phone. He 
drove off in a stolen car. The shop assistant hit the alarm and contacted police. Police identified a car matching 
the description given by the shop assistant, driving well above the speed limit. Police followed the car to a 
house where the suspect got out, and dropped a backpack on the footpath. Police arrested the suspect and 
took him to the police station. They found the cash and cigarettes in the backpack, and sent the backpack and 
the items in it to DAL, for analysis. They also examined the car for fingerprints and DNA. Police took a DNA 
sample from the suspect. DAL confirmed that the DNA obtained from the crime scene evidence matched the 
DNA profile obtained from the suspect, and he was subsequently convicted.951 

Case Study 67

Police attended an office, which had been broken into. It appeared the offender had scaled a high wall and 
broken a glass balcony door to get in, but had not taken anything. Police examining the crime scene located 
some blood on the wall, where the offender had broken in, and took a swab for forensic analysis. A short time 
later, police arrested a man at a nearby construction site, and police took him to the police station to charge 
him with trespass. They decided to take a DNA sample from him, after noticing that he had a small laceration 
on his forearm. DAL confirmed that the DNA profile derived from the blood stain matched the profile derived 
from the suspect’s DNA sample. The suspect was charged with the break and enter, and the matter is currently 
before the courts.952

Where the victim’s DNA is found on the suspect’s clothes or body, this is also counted as a warm link.
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Case Study 68

Four young people left a nightclub in a small country town just after midnight. A man walked towards them, 
yelling and swearing, and pushed one of the young people. The young people walked around the corner and 
called a taxi. The man was joined by two others, who followed the group around the corner and took their shirts 
off. One of them ran at the young man he had pushed, and punched him in the jaw. One of his companions 
tackled one of the young people and kicked and punched him while he was on the ground. Police attended 
the scene and took the four young people to hospital for treatment, and photographed their injuries. A short 
time later police stopped the others involved in the fight outside the nightclub. There was a red substance, 
which appeared to be blood, on the boot of one of the suspects, and took the boots for DNA testing. Police 
subsequently took a DNA sample from the victim, who alleged he had been kicked by the suspect during the 
assault. DAL confirmed that the DNA profile derived from the blood found on the suspect’s boot matched the 
victim’s DNA profile. The suspect was charged with the assault and was subsequently convicted.953 

Case Study 69

A man alleged he had been stabbed outside a service station by his partner. She admitted being at the crime 
scene and arguing with the victim. She said she had punched him in the chest but denied stabbing him, 
telling investigating police that she believed he had subsequently inflicted the would himself. Police seized 
her clothes, which had blood spattering on them, and took a DNA sample from the victim. DAL found that the 
blood on the suspect’s clothes was indeed from the victim, and the suspect was convicted.954

We asked DAL how many warm links were made, by offence type, each month during the review period. DAL advised 
that when the Act commenced, it recorded warm links within individual case records. It did not otherwise record them 
and so has no central record of warm links from that period. For this reason, DAL was unable to advise the number 
of links made each month, or the number of links made in the investigation of different types of offences. However, 
it estimated that it has made 3,170 warm links during the review period. We understand that DAL now records warm 
links on LIMS. 

DAL reports warm links directly to the investigating police officer or police station. NSW Police does not have any way 
of centrally recording the number or details of warm links advised by DAL. 

10.6.2. Cold links 

A cold link is a link between the DNA of a suspect or convicted offender and DNA obtained from an unsolved crime 
scene, made when the second profile (whether the person sample or the crime scene sample) is loaded onto the 
database. The term cold link generally refers to links where the person linked to the crime had not previously been 
identified as a suspect. 

Case Study 70

An unknown person broke into a house through the rear bedroom window, and stole various items belonging 
to the residents. On returning, one of the residents noticed that the lid was missing from a bottle of coke which 
they had left, with the lid on, in the fridge. A scene of crime officer examined the scene for fingerprints, and 
took swabs from the coke bottle. DAL obtained a DNA profile from the swab, and uploaded it onto the DNA 
database. It matched the profile of a person whose profile was already on the database. Police arrested the 
suspect, and took a further buccal swab to confirm the cold link. The suspect was then charged with 
the offence.955
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Case Study 71 

An unknown offender broke into a house through the window, and stole a briefcase, handbag, keys and the 
owner’s car. Police recovered the car the following afternoon, and found a partially eaten sausage roll inside. 
DAL obtained a profile from the sausage roll and uploaded it onto the DNA database. It matched the profile 
of a person who was already on the database. Police arrested the suspect, conducted a further forensic 
procedure to confirm the cold link, and commenced proceedings against the suspect.956

Cold links can also be made between crime scenes, where the same unknown offender has left DNA at more than 
one crime scene. Linking crime scenes is of significant intelligence value to investigating police officers.

Case Study 72

In June 2002, an unknown offender broke through the roof of a shopping centre, cutting both the telephone 
and alarm wires. The offender broke into a fruit and vegetable shop, and stole cash from the safe and cash 
registers. The offender also attempted to steal two ATMs, using the fruit shop’s forklift to remove several 
pallets of fruit and vegetables, to make room for a stolen vehicle to be driven through the shop to the ATM. 
Investigating police attended the crime scene, and took swabs from the controls of the forklift. DAL derived a 
DNA profile from the swabs and uploaded it onto the DNA database. It did not match anyone already on the 
database. 

A year later, police were investigating a break, enter and steal offence at a warehouse. Again, the unknown 
offender had cut the alarm wires, and had used the company’s forklift to move the stolen goods, this time 
fishing reels. Investigating police officers took swabs from the forklift, and the DNA profile was put on the DNA 
database. It matched the DNA profile obtained from the fruit shop forklift, but again, did not match any of the 
profiles obtained from person samples on the database. 

18 months later, police arrested and charged a suspect in relation to various property offences. While in 
custody, police took a DNA sample from the suspect by buccal swab. DAL uploaded the suspect’s profile 
onto the database and found that it matched the DNA profile obtained from the forklifts used in the fruit shop 
and warehouse offences. Police made further inquiries and neither the fruit shop nor the warehouse were able 
to explain why the suspect’s DNA was found at the controls of their respective forklifts. Investigating police 
subsequently interviewed the suspect about his involvement in those two offences too. 

We asked DAL to provide the number of cold links, by offence category, made during the review period. DAL advised 
that cold links were made in 4,207 cases during the review period. The majority of these were for high volume 
offences, including break, enter and steal (2,884), stolen motor vehicle (585), steal from vehicle (245) and malicious 
damage (47). However, a significant number were for serious offences, including murder and manslaughter (13), 
sexual assault (68), robbery (267) and assault (25). These results are extremely good – they demonstrate that DNA 
analysis is providing further evidence in unsolved crimes, including the most serious types of offences. 

DAL also provided information about the number of people who have been linked to crime scenes: 

• 1,405 people were linked to only one crime scene

• 705 people were linked to between 2 and 4 crime scenes

• 124 people were linked to between 5 and 10 crime scenes

•  17 people were linked to more than 10 crime scenes, including one person who was linked to 25 different 
crime scenes.

In total, 2,251 people have been linked to crime scenes through cold links. These results show that DNA analysis is 
useful in identifying patterns of possible repeated criminal conduct. 

We sought to analyse the number of cold links made each month, to see whether there were any trends in the number 
or types of cold links made since the Act commenced, but DAL was unable to provide this information. However, we 
understand that the number of cold links increased rapidly as large numbers of convicted offenders had their DNA 
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profiles put on the database, but cold hits are being made at a slower rate now, since the database is no longer 
expanding so rapidly.957 The rate of cold links also fluctuates according to the number of cases DAL examines, the 
number of profiles uploaded onto the database and staff availability. DAL reported that the number of cold links 
spikes when staff work overtime.958 

DAL reports scene to scene links to FPIT, but does not record these separately, the way it records person to scene 
links. DAL is of the view that counting scene to scene links is not particularly useful, given the large numbers involved 
– for example the 25 crimes scenes which were linked to the one person would result in hundreds of scene to scene 
links.959 

We found that NSW Police and DAL count cold links in different ways. DAL calculates cold links according to 
laboratory standards, focusing on the number of links made on the database, while NSW Police uses the link 
information provided by DAL to calculate links from the perspective of clearing up crime. It appears NSW Police has 
a higher number of cold links than DAL, because certain links are counted more than once. DAL on the other hand 
does not add up the links, where they are simply different ways of measuring the same result.

As well as adopting different ways of counting cold links, it appears DAL and NSW Police are recording links under 
different sets of offence types. For example, NSW Police has separate categories for aggravated assault, aggravated 
robbery, aggravated sexual assault, attempted sexual assault and stealing, which DAL does not appear to use. DAL 
has categories for abduction, hit and run and fire cases, which NSW Police does not appear to use. It is not clear why 
NSW Police and DAL use different categories of crime in calculating cold links. 

It may be more appropriate for NSW Police to report on cold links rather than DAL. DAL has indicated that the only 
reason it does report on cold links is because of the limited IT capabilities of NSW Police, and that DAL reporting on 
cold links is the only way NSW Police can get this information.960 In our view, it would be beneficial for NSW Police and 
DAL to develop an agreed method of how cold links are calculated.

10.6.3. Eliminations 

As indicated above, we sought to discover how often powers available under the Act are used to eliminate suspects 
from investigation. DAL advised that it is not possible to report on the number of people eliminated from police 
investigations through DNA analysis, but estimates that about 480 suspects have been eliminated since the Act 
commenced.961 

DAL explained that the fact that no warm link is made does not necessarily exclude a suspect from investigation. For 
example, it could be that no DNA was found on the item submitted for analysis, or that somebody else’s DNA was 
found on the item. This does not mean the suspect was not involved. This is especially so in cases where there are 
multiple offenders – for example if a number of unknown offenders are involved in a home invasion, and the DNA of 
one of the suspects is not found on any of the exhibits submitted for analysis, this does not necessarily mean the 
suspect was not involved. By contrast, suspects can be eliminated from an investigation where the offender’s DNA 
profile is known, and there was only one person involved in the commission of the offence. This is often the case in 
sexual assault investigations. 

The estimates provided by DAL suggest that for every elimination, there are between six and seven warm links. 
Expressed another way, of all the cases where DNA analysis results in either a warm link or an elimination, 87 per 
cent result in a warm link and 13 per cent result in an elimination.962 We note that this does not include the significant 
number of cases where there is no warm link but the suspect could not be eliminated either. However, it does suggest 
that DNA analysis is, in the majority of cases, used to produce evidence tending to confirm, rather than disprove, a 
suspect committed an offence. 

Given that police must suspect on reasonable grounds that a person has committed an offence before asking the 
person to provide a DNA sample (and further, that to order a DNA sample be taken in the absence of consent, police 
must believe on reasonable grounds that the suspect committed an offence), we would expect that DNA analysis is 
used in the majority of cases to implicate rather than exculpate suspects.963

10.6.4. Provision of outcomes to NSW Police 

In our statement of provisional findings, we recommended that DAL should provide FPIT with a copy of all case 
work sample reports at the time the report is provided to the investigating police officer or local area command. This 
would enable NSW Police to keep a centralised record of all analysis outcomes, in particular of all warm links and 
eliminations. NSW Police would then be in a much better position to assess whether its officers are using their power 
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to conduct forensic procedures effectively. NSW Police acknowledged that it needs to improve its IT systems, data 
collection and intelligence before it can evaluate how the powers available under the Act are being used.964

After further discussions, DAL agreed to provide all DNA analysis results to FPIT, and to consider whether results 
should be provided electronically or in hardcopy.965 We note that if results are provided electronically, they could 
be provided automatically at the time the results are provided to the investigator. If provided in hardcopy, DAL 
could perhaps make copies of analysis results and send these regularly (say, on a monthly basis) to FPIT. Sending 
hardcopies may be a good interim measure until IT systems can be improved. 

We also recommended that, for each case in which a suspect sample is submitted, DAL record a result – for example 
‘warm link’, ‘exclusion’, ‘no DNA’ (where no DNA could be found on the exhibit) or ‘no link’ (where the suspect was 
neither implicated nor excluded by the analysis). During further discussions, DAL advised that it currently records 
outcomes for crime scene samples – ‘warm link’, ‘exclusion’, ‘upload’ (where a DNA profile is uploaded onto the 
database, but does not result in a warm link) and ‘check’ (where the exhibit is examined but there is no DNA located, 
or no suitable profile could be derived for placement on the database). DAL agreed that it could develop a set of 
outcomes for person samples so that for each person sample submitted, there is a result recorded when it has been 
compared to the relevant crime scene evidence.966

In addition to the above, NSW Police has asked for monthly reports detailing the number of samples received and the 
number of samples analysed in relation to suspects, volunteers, excluded volunteers, convicted offenders, missing 
persons and deceased persons. It has also asked for the number of cases received, the number of evidence samples 
analysed, and the number of evidence samples entered onto the database. NSW Police has also asked for various 
statistics relating to cases in the backlog, including the number of cases and crime scene samples awaiting analysis 
(divided into serious and volume crime) and the years in which the cases awaiting analysis were received. 
We understand that DAL is providing most of these, but is still considering some aspects of the request. 

Recommendation 66

DAL and NSW Police standardise their methods of recording cold links, warm links and eliminations. 

Recommendation 67

DAL in consultation with NSW Police develop a set of agreed outcomes for analysis conducted in relation to 
suspect samples, and record an outcome for each case in which a suspect sample is submitted. 

Recommendation 68

DAL provide an appropriate central unit in NSW Police (such as FPIT or FSG) with DNA analysis results for 
each sample analysed. 

NSW Police supports recommendations 66 to 68.967 In response to recommendation 66, NSW Health commented: 

It is important that not only that DAL and the NSW Police have a standard approach to these recordings but 
also there is a national approach to the collection of such data. The Senior Managers of the Australian and New 
Zealand Forensic Laboratories (SMANZFL) have a draft programme in place that is currently under review. This 
matter will be raised at their next meeting and an assessment made of the terminology, and discussions of its 
national implementation. Once this is done DAL will implement the SMANZFL recommendations in collaboration 
with NSW Police.968
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NSW Health supports recommendation 67 and advised that DAL will consult with FPIT to establish a set of agreed 
outcomes. DAL will need to make changes to its IT system, and expects that from March 2007, an outcome will be 
assigned to each suspect sample analysed.969

NSW Health supports recommendation 68 but commented: 

Cost effective implementation of this recommendation involves a suitable IT interface between the NSW Police 
and DAL, as providing an additional hardcopy is a significant impost to DAL. The IT interface is currently being 
investigated, and will also require significant resources to be transferred to IT development for the process to be 
successful in providing a secure network that does not add to the time taken for DAL to complete cases. In the 
present staffing of both DAL and FPIT sending an additional 9,000 report to FPIT per year will significantly affect 
both areas performance.970

10.6.5. Results of our audit of DAL

As explained above, we followed up 180 of the 371 forensic procedures we examined during our audit of police local 
area commands, at DAL. 

Given that all the samples included in our audit were taken in relation to the investigation of a particular offence, 
and sent to DAL for comparison against samples taken from the relevant crime scene, we expected that DAL would 
be able to provide results for each sample. These results would include any matches or links arising from the 
comparison, and for those which had not been finalised, an expected date of completion. 

We asked DAL, in relation to the 180 audit procedures, for the following information: 

•  whether the person sample has been compared against a crime scene sample or samples from the particular 
offence police are investigating

•  whether an analysis report has been sent to police, if so the results of the analysis (ie whether there was a link 
or not), and 

•  where samples had not already been compared with crime scene samples, the expected date a result would 
be reportable to police.

We disregarded 27 of the forensic procedures included in the audit, either because the sample had been destroyed 
pursuant to Part 10 of the Act, or because the forensic procedure was not a DNA sample. A further five we 
disregarded because they were DNA samples taken from victims (which we had initially included in our audit sample 
because the police records indicated that they were volunteers). Of the remaining 148 forensic procedures, 140 were 
DNA samples taken from suspects and eight were DNA samples from volunteers. 

10.6.5.1. Suspects

Of the 140 suspect samples, we found: 

•  41 resulted in warm links. This includes 33 forensic procedures where the suspect’s DNA matched DNA from 
crime scene or the victim, and eight forensic procedures which otherwise implicated the suspect, for example, 
where the victim’s DNA was found on the suspect’s clothes or body. 

•  25 resulted in exclusions. This does not necessarily mean that the suspect was positively eliminated from 
the investigation, only that the suspect was not implicated through the DNA analysis. It is not clear from the 
information available how many of these suspects were positively eliminated from the investigation.

•  20 resulted in a prior cold link being confirmed. We understand this means the forensic procedure included in 
the audit was taken by police to confirm a cold link which had already been made. 

•  In six cases no comparison could be made – in five because insufficient biological material could be found on 
the crime scene sample to obtain a DNA profile, and in one because no crime scene exhibits were received 
from police. 

•  In 21 cases the suspect’s profile was not compared against crime scene evidence because the case 
was withdrawn. 

• DAL was not able to provide any information in relation to the remaining 27 cases.
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Figure 11: Results of DNA analysis for forensic procedures in audit sample.

Source: DAL further response to Ombudsman investigation notice, October 2005. (n=140)
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Figure 11 shows that where DNA analysis is conducted, it usually yields a result, and it is more common that DNA 
analysis implicates a suspect than not. It shows that NSW Police and DAL expend considerable resources taking 
further samples from suspects who have previously been identified through the DNA database (confirmed cold link). It 
also shows that a significant number of cases are withdrawn before the laboratory is able to complete its analysis. 

Figure 11 also shows that DAL is unable to identify the relevant case for a large number of forensic procedures 
– almost a fifth of the suspect samples included in our audit sample. Given that police can only take a suspect’s DNA 
if this is likely to confirm or disprove the suspect’s involvement in a particular offence, in our view DAL should be able 
to identify the case to which each forensic procedures relates.

DAL explained that because person samples are much easier to process, they are completed before the crime scene 
samples being analysed. DNA profiles are obtained from person samples soon after receipt and suspect profiles are 
uploaded onto the database for comparison against the unsolved crimes index. The profile is put on the database 
without any record of the case it is attached to – the FS number relating to the offence for which the sample was taken 
is only added later.971 Accordingly, DAL’s inability to identify cases for 27 suspect samples may be because: 

•  the profile was deleted and no record was kept of this (DAL now keeps records of when profiles have been 
deleted, but has not always done this)

• police did not submit any exhibits from the crime scene and so DAL did not allocate a case number, or 

• police did not provide DAL with an Event number. 

It is of concern that in at least one of the procedures we audited, police did not submit any crime scene evidence 
to DAL (the facts of that matter are set out in case study 21, at 7.2.3.4). Given that police can only ask a suspect to 
provide a DNA sample for the purpose of obtaining evidence confirming or disproving the suspect’s involvement in 
the relevant offence, this suggests there may not have been a proper basis for police taking the suspect’s DNA. We 
reiterate our recommendation 60, that DAL should not accept DNA samples taken from suspects unless there are 
sufficient details enabling DAL to identify the case to which the sample belongs, so that DAL can allocate a case 
number at the time of receipt. 
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10.6.5.2. Volunteers 

For each of the eight forensic procedures conducted on volunteers included in the audit, we found that the person 
sample had been compared against the crime scene sample. In four of these, the volunteer’s DNA was used for 
exclusion purposes. In the other four, it is not clear from the information available what the outcome was. 

10.6.6. Are police officers using their powers under the Act effectively? 

Our capacity to assess whether police officers are using their forensic procedure powers effectively was seriously 
limited by the fact that neither DAL nor NSW Police have maintained complete or accurate records for the whole of 
the review period. While record keeping has improved since the Act came into force in 2001, there are still a number 
of areas where complete records would enable both DAL and NSW Police to better measure their performance. 
In particular, it is not possible to gauge how often taking a DNA sample from a suspect confirms the person’s 
involvement in the offence or eliminates the person from the investigation, although this would appear be a key 
indicator of whether the powers available under the Act are being used effectively. 

This situation should improve as DAL has agreed, following our investigation, to provide FPIT with a copy of all case 
work sample reports at the time the report is provided to the investigating police officer or local area command. 
This will enable NSW Police to keep a centralised record of all analysis outcomes, in particular of all warm links and 
eliminations. It will permit monitoring across NSW Police, and indicate commands or areas where inquiries into the 
use of the Act should be initiated. 

As discussed above, it would also be beneficial to both agencies to standardise their methods of recording and 
reporting links. The current difference between the way DAL and NSW Police record links makes it difficult to compare 
figures. Some forensic service providers in other jurisdictions regularly publish statistics of how many DNA samples 
they have analysed (including person samples and crime scene samples), how many profiles are on the database, 
the results of analysis, and how many samples have been rejected and the reasons for this. Some publish statistics 
in annual reports or on their website. Given the good results DAL has achieved, there may be some merit in DAL 
keeping better records of outcomes and providing this information to the public. We raised this issue in discussions 
with DAL, and DAL indicated that it used to provide this type of information to NSW Police.972 

NSW Police provide some information in their annual reports on the number of DNA person samples collected, 
number of cold links made and the cumulative number of arrests and convictions since the New South Wales 
DNA database commenced. There are no accurate records reported regarding non-DNA forensic procedures and 
their effectiveness in aiding investigations. In our view, it would be beneficial for NSW Police to consider collecting 
information that reflects all aspects of the Act and publishing this information in their annual report. 

Recommendation 69

DAL and NSW Police consider publishing outcomes from all links made from the New South Wales DNA 
database, not just cold links, in their respective annual reports

Recommendation 70

DAL and NSW Police include explanations on how they calculate links in their respective annual reports.

Recommendation 71

DAL and NSW Police consider regularly publishing this information on their respective websites. 
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Recommendations 72

NSW Police, in addition to the information currently included in its annual report on the number of cold links 
and person DNA tests undertaken, include information on:

 a.   how many DNA samples have been analysed (including person samples and crime scene samples)

 b. how many profiles are on the database

 c. the results of analysis

 d. how many samples have been rejected and the reasons for this

 e.  how many samples are submitted to the National DNA database (NCIDD) when it becomes operational, 
and 

 f.  how many matches are made on the National DNA database (NCIDD) when it becomes operational.

Recommendations 73

NSW Police commence recording how many non DNA forensic procedures are undertaken by type and the 
results achieved following these procedures. 

NSW Health supports recommendations 69 to 71 in principle. DAL does not issue an Annual Report, but NSW Health 
has advised it will liaise with NSW Police to consider the best method for conveying this information to the public.973 

NSW Police has indicated it supports recommendations 69 to 72. It supports recommendation 73 in principle, but 
noted that its implementation would require amendments to its computer system.974

10.6.7. Tracking DNA samples through the system

In our statement of provisional findings, we recommended that DAL make changes to its case management system, 
so that each case can be tracked from its receipt, to DAL beginning its analysis, to DAL completing its analysis (and 
advising police of the result), to DAL finalising its analysis (and providing its analysis report to police). In its response, 
DAL advised that it already does this. 

Our preliminary recommendation stemmed from DAL’s inability to provide certain information we asked for in our 
investigation notice. This included general information about the number of samples analysed during the review 
period, which was crucial to establish the legislative basis for taking the samples in the first place – that there were 
reasonable grounds for believing that taking the sample would confirm or disprove the suspect committed an offence. 
We wanted to find out how many profiles obtained from suspects had been compared against the relevant crime 
scene evidence, to compare this to the number of samples taken from suspects overall. DAL subsequently confirmed 
that it could not provide any of this information.975

The information DAL was unable to provide also included information about specific forensic procedures included in 
our audit. For each procedure selected, we asked whether the person sample had been compared against a crime 
scene sample or samples from the particular offence being investigated, whether an analysis report had been sent 
to police, if so the results of the analysis and if not, the expected date a result would be reportable to police. As 
discussed above, DAL was unable to identify the relevant case for 27 of the DNA samples taken from suspects, either 
because the profile had been deleted and no record had been kept; police did not submit any exhibits from the crime 
scene so no case number was allocated; or police did not advise DAL of the relevant COPS Event number. 

We anticipate that these problems will be adequately addressed through the measures discussed elsewhere in this 
report. In particular, DAL now keeps records of profiles which have been deleted. Further, DAL has agreed, following 
our investigation, to record a result for each suspect sample submitted, when it has been compared to the relevant 
crime scene evidence.976 In addition, we have recommended DAL should only accept DNA samples from suspects 
and volunteers where there are sufficient details enabling DAL to identify the case to which the sample belongs 
(Recommendation 60).
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10.6.8. DNA analysis in relation to old crimes

DAL advised that there are crime scene samples from about 1,500 criminal offences committed between years 1986 
and 2000 which are being held in storage. DAL has examined 164 old cases, most of which were unsolved sexual 
assaults. DNA testing has been completed in relation to 100 of these. DNA profiles were obtained from 84. Half of 
these matched profiles already on the database – 33 to convicted offender profiles and the rest to other cases.977 
DAL is of the view that many more unsolved crimes, particularly sexual assaults, could be resolved if the crime scene 
samples in the freezer could all be analysed. 

DNA analysis of old crimes is outside the scope of our review of the forensic procedures legislation. However, we 
note the results DAL has achieved in this area, and that DAL’s capacity to conduct further work in this area is limited 
because of resource issues. 

10.7. Delays in DNA analysis 

10.7.1. Why does DNA analysis take so long?

In our investigation of DAL, we made inquiries about the factors which contribute to the length of time taken to provide 
DNA analysis reports to NSW Police. DAL explained that processing a person sample is reasonably straightforward, 
and a profile can be obtained within a matter of days of the sample arriving at the laboratory:

Person samples are the easiest to work with. There are comparatively large quantities of DNA, the DNA is 
known to be from a single source, the sample has been placed freshly onto special paper designed to reduce 
breakdown of the DNA and the analysis has been modified to speed up the processing with the knowledge that 
there is plenty of sample available for repeating if necessary. 

By contrast, obtaining a DNA profile from crime scene evidence can be difficult, and extremely time consuming. 
Some exhibits are tested numerous times in the hope of obtaining a good profile. As DAL explained: 

A biology case is not simply a DNA test but a complex series of decision-making and scientific testing... In order 
to maximise the potential evidence from each item careful management of the recording and examination of the 
items, the use of best practice quality scientific examinations, the decision making process in continuing the 
testing beyond non-DNA levels, the DNA profiling methodology, the interpretation of the data in the context of the 
case scenario(s), the provision of a statistical weighting, and the application of benchmarked quality standards 
through casework reviews are essential for the provision of quality results. These processes take time.978

Even for reasonably straightforward crime scene samples, DAL has to locate forensic material on the exhibit (which 
may require examination of a number of different areas on the exhibit), conduct the DNA analysis, interpret the results, 
upload the profile onto the database and report on the results. If a profile suitable for upload to the database cannot 
be obtained first time around, DAL may retest the exhibit. This requires further processing and further interpretation. 
Trace DNA analysis is even more complicated and time consuming. DAL explained this in more detail: 

There is an initial requirement to fully document the examination of the item, find potential biological 
material, possibly identify the origin of the biological material first and then submit the sample for DNA testing. 
These samples are often ‘invisible’ material containing only a few cells that are invisible to the naked eye and 
there may be insufficient material available to repeat. Evidence items may have been subjected to adverse 
environmental impact such as heat, sunlight, dirt and moisture and then deposited on items from which it is 
often very difficult to remove sufficient material for examination. DNA testing may be compromised where the 
DNA is being inhibited by dyes in the fabric or by other biological or chemical factors. Consequently, evidence 
samples often have to be reanalysed a number of times before a reportable result is obtained or before it is 
decided that a reportable result is not obtainable. It may take weeks or months simply to obtain a reportable 
DNA profile from one item. Then there are interpretation difficulties when dealing with low level samples or with 
samples that originate from more than one person. Such interpretation is not straightforward and may require 
discussion with a number of other scientists before it is determined whether a result is reportable or not...

The production of a DNA profile in a criminal investigation is not a simple one-step process. It can be a long 
complex task because of the age, the trace amounts of biological material present, the presence of inhibitors, 
the variability of sample types and the environmental conditions in which the material was kept prior to 
collection… 
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Objects on which only small amounts of DNA are present may require a number of resamples of the original 
item or retesting of the extracted DNA before a successful DNA profile is obtained. This may take many weeks 
or months. Further, the DNA profile that is obtained is often difficult to interpret because it contains evidence of 
DNA from more than two people or DNA at the lowest levels of reportability.979

Other factors impacting on the length of time taken to process a sample include the number of items submitted for 
analysis, the time frame over which police deliver these, the caseload of the reporting biologist and the priority given 
to the case.980 DAL also routinely reviews some of its cases as part of the quality checks required for its accreditation.

Serious cases are generally given priority, but these may also take months or even years to complete, given that DAL 
is more likely to continue testing in an attempt to obtain a profile which is good enough to use in court. DAL advised, 
in words to the following effect: 

They do drag out, for example the murder samples take about a year or so. Police want more and more work 
– for instance you can tell police a result within a couple of weeks, so police have a suspect, but they may want 
more evidence. It really is a question of how much evidence they want. It can be difficult, there can be a pivotal 
item. For example, there was one matter where the sample was tested 24 times before we got a result, and even 
then it wasn’t really good enough.981

Less serious cases tend to fall into two groups – those which are easy to process and are of high probative value, 
which are turned around quickly, and those which are complex or are of low probative value, which are not prioritised 
and take a very long time to be turned around, if they are processed at all.982

Case Study 73

A 19 year old man charged with murder spent 10 months in custody while police waited to obtain the results 
of DNA analysis from DAL. The committal hearing could not be held until police served the brief of evidence, 
including the DNA analysis results, on the suspect’s legal representative. The magistrate criticised DAL for 
not giving the case priority. DAL spent considerable time trying to obtain a useable profile from the crime 
scene evidence, without success. In the end the man was committed to trial and found guilty on the other 
evidence.983

10.7.2. Effect of delays on police investigations

During our review, we surveyed each of the 80 police local area commands about various aspects of the forensic 
procedures legislation. One issue we asked about was the length of time DNA analysis takes and the impact this 
may have on the way the command manages investigations. Many responses expressed frustration about delays, 
especially in relation to high volume offences. They indicated that turnaround times for serious offences were 
generally better, provided that individual police officers actively pursued the matter with DAL. Commands expressed 
concerns about: 

The length of time taken to obtain analysis results:984

  ‘Delays always inhibit the effectiveness to address crime issues promptly... In many instances, investigations 
cannot progress while awaiting forensic examination of samples. Cold links often come years after the crime, 
by which time the offender has possibly served a sentence for crimes committed around the time of the 
identified offence.’

  ‘It would appear that matters are rated on a priority basis as such, many matters result in lengthy delays, for 
example multiple BES [break, enter and steal] offences, as there are constantly more serious matters arising 
that take priority.’

  ‘Volume crime samples take up to 12 months to be returned. Usually the suspect is in custody for other 
offences by that time. By the time the hit comes back and the suspect arrested for the first response, follow 
up inquiries are required even though the suspect is in custody. Hits are still being received for up to months 
after. Victims have trouble remembering details of offence if BES [break, enter and steal] etc.’
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  ‘Depends on seriousness of offence and amount of harassment of DAL. Normal crime can take between 8 
weeks and 3 months. High volume crime can be up to 6 months. If suspect in custody or serious crime then 
generally 1 or 2 weeks. Investigations are delayed and everything just takes that much longer.’

  ‘Delays can be extensive. Investigators pursue results with DAL where they are aware of available DNA 
samples from crime scene and suspect... Where results are actively pursued delays are generally minimal.’

Suspects and victims of crime forgetting about the incident, or losing interest in the process:985

  ‘Delay may mean suspect cannot recall movements at time of offence and/or reason for being at crime 
scene.’

  ‘Witnesses and victims have moved on or forgotten the incident. Other evidence lost or destroyed. Some 
hits are not followed through with charge as it could be seen as a miscarriage of justice due to the lengthy 
delays.’

  ‘[Delays] can effect the investigation in relation to evidence gathering and direction of investigation.’

Suspects remaining at large while DNA analysis is pending, and the impact this has on crime levels within 
the command:986

  ‘Generally the delays enable the suspect to continue to offend until arrested. The shorter turnaround lessens 
the opportunity to commit more crime. Especially volume crimes such as BES [break, enter and steal] and 
SMV [steal motor vehicle].’

 ‘Up to 6 months delay. In that period, offender is in community committing further offences.’

  ‘Offenders can still be offending during that period where earlier matching may result in earlier detection and 
intervention. Cases may then be fairly old and may not receive high priority if current crime level is high.’

  ‘DNA identifications... do not have the impact on providing quick clear ups for volume crime.’

 ‘Delays allow an unknown offender to commit further crime.’

The impact of delays on victims of crime:987

  ‘The main issue is customer service – it is very hard explaining to members of the public why there has been 
a delay in the investigation.’ 

We questioned whether, given the length of time taken to obtain DNA analysis results, any commands are deciding 
against using DNA, particularly in relation to high volume offences. However, we did not find any evidence of this 
through our monitoring activities. Rather, we found that police still submit exhibits for analysis, and factor associated 
delays into their management of the investigation. Where possible cases are pursued without relying on DNA 
evidence, but in these cases DNA is still submitted for analysis. As one command commented, the “investigation 
goes as it did prior to having the DNA technology,” and when results are available they are added to the other 
evidence gathered.988

Many commands (25 out of 80) acknowledged in their survey responses that delays are largely due to DAL’s limited 
resources and ever increasing workload. Despite their frustration with delays, many also commended DAL on the 
good results it achieves:989

‘The service provided by DAL for a number of serious matters (murder and riot) has been ideal. Cold links are a 
timely issue, however considering the amount of samples to be examined, I do not have any criticism.’

‘Greater funding needs to be given to DAL so that they can clear the backlog of cases. They are having 
extremely good results and it could be even better with more staff/resources, especially where serious crime is 
concerned.’

‘The delays are often frustrating for investigators, however it is understood how much work is incumbent upon 
the forensic biologists. It appears that the only way to overcome this problem is to provide additional resources 
to the biologists.’ 

‘The delays for less serious matters are generally several months, more serious matters can be processed more 
quickly on request. Unfortunately these delays also delay the investigation. It would be of great assistance to 
police if these delays were minimised by an increase of staff at DAL.’
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We note that DAL has raised similar concerns about the length of time taken to process crime scene samples, 
reporting that in some cases, an offender has been convicted of another offence, served a custodial sentence and 
been released before work on the evidence submitted has begun.990

We also note that delays in DNA analysis may result in innocent people remaining under investigation, or in some 
cases remaining in custody for an unnecessarily long time. The Ombudsman has previously reported to Parliament 
about an innocent person remaining in custody unnecessarily because of the length of time police took to get the 
relevant DNA samples to the laboratory.991

10.7.3. Effect of delays on court proceedings

Lengthy delays in DNA analysis are undesirable for all involved in the justice system – police, the DPP, people awaiting 
trial (especially those in custody), and the courts. Many of the police officers we surveyed commented that they are 
unable to prepare briefs of evidence in time for court proceedings because of long turnaround times. Some had 
found that delays have an adverse impact on the prosecution of crime:

‘High risk offenders or very active offenders can be arrested and charged and the results do not come through 
until well after the event when offenders have been dealt with through the court. If this is the case, and the 
offender doesn’t admit to a crime, he gambles on it not being picked up or being lost within the system. The 
original offences he doesn’t admit to may remain unresolved by the court and further action may have to take 
place.’

‘Some investigators have found the delays significant and a hindrance to prosecution. One investigator believed 
the courts were becoming increasingly intolerant of DNA delays. Further the courts were placing less weight on 
DNA evidence.’

‘Currently DAL advise 2 months plus in processing specimen. This adversely affects prosecution, courts not 
accepting delays.’

Other officers commented that matters were simply adjourned until the evidence is available:992

‘[This command] has encountered significant delays in timely delivery of DNA results for supply to court, 
however DPP are aware of this and generally obtain lengthy adjournments for brief service.’

‘There have been no incidents where court matters have been compromised due to delays at DAL. There have 
been some minor delays in the preparation of the statement.’

The Police Association of NSW also expressed frustration about delays: 

[DAL] does not have the resources to keep up with the demand placed on it by police... NSW Police welcome 
the introduction of legislation that will help solve crime, but this must be matched by the physical capability to do 
the second part of the job – the analysis and production of documents.993 

The magistrates we surveyed also commented on the effect delays in DNA analysis have on proceedings. Some 
argued that excessive delays are unfair to the accused, especially those in custody, and indicated their reluctance to 
allow adjournments because of delays in obtaining DNA analysis results:

Delays are the biggest source of unfairness [in the way the Act is being implemented.]994

I try to allow only short adjournments.995

The accused is often in custody, bail refused, and delays are significant. I have threatened to grant bail in a few 
cases if DNA evidence is not hurried up. So far this has produced results.996

Delays are notorious... almost always with a brief including DNA evidence it is the last part of a brief to be 
served. The only action that I have taken which has been fair to all interests is to reduce the strictness of bail 
conditions because the delay has made them harsh.997

One magistrate argued that court delays could be reduced if both the prosecution and defence could be more 
discerning about when DNA evidence is a pivotal issue in the case:

I am sure the nature or scope of the examination could be reduced if there was a provision for both the 
prosecution and defence to agree on the purpose of the analysis. If a DNA analysis of a blood stain is, for 
example, only to prove the defendant was at the scene when 10 witnesses say he was and the [defendant] 
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admits being there then what is the point. Even if the DNA relates to an issue that is at the end of the day (or 
otherwise) contentious, unfortunately in my experience, both the prosecution (and more so the defence) wish 
to have every potential piece of evidence disclosed before any significant decision is made regarding the future 
conduct of the case. One suspects that many defendants are sitting in gaol bail refused awaiting DNA results 
that are going to have absolutely no impact on the real issues in their cases.998

In 2002, the Public Accounts Committee found that DAL was not providing an effective, efficient and timely laboratory 
service to the criminal justice system, although the widespread use of DNA profiling in criminal proceedings meant 
that it was “an issue of the highest priority.”999 In 2002 and 2003, the Chief Magistrate of the Local Court issued 
practice notes setting out procedures to ensure time standards are met for cases committed for trial. The practice 
notes specify that where results of DNA analysis are required for a brief, “directions will be given such as to ensure 
no undue delays occur, particularly where the defendant is in custody.” They recommend the brief of evidence be 
served within six weeks of a suspect’s first appearance in court.1000 However, in its 2004 Annual Review, the Local 
Court again identified the provision of DNA analysis results as a factor contributing to delays in finalising committal 
proceedings.1001 DAL has advised it is unable to meet the recommended turnaround time of six weeks in all cases:

There are a large number of cases where this period is impossible to meet because of the delay that occurred 
between the time of the offence and the date of receipt of the case at [DAL]. Other cases are simply too large 
for analysis to be completed in the suggested time.1002 

10.7.4. The backlog 

When DNA profiling started being used on a large scale, NSW Police trained its staff to conduct forensic procedures 
on eligible people and to collect forensic evidence from crime scenes. Police and scene of crime officers could be 
brought up to speed in a matter of months. By contrast, it takes years of training to become a forensic biologist. 
When the Act commenced, the laboratory had difficulty recruiting enough qualified staff, and could not meet the 
demand for DNA samples being submitted for analysis. Samples waiting to be processed quickly accumulated, 
and a backlog formed.

Since then, the use of DNA profiling in the investigation and prosecution of crime has continued to increase. More and 
more forensic evidence is being sent to DAL each year. Since 2000, the number of cases being submitted to DAL for 
analysis has increased more than eightfold: 
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Figure 12: Number of cases received at DAL by financial year.

Source: DAL Draft business case, January 2005. Number of cases refers to the number of cases received by DAL in the
 12 months ending June.
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Further, more items are being submitted in each case. Before the Act commenced, FSG estimated that only one 
item would be submitted for each offence; and for serious crimes, such as murder, about five items would be 
submitted. However, DAL has advised that an average of 22 items are submitted in relation to a murder case, and 
that investigating police frequently request more than one item to be examined in relation to less serious, high volume 
offences, particularly where they suspect more than one offender was involved, or a profile could not be obtained 
from the first item examined. 

The number of items submitted in relation to each case has also increased as DNA technology has advanced. 
Where police submit exhibits with only trace amounts of DNA, this may require multiple testing to obtain a usable 
profile. There are now more items being submitted which require retesting and interpretation of complex results. 

Another factor contributing to the increased number of items submitted for analysis is that NSW Police has little 
control over which exhibits individual police officers or scene of crime officers are submitting for analysis. This leads 
to DAL receiving some unnecessary casework.1003

Staff shortages at DAL also contributed to the backlog developing. When staff members leave DAL, they may not be 
replaced, which reduces its capacity. If staff members are replaced, training new staff members takes time, while the 
backlog continues to grow. When staff numbers were down in 2004, DAL was only working on urgent cases where the 
evidence was needed for court proceedings, and all other cases had to wait.1004

10.7.5. What is in the backlog?

We understand that the term “backlog” includes all the cases DAL has not finalised, rather than a distinct set of 
matters which DAL has consciously decided should be allocated backlog status.

In August 2004, there were over 7,000 cases in DAL’s backlog. We note that each case in the backlog may include 
any number of items. At that time, analysis of about half the cases in the backlog had been started.1005

Most of the cases in the backlog are less serious, high volume offences, such as break, enter and steal (2,633 
cases), stolen motor vehicle (1,188), steal from vehicle (279) and malicious damage (169). However, there are also 
a significant number of serious offences, including murder and manslaughter (116), attempted murder (42), sexual 
assault (504), robbery (903), assault (219) and home invasion (40). 
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Figure 13: What is in the backlog.

Source: DAL attachment to agenda for DNA Advisory Committee meeting 6 August 2004. This does not show the total number
 of cases in the backlog, only certain offence types.
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Figure 13 indicates there are a large number of serious offences, such as sexual assault and robbery cases, which 
had not been started at that time. 

10.7.6. Is the backlog still growing?

Although NSW Police and DAL have implemented some strategies to streamline service delivery, the backlog 
continues to grow, as NSW Police continues to submit more casework than DAL has the capacity to process. 
In August 2004, DAL estimated that it was receiving 30 per cent more casework than it could process.1006 DAL has 
been negotiating to either receive more funding, or less casework, so far without success:

As the impact of DNA testing has grown so has the demand for it… New South Wales has the largest state 
police numbers, the highest crime rate and the highest population yet, pro rata, analysis on any of these 
indicators shows that it has the smallest investment in DNA analysis amongst all Australian jurisdictions. 
The courts and [NSW Police] now require us to examine more exhibits in serious cases, to examine a number 
of areas per exhibit, to increase the amount of high volume work so as to solve more property crimes, to perform 
more complicated trace DNA analyses on items that prior to the year 2000 were not examined, yet to provide all 
these analyses in a shorter time frame.1007

We note that many forensic laboratories around Australia and overseas have developed backlogs as DNA analysis 
becomes used more widely in the investigation and prosecution of crime. In some jurisdictions, specific funding has 
been allocated to enable laboratories to reduce their backlogs.1008

10.7.7. Turnaround times 

The original Deed of Agreement between NSW Police and DAL specified the following agreed turnaround times for 
cases requiring DNA analysis: 

•  Person samples – within one calendar month of receipt at DAL. For urgent person samples, 80 per cent would 
be finalised within three days and 95 per cent within five days. 

• Cases (offences being investigated requiring comparison of person and crime scene samples): 

 -  for simple cases, typically volume crime, 80 per cent would be finalised within 30 days and 95 per cent 
within 120 days of receipt. For urgent cases 80 per cent would be completed within 10 days. 

 -  for complex cases, typically major crime, 60 per cent would be finalised within 30 days and 95 per cent 
within 120 days of receipt. For urgent cases 80 per cent would be completed within 20 days. 

The Agreement specifically stated that these turnaround times were estimates based on DAL’s understanding of the 
likely caseload and nature of cases to be examined. DAL indicated that it could provide more precise targets once 
the system was up and running. It quickly became clear that DAL could not meet the targets set out in the Deed of 
Agreement. 

We understand that DAL and NSW Police have not been able to reach agreement on new turnaround times. 
Compliance with turnaround times is a key indicator of DAL’s performance, and in our view new turnaround times, 
based on DAL’s actual caseload, need to be negotiated as a matter of priority.

Recommendation 74

NSW Police and DAL agree on new turnaround times (for items as well as cases), based on DAL’s current 
caseload. 

NSW Police supports this recommendation.1009 NSW Health supports the recommendation in principle, but 
commented:

NSW Health will negotiate with Police on developing agreed turnaround time for high priority cases. Samples 
accorded a lower priority are completed when resources permit.1010
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10.7.8. Turnaround time reports 

DAL started providing monthly reports of turnaround times to NSW Police in January 2005. It does not have any 
turnaround time reports from before then. Each report details the number of cases (by offence type) which have been 
finalised in the previous month. Turnaround times are expressed in months, and are measured in four different ways: 

-  date received to date completed (the time from the sample being received at DAL to a verbal result being 
provided to NSW Police)

-  date received to date filed (the time from the sample being received at DAL to the analysis report being 
provided to NSW Police)

-  date started to date completed (the time from DAL beginning its analysis of the sample to a verbal result being 
provided to NSW Police), and

-  date started to date filed (the time from DAL beginning its analysis of the sample to the analysis report being 
provided to NSW Police).

The reports also indicate the average turnaround time in days for each type of offence. 

Figure 14 shows the average turnaround times for the cases DAL finalised in December 2004: 
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Figure 14: Turnaround times by offence type.

Source: DAL response to Ombudsman investigation notice 24 February 2005.
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This shows that the more serious offences tend to take longer to finalise. We understand this is because there is a 
greater imperative to obtain a profile from non-ideal samples, more complex analysis will be undertaken, and more 
items will be tested. 

DAL has also advised that pivotal items in exceptionally urgent cases can be turned around in between two and five 
days. This requires the case to be given immediate attention and may require lab staff to work through the night.1011

We understand that DAL decided at the end of 2004 to report item turnaround time as well as case turnaround time to 
police.1012 We support this approach, given that item turnaround times can be useful in explaining the length of case 
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turnaround times (in particular, where items remain unexamined for some time, pending results obtained from other 
items within the same case). 

We note that the turnaround time reports provide only a snapshot of the cases which have been finalised in the 
previous month. They do not indicate how many cases or items are on hand at DAL, or how long they have been 
there. There is no way of measuring the length of time between a case being received, and the analysis starting. 
Nor do they provide any information about the length of time between a verbal result and the analysis report being 
provided to NSW Police. 

In our view, it would be more useful to measure the turnaround time for each sample by tracking its progress, from 
receipt at DAL, to the analysis being started, to the case being completed and the case being filed. DAL could then 
provide details, each month, of the number of cases on hand, by offence type, and their status. This would better 
enable DAL and NSW Police to monitor how long cases have been on hand. 

Recommendation 75

 Appropriate changes be made to DAL’s case management system, so DAL can state how many cases are on 
hand, and the status of each; and any cases which are overdue, according to any agreed turnaround times, 
are flagged. 

NSW Police supports this recommendation.1013 NSW Health advised: 

DAL’s case management system can now provide data on the status of each case. Overdue notifications can 
be provided and will be routinely provided once the lab processing capacity matches the demand and the 
backlog has been curtailed.1014

Recommendation 76

As well as providing monthly reports detailing turnaround times for cases completed and cases finalised, DAL 
provide NSW Police with monthly reports detailing cases on hand. This should include the number of cases 
and items awaiting analysis, and how long they have been at DAL. For cases which have been finalised, the 
length of time between a case being received and it being started, and between it being completed and filed, 
should also be indicated. 

NSW Police supports this recommendation.1015 NSW Health supports the recommendation in part, commenting: 

DAL now provides almost all of this information. Monthly reports are provided covering turnaround time for cases 
completed, cases finalised and cases on hand. The reports include data concerning the time that a case takes 
to be started, completed and filed. For cases on hand (not yet started) we also provide information on the type 
of case and the approximate length of time since receipt at DAL.1016 

However, NSW Health also advised: 

DAL is not able to list how many items an unstarted case may involve because this is not known until the case is 
started.1017

10.7.9. Which cases are given priority? 

Cases which will generally be used for intelligence purposes rather than prosecution are given a low priority. For 
example, police routinely submit cigarette butts in relation to break and enter or stolen vehicle offences. Butts are a 
good source of DNA and are reasonably quick to process, compared to other types of crime scene evidence. On their 
own they would generally not be sufficient to support a prosecution, but obtaining a DNA profile may still be of value 
to investigating police as it may help identify people who are criminally active, or link unsolved crime scenes. Complex 
crime scene samples which will only be used for intelligence purposes are given very low priority. 
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In our investigation of DAL, we examined the systems in place to determine what priority samples should be given. As 
would be expected, DAL gives serious crimes higher priority than less serious crimes. Priority is also given to cases 
where: 

• NSW Police or the DPP has advised the analysis is urgent 

• a deadline has been imposed by the courts 

• DAL has been informed the person who provided the sample is in custody 

•  the sample was taken from a sexual assault victim (on the basis that DNA testing is useful in identifying 
unknown offenders), or

• the likelihood of obtaining a single DNA profile is very high (that is, simple rather than complex cases).

However, there is no formal system for prioritising cases. DAL has advised that “often case prioritisation fails because 
of the failure to inform the laboratory of the urgency of the case.”1018 We understand that individual officers who 
are managing the investigation are responsible for notifying DAL if the suspect is in custody, or if court dates have 
been set, but this does not always happen. In fact, some of the police we interviewed during our audit of local area 
commands assumed that DAL had information like court dates, whether the suspect was in custody, and whether 
the evidence is crucial to the prosecution. Some also assumed that DAL would know if the matter had already been 
to court and DNA analysis was no longer needed. It appears that a better mechanism is needed to ensure DAL is 
informed about key information, and updated when this information changes. 

Recommendation 77

NSW Police implement a reliable system for ensuring DAL is informed about key information affecting case 
prioritisation, including advice about when analysis is no longer needed.

NSW Police and NSW Health both support this recommendation.1019

10.7.10. Which items within each case are given priority? 

Many of the crime scene samples received by DAL are never examined. DAL advised that it currently examines 
approximately two thirds of the items submitted for analysis.1020 This is for two reasons – firstly, because police submit 
a significant amount of unnecessary casework; and secondly, because DAL does not have the capacity to analyse 
every item within a case, even if it is of significant probative value. 

As discussed above, police and scene of crime officers are submitting far more items for each case than was 
originally estimated. Further, there is little consistency in the number or type of items DAL receives. Some officers 
send in everything which may be relevant, while others are more selective. FSG is of the view there should not be a 
predetermined number of exhibits which can be submitted in relation to a particular type of offence, and that it should 
continue to be determined on a case by case basis.1021

For high volume offences, DAL generally only processes simple samples, for example, bloodstains, or saliva from 
cigarette butts. They only process more complex samples for serious offences. DAL also makes a decision about 
which items within a case are likely to produce the most relevant evidence. For example, if police submit a bag of 
clothes in relation to an armed robbery, DAL will not examine every item of clothing. If DAL obtains a useable profile 
from one of a number of exhibits submitted, the others generally remain unexamined. In some cases, where the initial 
analysis results are compelling, examination of other items may be of little worth. 

We note that in Queensland, in the case of R v Button (2001), the appellant was convicted of rape and spent 10 
months in custody, because bedding which police provided to the laboratory for analysis was never examined, on 
the basis that it would not assist in identifying the appellant as the perpetrator. The appellant appealed, the bedding 
was examined, and somebody else was identified as the perpetrator. The court pointed out that “DNA testing has a 
two-fold purpose: that of identifying the perpetrator of a crime, and secondly, that of excluding a possible offender 
as being the perpetrator of the crime.” It also commented, “today is a black day in the history of the administration of 
criminal justice in Queensland.”1022 The Button case illustrates the danger of examining only a limited number of items 
submitted for analysis, particularly when the selection is motivated by the desire for a particular result. 



212 NSW Ombudsman  
DNA sampling and other forensic procedures conducted on suspects and volunteers under the Crimes (Forensic Procedures) Act 2000

In New South Wales, police or the DPP may request more items to be examined in particularly serious cases, for the 
sake of completeness. We note that some forensic scientists have been asked in court why they have only examined 
some of the evidence.1023 However, due to DAL’s limited capacity, many items submitted by police are never 
examined. Even for serious offences, including murder and sexual assault, many items received are not examined, 
despite them often having some probative value.1024

DAL is well aware of the risk of examining only a limited number of items submitted for DNA analysis, and is aware 
that it is only providing, in its words, a “reduced service.”1025 However, at this stage, it is not in a position to examine 
all the items it receives. DAL notes that NSW Police preserves items which are not examined, which provides a limited 
safeguard, as items can always be examined at a later stage, as happened in the Button appeal. 

10.7.11. Proposed system for casework submission 

As a result of a review conducted in 2004, NSW Police has decided to screen all items submitted for DNA analysis, to 
filter out any unnecessary casework, and to determine what priority should be given to items within a case. 

There will also be changes made to the way exhibits are submitted to DAL. The exhibit information form will have to 
be completed electronically, from the FSG intranet site (and will be designed so it cannot be printed until it has been 
completed). FSG will have to assess and authorise all crime scene samples before they can be submitted to DAL. 
DAL will not accept any cases which have not been authorised by FSG, and FSG will reject inappropriate cases 
and exhibits.1026

DAL has expressed concern about FSG screening all items submitted: 

Potential risks have been identified with the introduction of such a scheme through suggestions of bias and 
incomplete investigations based solely on financial restraint, police deciding which items are to be examined, 
and the perception that the laboratory loses its notional independence by only examining items that the police 
indicate will inculpate the accused.1027

In addition, FSG intends to perform some of the preliminary analysis, for example by cutting out bits of material or 
obtaining swabs from evidence and sending them to the laboratory, rather than submitting the whole sheet or garment 
and DAL staff determining which parts should be examined. DAL has expressed concern that “it is at the cut-out 
stage where the majority of tampering allegations can be made.”1028 

We note that police already play a significant role in determining which evidence to collect in the investigation of an 
offence. In our view, both DAL and NSW Police have a role to play in deciding which crime scene evidence should 
be analysed. It is clear that police and scene of crime officers need to be given better guidance about what types 
of exhibits should be submitted for analysis. However, there is considerable merit in DAL having a say in decisions 
about which items within a case should be examined. Further, DAL should be able to examine all items which are of 
probative value, to minimise the risk that relevant evidence is overlooked. The DNA Advisory Committee may want to 
consider monitoring this issue. We also note our Recommendation 78 that the question of independence is part of the 
review of the outsourcing trial discussed below.

10.7.12. Strategies adopted for improving timeliness 

In addition to this proposed casework screening DAL and NSW Police have adopted the following strategies to speed 
up DNA analysis:1029 

• targeting crime scene samples with the highest success rates 

•  streamlining DNA analysis in relation to volume crime, for example through using pro forma DNA analysis 
reports, and 

• introducing a barcoding system to manage the large number of cases. 

We also note that DAL has prepared a detailed business case, which aims to improve forensic service delivery 
by reducing the backlog and improving turnaround times. It also addresses facilities and equipment, salary and 
wages, goods and services, research and development and examination of crime scene exhibits from before the Act 
commenced (known as ‘backcapture cases’). DAL has also considered: 

•  Introducing shift work, to maximise the use of lab space. Conditions are so cramped that more staff cannot be 
recruited unless some staff work at night. DAL is reluctant to introduce shift work due to the cost, the increased 
risk of contamination, staff preferences for working regular hours and the difficulties in supervising and training 
staff working at night. However, DAL is considering introducing shift work as a short term solution to its 
increase in casework. 
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•  Refusing certain types of casework. In August 2004, DAL proposed to restrict the amount of casework being 
submitted by declining samples taken in relation to certain types of offences. Specifically, it proposed not to 
accept crime scene samples in relation to stolen vehicles, firearm possession, drug possession or cultivation, 
bag snatching and break and enter offences, unless the evidence is likely to yield a single-source DNA profile, 
such as a blood swab or cigarette butt. It proposed to focus its limited resources on DNA analysis in relation 
to serious crimes such as murder, assault and sexual assault. DAL recognised that this would significantly limit 
use of the DNA database for intelligence purposes in relation to volume crime. However, it was of the view that 
refusing some casework was necessary in order to continue to provide a high quality DNA analysis service 
in relation to serious crime. NSW Police did not support this proposal. We understand that it has not been 
implemented, but that it remains under consideration by DAL, should the laboratory’s funding not increase.1030 

•  Closing one of its six laboratories. DAL is extremely reluctant to close one of the serious crime labs, but has 
considered closing a high volume crime lab. We understand that at this stage, no labs have been closed, but 
again, the proposal remains under consideration.

•  Introducing robotics to speed up DNA analysis, as some forensic laboratories in other jurisdictions have done. 
DAL is of the view that moving to robotics at this stage would not significantly improve turnaround times, as the 
delay is usually in the examination of the item, location of biological material on it and interpretation of evidence 
after profiles are generated, none of which can at this time be done through automation.

10.7.12.1. DNA Liaison Unit

In September 2004, NSW Police set up a DNA Liaison Unit on the premises at DAL. The purpose of the unit was 
twofold – firstly, to remove unnecessary casework from the system, by culling items in the backlog which no longer 
required analysis. They did this by checking the status of each case on COPS, and where necessary contacting 
investigating officers directly. This resulted in 527 cases (comprising 1,616 crime scene samples) being culled. 
Cases were culled where the exhibits submitted were of little evidentiary value, where there was enough other 
evidence for the matter to go to court without any DNA evidence, or where the case had already been resolved. 
At least half the backlog of sexual assault cases could be removed, because they had either been resolved, or 
consent became the issue at trial and DNA analysis would have little relevance.1031 We understand that not all items in 
the backlog were reviewed during the trial period. NSW Police has estimated that if the entire backlog were reviewed, 
up to 10,000 items could be culled.1032 In July 2004 after review of the backlog FSG estimated that 39 per cent of the 
backlog no longer required analysis.1033

Secondly, the DNA Liaison Unit screened casework coming in, to ensure that only suitable items were submitted 
for DNA analysis. DAL reported that while this reduced the number of items being submitted by up to 16 per cent, 
the number of items submitted was still well over the number submitted in the same period the previous year. This 
suggests that having dedicated police officers vetting items submitted for analysis will not necessarily offset the large 
increase in the overall number of items being put forward for DNA analysis. 

The Liaison Unit was initially set up as a trial but NSW Police has since advised that it has made an ongoing 
commitment with DAL to continue to staff this unit.1034 FSG has proposed to assess the remainder of the backlog to 
cull any cases which have been resolved or discontinued.1035 DAL has advised that even when a case is deemed 
active, unless the evidence is likely to be of significant probative value, DAL will cull the case and return the exhibits to 
NSW Police.1036

DAL has emphasised the need for the laboratory to remain independent from NSW Police, and has expressed 
concern about the DNA Liaison Unit, which is staffed by police, being physically located at DAL. In particular, DAL is 
concerned about becoming too involved in the management of criminal investigations. 

Given the difficulties faced by the laboratory, and what appears to be some good success in removing unnecessary 
work, the continuation of the liaison unit until the backlog project is finalised appears sensible. Provided any concerns 
about DAL’s independence are adequately addressed in both physical conditions and work protocols, we are of the 
view that it should be permitted to complete the backlog task. This issue may be one the DNA Advisory Committee 
may want to consider. In addition, it is a measure that could be considered as part of the recommended review of the 
outsourcing trial outlined below.

10.7.12.2. New Forensic Science Services Branch 

The NSW Government announced in March 2005 that it will provide $26 million for a new forensic science centre, 
which will amalgamate a number of existing forensic services within NSW Police into one central branch. It will 
examine, prioritise and analyse crime scene exhibits. However, it will not conduct any DNA analysis – this will still be 
done by DAL. 
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The funding will be used to create 147 new forensic officer positions, in addition to the existing 345 scene of crime 
officers. NSW Police has explained that only 75 of these will be scene of crime officers; the rest will be photographers, 
vehicle inspectors and other specialist forensic officers. Further, some of the new positions will do forensic work which 
is currently being performed by general duties police officers. For these reasons it is likely that more exhibits will be 
sent to DAL, but not the equivalent of 147 new members of staff collecting exhibits from crime scenes.1037 

In the media release about the new funding, the Minister for Police, the Hon Carl Scully MP, stated:

There are a number of [DNA] cases that are backlogged and we will deal with it. Understandably the demand 
for DNA analysis and DNA evidence has been great over the years and that’s why there is a backlog. Part of this 
initiative will contribute to narrowing that backlog.1038

We understand that none of the funding is going directly to DAL. NSW Police anticipates that DAL will benefit 
indirectly, as the new Forensic Science Services Branch (FSSB) will assess all casework submitted for DNA analysis. 
The FSSB will filter out any unnecessary casework and determine whether the sample should be given any priority. 
The assessment will be based on factors such as the seriousness of the offence; whether analysis will be simple or 
complex; whether the defendant has been refused bail; and whether the evidence is crucial to the prosecution. NSW 
Police anticipates this will greatly improve the management of crime scene samples sent to DAL:

By establishing the FSSB as a focal point for all NSW Police forensic exhibits, the quality of exhibits forwarded 
for further analysis will be greatly enhanced. It will also triage exhibits so that only the best and most evidentially 
meaningful samples are forwarded to DAL. This will greatly reduce the amount of unnecessary exhibits being 
received at DAL and allow them to better concentrate their resources on DNA analysis and examination of 
backlog items.1039

However, we note that with significantly more scene of crime officers gathering evidence, there will likely be even more 
crime scene samples put forward for DNA analysis. It is not clear at this stage whether having the new forensic branch 
screen all samples submitted will reduce the amount of casework DAL ultimately has to examine. As noted above, 
DAL currently only examines about two thirds of the items submitted for analysis.1040 It is in the interest of investigating 
police to have more rather than fewer items examined, and (as DAL has pointed out) it is not clear how having NSW 
Police acting as a gatekeeper would be any more effective in restricting the overall amount of casework received.

10.7.12.3. Outsourcing trial 

Until recently, DAL was the only laboratory accredited to conduct DNA analysis for NSW Police. However, NSW 
Police is embarking on a three month, $1.5m trial outsourcing some DNA analysis to a private laboratory, Genetic 
Technologies Corporation Pty Limited. 

All straightforward, high volume crime scene samples collected during the trial period will be sent to Genetic 
Technologies for analysis rather than DAL. However, any complex volume crime scene samples will generally be 
sent to DAL for analysis.1041 Genetic Technologies will also provide reports for court proceedings, and analyse 
person samples taken to confirm cold links.1042 We understand that DAL will remain the only agency with access to 
the DNA database. Genetic Technologies will provide DNA profiles to DAL, and DAL will then upload them onto the 
database.1043 

During the trial DAL should be free to work on backlogged crime scene samples as most of the incoming crime scene 
samples collected during the trial period will be sent elsewhere for analysis.1044 NSW Police has advised that a further 
reason for conducting the trial is because outsourcing is being used in some other Australian jurisdictions. DAL has 
advised, however, that Queensland is the only other jurisdiction in Australia which is outsourcing DNA analysis, and 
that funding has been allocated specifically to outsource the backlogged samples.1045 

Before the trial began, DAL expressed the view that outsourcing is inappropriate, and will not result in any significant 
savings in time or money, as it would only be the simple samples which are outsourced, which DAL turns around 
quickly anyway.1046 DAL expressed frustration that it was not able to tender for the job and argued that the funding 
allocated to the outsourcing trial would be better spent at DAL, where there is a clear need for further funding, and 
systems and processes have already been established.1047 Further, there are implications for ensuring the chain of 
evidence is maintained, and in requiring staff from a private laboratory to give evidence in court. 

The trial will run between May and August 2006 and is being oversighted by a steering committee, with 
representatives from DAL, the Attorney General’s Department, NSW Police and the Police Ministry.1048 It is also being 
evaluated by a New Zealand laboratory, Environmental Science and Research Limited, which will provide a report to 
Cabinet for consideration.1049 
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10.7.12.4. Case conferencing

We understand that NSW Police is also considering case conferencing, where DAL, FSG and investigating police 
meet to discuss and agree on a forensic strategy for each complex case received.1050 There is some merit in this 
approach, however it is not clear in how many of the thousands of cases submitted to DAL each year this would 
occur. Given that DAL’s resources are already stretched, this proposal may not be realistic. 

While case conferencing may enable DAL to ensure investigating police have clear expectations about what forensic 
analysis is possible, it may also compromise DAL’s independence from the law enforcement agencies. This issue 
would need to be considered prior to case conferencing being introduced.

10.8. The future of DNA analysis in New South Wales 
It is clear that while DAL is achieving some good results, there are significant problems with the DNA analysis service 
it provides to NSW Police. In particular:

• DAL is unable to process the amount of DNA casework submitted by NSW Police

•  DAL cannot provide DNA analysis results in some cases, including some serious offences, in a reasonable 
timeframe

• the capacity to analyse crime scene samples from serious ‘old’ unsolved crimes is very limited

• there is an unknown amount of inaccurate information on the DNA database system

• DAL needs a better system for tracking samples from receipt through to destruction, and 

• DAL could improve the way it measures and reports on outcomes. 

We acknowledge that DAL has made significant efforts to improve its service delivery, and that many of the factors 
contributing to the situation are beyond DAL’s control. We also note that the new procedures proposed by NSW 
Police, including screening all crime scene samples prior to submission, have the potential to lead to improvements 
in the system. 

However, there are significant risks associated with the service DAL is currently providing. While DAL continues to 
receive more casework than it can process, exhibits (including some with significant probative value) will continue to 
remain unexamined. This negates some aspects of the Act, including the requirement that DNA samples can only 
be taken from suspects where this is likely to confirm or disprove the suspect committed an offence, if the relevant 
crime scene evidence cannot be examined prior to the retention period expiring. In addition, the risk of contamination 
increases and the use of the database as an intelligence tool is hampered. It appears that DAL cannot significantly 
improve its DNA analysis service without additional resources. 

10.8.1. Preferred model for the DNA analysis service 

NSW Police’s preference is for DAL to maintain the DNA database and remain the principal service provider in DNA 
analysis, while some simple analysis is outsourced to a private laboratory and some of the preliminary examination of 
crime scene samples is conducted within NSW Police, in the new forensic service centre. 

DAL’s preference, on the other hand, is for a single, independent, adequately funded DNA analysis service. It also 
appears DAL supports direct funding rather than a fee for service model, on the basis that it provides a quality service 
including ongoing research and development, rather than simply providing the cheapest testing.1051 

The proposal for a DNA analysis service that is not only financially independent but also self-governing provides the 
community with greater confidence in the justice system and the legitimacy of the analysis results provided. This is the 
approach adopted by a number of other jurisdictions, such as New Zealand’s Environmental Science and Research 
Limited (ESR) and the United Kingdom’s Forensic Science Service (FSS). Both of these agencies are self-funded 
organisations that have entered into contracts with their relevant police forces to provide analysis services. 

Whilst New South Wales at this stage has a forensic service separate from NSW Police, the proposal by NSW Police 
to have some in-house analysis and examination of crime scene samples would be inconsistent with current trends. A 
recent report by the Law Reform Commission of Ireland recommended the establishment of an independent statutory 
body that would incorporate the Forensic Science Laboratory and the DNA database in one agency, which would be 
governed by a board of representatives such as:
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• representatives from human rights organisations

• forensic experts who are independent of both the Forensic Science Laboratory and the government

• representatives with experience in data protection

• police representatives, and 

• representatives from the DNA profiling laboratory.1052 

This model is also being considered in Victoria, where the Law Reform Committee has recommended that a 
separate forensic service that is “autonomous in its operations and accessible to prosecution and defence”1053 
should be established. The Committee further recommended that the independent service should be managed by 
an independent board made up of representatives from the client groups, and that it should be accountable through 
annual reporting to Parliament, be at arm’s length from its major clients, and be funded by a body or department 
separate from Victoria Police. 1054

The NSW Standing Committee on Law and Justice in its review of the Act has made similar recommendations 
for the development of a State Institute of Forensic Sciences. This Institute, if developed, would be responsible 
for the management of the use of technology in criminal investigations and prosecutions.1055 The development 
of this Institute has also been raised by the Public Accounts Committee’s Inquiry into Court waiting times, which 
recommended:

•  As a matter of urgency, the establishment of a State Institute of Forensic Science be considered by the State 
Institute of Forensic Services Committee, and

•  The Division of Analytic Laboratories (or a State Institute of Forensic Services) should be part of the Justice 
System Information Sharing project.1056

The current proposal to outsource some DNA services provides a further opportunity to consider these issues, 
especially in analysing issues of independence, and the outcomes of any trial as against enhanced funding to DAL. 
In our draft report, we made a preliminary recommendation that the DNA Advisory Committee and/or the Attorney 
General’s working group participate in any review of the outsourcing trial, and that this review should properly 
consider, in addition to the specific outcomes of the trial, the broader question of the long term position of DNA 
analysis services in New South Wales, including issues of funding, independence, and research and development. 

The outsourcing trial has progressed since we made our preliminary recommendation, and is being scrutinised 
through the following mechanisms:1057

•  a steering committee, with representatives from DAL, the Attorney General’s Department, NSW Police and the 
Police Ministry will oversight the trial 

•  the DNA Advisory Committee is monitoring the trial, and 

•  the New Zealand laboratory, Environmental Science and Research Limited, will conduct an independent 
evaluation of the trial and will report to Cabinet at the end of the trial.1058

The outsourcing trial presents a good opportunity to consider the broader question of the long term position of DNA 
analysis services in New South Wales and we recommend that Cabinet consider these issues in its response to the 
independent evaluation report. 

Recommendation 78

 Cabinet consider, in addition to the specific outcomes of the DNA outsourcing trial, the broader question of the 
long term position of DNA analysis services in NSW, including issues of funding, independence, and research 
and development. 

Recommendation 79

The Parliament give further consideration to the recommendations of the NSW Standing Committee on Law 
and Justice and the Public Accounts Committee regarding the establishment of an independent State Institute 
of Forensic Sciences.
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In response to our draft recommendations, NSW Health reiterated that it supports a financially independent DNA 
analysis service which is funded according to the nature and volume of the services provided. It also supports 
a separation between the DNA analysis service and NSW Police.1059 NSW Police advised that it supports 
recommendation 79 in principle, and noted that the DNA Advisory Committee is currently considering the 
establishment of an Institute of Forensic Sciences.1060 

10.9. Interstate enforcement and CrimTrac 
Part 12 of the Act deals with interstate enforcement of forensic procedure laws. It provides that the Attorney General 
may enter into arrangements with the responsible Minister in other Australian states and territories, so that police 
officers in New South Wales can conduct forensic procedures on behalf of police forces in other jurisdictions; and 
so information on the New South Wales DNA database can be shared with other jurisdictions.1061

To enter into an agreement, the participating jurisdiction must have a “corresponding law.” Every Australian state and 
territory now has laws corresponding to the New South Wales Act.1062 However, the only arrangement New South 
Wales has entered into is with the Commonwealth. This enables DNA profiles on the New South Wales DNA database 
to be transferred to the national database, but the information can only be accessed by the Commonwealth, not by 
any of the other states or territories. 

Some other jurisdictions have arranged to share information obtained through forensic procedures. In mid 2005, 
Queensland and Western Australia uploaded their DNA data onto the national database, and can now search each 
other’s data for possible links. Comparing the 60,000 West Australian profiles with the 66,000 Queensland profiles 
reportedly resulted in over a hundred links.1063 This has reportedly prompted Queensland to enter into negotiations 
with the Northern Territory, South Australia, Tasmania and the ACT to develop agreements with these states for sharing 
information obtained through forensic procedures.1064

10.9.1. CrimTrac

The CrimTrac Agency was established in July 2000 as a national policing initiative. It plays a coordination and support 
role to police forces around Australia. It manages several national databases, including the National Automated 
Fingerprint Identification System, National Criminal Investigation DNA Database, National Criminal History Record 
Checking, National Handgun Buyback Support System, Minimum Nationwide Person Profile and National Child 
Offender Register.1065

As discussed at 3.2, the National Criminal Investigation DNA Database (NCIDD) is essentially inoperative because 
the relevant Ministers have not entered into arrangements to share information obtained through forensic procedures 
with other states and territories. We understand negotiations have been hampered because of differences in the laws 
governing the circumstances in which DNA can be taken, and what it can be used for. 

If fully operational, the NCIDD would contain DNA profiles from convicted offenders, unsolved crime scenes suspects 
and some volunteers, from each of the Australian states and territories. This would allow police forces around 
Australia to identify suspects, and link crime scenes, in much the same way as the New South Wales DNA database 
works. It would not replace state and territory databases, but would facilitate the investigation of crime in border 
areas, and crimes where offenders have moved interstate. 

The national database has privacy and legal safeguards built in and would operate in accordance with relevant 
Commonwealth, state and territory legislation governing the collection and matching of DNA profiles. Each state and 
territory would provide DNA profiles for the database and these would be removed from the database in accordance 
with destruction dates notified by the jurisdictions. 

Other safeguards within the national database include the requirement to remove the identities of persons who have 
supplied samples for DNA profiling. The only information available on the database will be the numeric representation 
of the DNA profile provided by the state or territory. CrimTrac explained:

Identity fields will be removed from records before they are transmitted to the national DNA database. Only 
State and Territory forensic laboratories supplying the DNA profiles will know the identities of the providers of the 
profiles. So, when a sample profile is matched to a crime scene profile on the database, the CrimTrac Agency 
will not have access to identity details.1066

We sought information from CrimTrac on their role in managing the operation of the national DNA and fingerprint 
databases. We also asked how many DNA profiles and prints have been provided by participating states. CrimTrac 
advised it was unable to provide this information. We understand, however, that DAL has so far submitted only one 
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large batch of serious indictable offender profiles to the national DNA database. There are currently no arrangements 
in place for regular transfer of profiles to the national database. NSW Police anticipates that should the database 
become operative at a national level, it would transfer the profiles from the suspects index, volunteer (unlimited 
purposes) index and crime scenes index, as well as the new profiles from the convicted offender index, to the national 
database. NSW Police has advised that it is not clear whether profiles from the volunteers (limited purposes) index 
would be transferred. Our strong view is that profiles obtained from volunteers for limited purpose should not be 
transferred. 

NSW Police in its submission to this review argued strongly that the Act should be amended to allow for the exchange 
of all legally obtained DNA profiles between New South Wales and other states and territories. NSW Police also 
suggested that mutual recognition legislation could be extended to facilitate the sharing of forensic information with 
certain overseas jurisdictions. DAL has also expressed frustration at the lack of interstate enforcement arrangements, 
arguing that the models proposed so far are too restrictive.1067

Recommendation 80

The Attorney General and NSW Police take all necessary steps to permit the sharing of appropriate unlimited 
purpose volunteer, suspect and serious indictable offender DNA profiles via the National Criminal Investigation 
DNA Database (NCIDD).

NSW Police supports this recommendation.1068 The Attorney General’s Department advised that rolling out the 
national DNA database is a very high priority.1069
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Chapter 11. Accuracy of DNA records
DAL is responsible for the creation and day to day maintenance of the DNA database, including uploading profiles 
onto the database, deleting profiles and generating links through the comparison of new profiles with those already 
on the database. NSW Police does not have access to the DNA database. It submits DNA samples to DAL and 
receives advice from DAL as to any links. However, NSW Police does keep records of forensic procedures on its 
computer system, and relies on these records when taking action in relation to advice from DAL that DNA links have 
been made. 

This chapter discusses the accuracy of DNA records on the DNA database and the NSW Police computer system, 
and the implications of inaccurate information being retained on these systems. 

11.1. Accuracy of information on the DNA database 

11.1.1. Identification of samples 

We have previously described our audit of forensic procedures (see 10.1.1). We provided DAL with a list of 180 
forensic procedures conducted by police, including records of the station where the procedure was conducted, the 
type of procedure, the DNA sample bag number and barcode.1070 We asked DAL for details such as the person’s 
name and status (i.e. suspect, volunteer, convicted offender or victim), to see whether the records held by NSW Police 
and by DAL were consistent. 

Some of these procedures DAL was unable to identify because the sample had been destroyed or because the 
procedure was of a type other than a buccal swab or hair sample. However, there were 13 procedures conducted 
which DAL could not identify, although the information available from police suggests that they should have been 
received at DAL. 

We provided DAL with additional details for these procedures, including name of the person who provided the 
sample, the person’s Central Names Index (CNI) number, the date of the procedure and the FS number (where 
known). We asked DAL to provided advice as to whether it had in fact received these samples, and if so, the date of 
receipt, and whether the records DAL has of the person’s name, type of procedure, sample bag number and barcode 
are the same as those held by police.

Of the 13 procedures, DAL identified five of these with the additional information. The remaining eight still could not 
be identified. DAL explained that it was possible that some of these samples may have been deleted and without the 
correct barcode from NSW Police they would be unable to detect this.

11.1.2. Discrepancies between records held by NSW Police and DAL 

11.1.2.1. Bag numbers and barcodes 

On reviewing DAL’s first response, we identified some discrepancies between the information held by NSW Police and 
the information provided in DAL’s response: 

•  For two procedures, we found that the sample bag number, name and/or type of procedure provided by DAL 
differed from the information provided by police. 

• For 15 procedures, the bag number DAL provided was different from the bag number provided by police 

 - in seven of these it appeared that the DAL records were correct and the police records were wrong. 

 - in four, it appeared the police records were correct and the DAL records were wrong. 

 -  the remaining four we were unable to determine from the information available which of the records were 
correct.

We asked for advice as to why the DAL and police records may be different. We also asked DAL why there may be 
inaccuracies in its records of sample bag numbers and the consequence, if any, of this. DAL advised that: 

The only valid identifier is the sample barcode and possibly the person’s name. Our experience is that other 
details such as bag barcode from the Police system are not as reliable for identifying samples... Bag barcodes 
are more prone to transcription problems and we would not identify a sample that way without checking other 
details such as the name.1071
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DAL confirmed that its records were correct for the barcode numbers provided from our audit of police records on 
COPS.1072 The barcode numbers on COPS matched the names provided by DAL. This meant that police had entered 
the wrong barcode numbers onto COPS, and we had passed this incorrect information onto DAL. 

DAL uses a scanner to read sample barcodes and bag barcodes, and for this reason the DAL records are more likely to 
be accurate than the NSW Police records, which rely on individual officers manually entering the numbers into COPS. 

The only information DAL enters manually onto the DNA database is the person’s name, date of birth and any other 
information included on the sample information form. DAL also cross checks the information on the database against 
the sample information form once it has been entered. 

11.1.2.2. Names 

It is important that the DNA profiles on the database have the correct identifying information. If a profile has the wrong 
name with it, this may mean that another person – who may or may not have had a DNA sample taken by police 
– may have a DNA profile stored on the database under his or her name. In the event of a link, that person may be 
investigated by police unnecessarily. 

On comparing the records held by NSW Police and the records held by DAL, we also identified some discrepancies 
between the names of people who had provided DNA samples. For nine procedures, we found that the name DAL 
provided was an alias. For another six procedures, we found that the name DAL provided was spelled differently from 
the name provided by police. We asked DAL to describe the arrangements in place for recording the names of people 
who provide DNA samples to DAL, including whether DAL checks whether the name is an alias, and whether the 
name is spelled correctly. 

DAL explained that the information stored on the DNA database is taken from the sample information form completed 
by the police officer conducting the forensic procedure. DAL checked its records against the sample information 
form for each of the procedures we identified where the name recorded was an alias or was spelled differently. DAL 
found that in one case it had transcribed the person’s name incorrectly, and has since corrected this. For the other 14 
procedures, the information on the database matched the information provided by police on the sample information 
form. That is, there was no error on the part of DAL. 

DAL also advised that if the sample information form is incomplete or appears to be incorrect, it seeks clarification 
from FPIT. However, in most cases DAL will not know whether the information accompanying the sample is correct 
or not. 

DAL may be alerted to inaccuracies on the DNA database where two profiles match, but have different identifying 
information, such as the name or date of birth. Where this occurs, DAL asks FPIT to ascertain the correct details. 
This may happen, for example, where DNA obtained from a crime scene matches multiple profiles on the suspect 
database, and those profiles have different names. However, as discussed above, the prohibition on matching 
suspect samples against the suspects index means that discrepancies in the identifying information of suspects 
cannot be detected this way.

Although permitted suspect-suspect matching would enable DAL to identify and rectify some of the incorrect 
information on the DNA database, this would not identify errors where the person’s profile appears only once on the 
database (or appears more than once, but with the same mistakes each time). 

11.1.2.3. Status of person providing sample 

Through our comparison of records held by NSW Police and records held by DAL, we also identified some 
discrepancies in the status of the person who had provided the DNA sample. 

Of the 180 forensic procedures included in our audit, police records indicated that 166 were conducted on suspects 
and 14 were on volunteers. 

Of the 166 suspect samples, 59 of these were converted by DAL to convicted offender profiles as the person has 
subsequently been convicted of the offence in relation to which the DNA sample was taken. A further 67 were still 
recorded as suspects. The rest had either been destroyed or DAL could not identify them. 

Of the 14 volunteer samples, DAL had eight recorded as volunteers, five as victims and one could not be identified. 

Again, DAL relies on the information provided by NSW Police when deciding which index of the database a person’s 
profile should be recorded in. In some cases, DAL may correct the status if it appears from the circumstances it is 
incorrect (for example, where a victim has been recorded as a volunteer). However, in most cases DAL will have to 
rely on the advice of the officer who conducted the forensic procedure, who may not have a good understanding of 
the different legislative categories. 
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11.1.3. Implications of having inaccurate information on the DNA database

It is of concern that in our small audit sample – 180 out of almost 10,000 forensic procedures conducted on suspects 
and volunteers during the review period1073 – we identified so many discrepancies between the information held by 
NSW Police and the information on the DNA database. 

In our view, there is an inherent public interest in the information on the New South Wales DNA database system being 
correct. There is also an interest in personal information held by different government agencies being consistent. DAL 
is obliged, under section 16 of the Privacy and Personal Information Protection Act 1998, to take reasonable steps to 
ensure the personal information it receives from NSW Police is accurate, before using it: 

A public sector agency that holds personal information must not use the information without taking such steps 
as are reasonable in the circumstances to ensure that, having regard to the purpose for which the information is 
proposed to be used, the information is... accurate.1074

Further, as discussed above, having incorrect details attached to a profile may result in a person being investigated 
by police unnecessarily. 

In our statement of provisional findings, we argued that a better mechanism for ensuring the information on the DNA 
database is accurate is clearly needed. Given that DAL can only rely on the information provided by police on the 
handwritten sample information form, and has no way of verifying whether the information is correct, it appears the 
only way to ensure the information on the database is correct is through auditing. For example, DAL could provide 
FPIT with a list of the profiles added to the database each month, and FPIT could check that the information on the 
database is correct, including the person’s name, date of birth and status for the purposes of the Act. Ideally, this 
should occur prior to the profile being matched against any of the other indexes on the database. 

DAL commented that auditing every sample submitted would be a huge task, and that it is really the responsibility of 
NSW Police to ensure the information is correct before passing it onto the laboratory.1075 Further, DAL is reluctant to 
change information once it is on the database, being the information contained in the official record accompanying 
the sample to the laboratory.1076 

FSG argued that the information on the database could be improved with a better IT system, such as the model 
used in Queensland, where the same information goes from police to the laboratory and back to police again. The 
analysis result can be seen by both the laboratory and the police investigator. The information is not changed but any 
additional information, such as details of any aliases, is available.

In light of our audit results, there is a clear need for a better mechanism for ensuring the information on the DNA 
database is accurate. One aspect of a comprehensive response to this issue is a better IT system, including 
appropriate arrangements for information to be shared, but this is likely to take some years to develop. Our view is 
that an audit system should be set up in the meantime, to ensure that the information going onto the DNA database is 
accurate.

In our report on the DNA sampling of convicted offenders, we made a recommendation that the Attorney General 
consider implementing recommendations 15 to 20 from the Commonwealth Independent Review of Part 1D of the 
Crimes Act 1914.1077 These recommendations relate to:

• the internal auditing of systems and procedures relating to DNA sampling

• agreement between accountability bodies on complaint handling over more than one jurisdiction

•  inclusion in annual reports of external audits of state held records that are included on the National Criminal 
Investigation DNA Database (NCIDD)

• allocation of sufficient resources to law enforcement, forensic laboratories and accountability bodies, and 

• adoption of the recommendations arising from the preliminary audit of the NCIDD.

We continue to support this recommendation and reiterate the need for accurate and timely recording of 
information about forensic procedures and regular auditing to ensure continued confidence in the use of DNA for 
criminal investigations. In addition, there are issues around the destruction of samples discussed in chapter 14 
of the report which further reinforce the need for appropriate auditing procedures. To aid in the adoption of these 
recommendations, further consideration needs to be given to how accountability bodies in New South Wales, such 
as the NSW Ombudsman, the Police Integrity Commission and NSW Privacy, can be effective in managing the audits 
and complaint handling across jurisdictions.
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Recommendation 81

An audit process be established between DAL and FPIT to ensure the information on the database is correct, 
including that DNA profiles are identified by a person’s real name and not an alias.

NSW Police supports this recommendation in part, commenting that while auditing would be beneficial to database 
accuracy, the use of aliases “should not affect the correct identification of persons through database matching.”1078 
However, NSW Health questioned whether an audit process would be worthwhile, given the resources required:

It would deliver very little benefit because the person’s name or alias is almost irrelevant on the database. The 
DNA profile itself is the crucial identifier that is relevant, not the person’s name or the use of an alias. Once a link 
is obtained to apparently more than one person with different particulars FPIT is notified and asked whether it is 
the same person or not. 

The key to ensure that the correct person has been entered onto the database is to ensure that the barcode 
is correct. Since this is done through a barcode reader transcription errors are minimised. DAL attempts 
at all times to ensure that the data on the sample information form that accompanies the person sample is 
transcribed correctly to its database. However, differences in detail will not affect the reliability or accuracy of 
links provided the barcode is the same and the other details are then checked. it is, however, considered that 
IT functionality of the NSW Police should be improved so that details from the Sample Information Sheet can be 
directly downloaded to DAL. This would mean that the details that the NSW Police supply would be absolutely 
consistent at DAL. 

Thus at present Health considers that the benefits of an audit process would not justify the considerable cost 
involved.1079 

The Attorney General’s Department commented: 

In order to maintain both the appearance and reality of DAL as an independent body responsible for the NSW 
DNA database, any audit process would need to be carefully constructed to ensure that no central officer within 
NSW Police was seen to have carte blanche access to all of the information on the database.1080

Recommendation 82

The NSW Attorney General consider implementing, and/or facilitating the implementation of, recommendations 
15 to 20 made by the Commonwealth Independent Review as they relate to the functions of the NSW 
Government. It is also recommended that:

 a.  The Crimes (Forensic Procedures) Act 2000 be amended to enable the implementation of 
recommendations 15-20 made by the Commonwealth Independent Review as they relate to NSW

 b.  The NSW Parliament consider establishing a scheme similar to that in the Law Enforcement (Controlled 
Operations) Act 1997 and the Telecommunications (Interception) (NSW) Act 1987, to regulate external 
audits of records relating to forensic material obtained under the Crimes (Forensic Procedures) 
Act 2000.

NSW Police supports this recommendation.1081 The Attorney General’s Department supports the recommendation but 
commented its implementation requires consideration of resource issues.1082

11.2. Accuracy of DNA records in the police system 
As explained above, NSW Police does not have access to the DNA database. It submits DNA samples to DAL and 
receives advice from DAL as to any links. However, NSW Police does keep records of forensic procedures on its 
computer system, and relies on these records when taking action in relation to advice from DAL that DNA links have 
been made. This means that, even if the information on the DNA database is correct, errors in police records of 
forensic procedures can lead to action being taken against the wrong person. 
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11.2.1. Moving forensic procedure records from one CNI number to another 

When police officers take a DNA sample, they should record details of the procedure on COPS. The record should 
include the date, location and the name of the person providing the sample.1083 The record of the forensic procedure 
is linked to the person’s Central Names Index (CNI) number, which is supposed to be a unique identifier on the police 
computer system. 

Police officers have the capacity to move certain records from one person’s CNI number to another. For example, 
police may issue a court attendance notice to a person in the field. Because police officers do not currently have the 
capacity to take fingerprints in the field, they may not be able to verify the person’s identity on the spot. If the person 
uses an alias, police may record the details of the court attendance notice against the wrong person’s CNI number. 
Police need the capacity to move certain records on COPS, so they can correct errors such as these.

Police also have the capacity to ‘link’ records, to remove duplicates from the system. For instance, a person may 
already have a CNI number from previous contact with police. If police question the person in the field and the person 
gives particulars which differ from those already on the police computer system, police will give the person a new CNI 
number. If they subsequently find that the two records belong to the same person, they will rectify the data by ‘linking’ 
the two CNI numbers. It is part of the role of police intelligence officers to improve data quality on COPS by linking 
duplicate CNI numbers in this way. 

The danger of this process, though, is that police officers may link CNI numbers which do not in fact belong to the 
same person. We are aware of at least 13 occasions where a police officer has incorrectly assumed that two people 
are one and, as a result, a forensic procedure record has been moved onto the wrong person’s CNI number. For 11 
of these, it appears no action was taken against the wrong person. However, on the other two occasions, the wrong 
person was charged and, in one case, convicted. Details of these matters are set out below. 

Case Study 74

In 2002, an unknown offender broke into two cars and stole some property. Police investigating the incident 
took swabs from the cars. DAL analysed the swabs and advised police that a DNA profile derived from the 
swabs matched the DNA profile of Person A. Person A had provided a DNA sample to police in 2001 as a 
suspect in a robbery incident and his profile had been retained on the DNA database. 

In 2003, a police officer linked the CNI numbers of Person A and Person B, in the mistaken belief that they were 
the same person. 

In 2004, police arrested and charged Person B with the 2002 break, enter and steal offence, based on the DNA 
evidence. As there were two outstanding warrants against Person A, for shoplifting and self administering a 
prohibited drug, Person B was charged with these offences too. At the time of charging, police took Person B’s 
fingerprints again. Livescan, which uses digital technology to verify a person’s identity on the spot, produced a 
warning indicating that the prints submitted were not those of Person A. However, it appears police did not take 
any action in response to this information. 

At the time of charging, police took a further DNA sample, in line with current policy to confirm all cold links with 
a subsequent sample. DAL received this sample the following day and finalised its analysis approximately six 
weeks later. DAL found that the suspect’s DNA profile did not match the DNA profile obtained from the crime 
scene, and notified NSW Police of this. It is not clear what NSW Police did with this information as 12 months 
later, Person B was convicted and received a custodial sentence for the offences. 

NSW Police is still investigating this matter. The officer who made the erroneous link in 2003 has said it was 
an honest mistake. He never received any formal intelligence training and was taught how to link CNI numbers

by somebody he worked with. He said he made the link at the request of another officer, although it was his 
usual practice to satisfy himself of the validity of a request before making a link. It is not clear how the wrong 
person was charged, as it should have been apparent to police at the time of charging that they had the wrong 
person. This part of the complaint is currently under investigation. 

NSW Police has advised that it will seek to have Person B’s wrongful convictions annulled.1084
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Case Study 75

An unknown offender broke into a house and stole a laptop, camera and some jewellery. Police seized a blood 
stained shirt left at the scene, which did not belong to the occupant. DNA analysis indicated that the profile on 
the shirt was the same as a profile already on the DNA database. 

Police arrested and charged the suspect, who “was adamant that he had not committed the offence” and “was 
unhappy that he was charged in relation to it.”1085 He was denied bail and was held on remand awaiting trial. 

In accordance with current policy, investigating police took a further DNA sample from the suspect at the 
time of the arrest. Three weeks later, DAL advised NSW Police that the profile obtained from the suspect on 
arrest did not match the profile obtained from the crime scene. The charge was withdrawn and the suspect 
was released from custody the following day. NSW Police subsequently charged the correct person with the 
offence.

Again, it appears this error occurred because a police officer erroneously moved forensic procedure records 
from one person’s CNI number to another.1086 

Given the public interest in the accuracy of DNA records on the police computer system, and the clear criminal justice 
interests at stake, we decided to monitor the police investigation of these matters. We asked for advice as to: 

1) how NSW Police intends to identify whether any other CNI numbers have been linked erroneously 

2)  what action NSW Police is going to take in relation to any erroneous linking of CNI numbers which is found to 
have occurred 

3) who has the authority to link CNI numbers

4) what information is required before CNI numbers can be linked, and 

5) whether the current arrangements are adequate.

NSW Police has set up a working group to deal with these issues. It is not clear yet how NSW Police intends to identify 
how widespread this problem is, or how the system can be fixed to prevent it happening again. However, the working 
group appears to be considering the following:1087 

•  Conducting an audit of COPS records to identify where forensic procedure records have been moved from one 
CNI to another, and reviewing each decision to check it was correct. The working group is currently considering 
the feasibility of this option. 

•  Limiting who can move forensic procedure records from one person’s CNI to another. At the moment, most 
police officers can perform this function, although they may not have received appropriate training, and may 
not understand the implications of their actions. One option is to restrict this function to a small group of 
appropriately trained officers, such as FPIT. 

•  Removing the ‘link all’ option from COPS. At the moment, a police officer who decides to move a record from one 
person’s CNI to another has the option of moving all non-fingerprinted records to the new CNI, without reviewing 
each record to determine whose CNI it should actually be attached to. Removing the ‘link all’ option would 
prompt officers to consider each record before moving it to another CNI, rather than moving them all 
at once. 

NSW Police is also conducting a Data Cleansing Project, which aims, among other things, to reduce the number of 
duplicate CNI numbers on the system. NSW Police is aware of the danger of erroneously linking the CNI numbers of 
different people: 

The business risk/benefit trade off is very complex in removing duplicates. Determining that two different CNIs 
refer to the same individual allows for improved police and community safety, and may increase apprehension 
rates. However, an incorrect judgement that two CNIs refer to the same individual may increase the chances of 
a false arrest. It is likely that the [proposed data cleansing] system would automate the process of finding likely 
duplicates, but would rely on uniformed Police to decide that they are almost certainly the same individual.1088

Given the potential implications of incorrect linking, we question whether police should be linking CNI numbers on the 
basis that they are “almost certainly” as opposed to definitely the same individual. While we support moves by NSW 
Police to improve data quality on COPS, we stress that strong safeguards are needed to ensure that records are only 
linked when they do in fact belong to the same person. 
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11.2.2. Comments 

The implications of police moving forensic procedure records onto the wrong person’s CNI number are very 
serious. Having forensic procedure details attached to the wrong person’s CNI number may result in a person 
being investigated by police unnecessarily. At worst, it can lead to a person being arrested, charged, convicted and 
sentenced for an offence he or she did not commit. 

At this stage, we are not aware how often these mistakes occur. One police officer we spoke to, who is responsible for 
untangling incorrectly linked COPS records, advised that incorrect CNI links are made on a daily or at least a weekly 
basis, although these links do not always involve forensic procedure records.1089 

We do know that on at least 13 occasions, forensic procedure records have been moved onto the wrong person’s 
record as a result of police officers incorrectly linking CNI numbers. On at least two occasions, the wrong person was 
charged; including one occasion where the wrong person was convicted and given a custodial sentence. It may well 
be there are other occasions where similar mistakes were made, which never came to light. For this reason, we urge 
NSW Police to audit all records where forensic procedure records have been linked to another CNI number, to check 
that the decision to make the link was sound. 

The arrangements in place for CNI linking, particularly in relation to forensic procedure records, are clearly 
inadequate. Most police officers are able to link CNI numbers, although they may not have received appropriate 
training, and may not understand the implications of incorrect linking. NSW Police does not have a policy or any 
business rules stipulating who may perform CNI linking, what training or experience is required, or what checks must 
be undertaken before two records can be linked. In our view there should be strict limits on who can perform CNI 
linking and when such links can be made. Stricter controls on CNI linking would improve data quality and reduce the 
risk of further mishaps, which would be beneficial both for police and the broader community. 

Recommendations 83

NSW Police conduct a comprehensive audit of COPS records to identify where forensic procedure records 
have been linked to a CNI number other than the original one, and check, on each occasion where this has 
occurred, that the decision to link the records was sound. 

Recommendations 84

NSW Police take immediate steps to prevent ordinary police officers from being able to alter forensic 
procedure records on COPS, and instead allow only a small group of appropriately trained officers, such as 
FPIT, to perform this function. 

Recommendations 85

NSW Police develop and implement business rules which specify who can perform CNI linking, what training is 
required, and what checks must be undertaken before two CNI numbers can be linked. These rules could be 
developed in conjunction with the NSW Police Data Cleansing Project. 

NSW Police advised that its Criminal Record Section staff have been instructed to link CNI numbers only where the 
records have matching fingerprints. NSW Police Business and Technology Services is also considering how to reduce 
the number of police officers who are permitted to link CNI numbers. One such proposal is that only police in certain 
positions (such as intelligence officers and crime coordinators) would be able to link CNI numbers.1090 
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Endnotes
1070  Where police records did not include the sample bag number or barcode, we provided the name of the person who provided the 

sample and the person’s CNI number.
1071 DAL response to Ombudsman investigation notice, 24 February 2005.
1072  DAL located one sample using the bag number provided on COPS, which was correct. The other sample was located using the name 

of the person, and it was found that police had switched the last two digits of the barcode number when entering it on COPS.
1073  According to the numbers provided by DAL in its response dated 24 February 2005, DAL received 9,530 DNA samples from suspects 

and volunteers during the review period – 8,699 from suspects, and 831 from volunteers (including profiles taken from 421 volunteers 
after Part 8 of the Act commenced and 410 prior to Part 8 commencing).

1074  We note that NSW Police is exempt from compliance with the information protection principles set out in the Privacy and Personal 
Information Protection Act 1998, except in relation to its administrative and educative functions: s 27.

1075 DAL comments on Ombudsman statement of provisional findings, 17 October 2005. 
1076 Discussion at meeting with representatives from NSW Police and DAL, 24 October 2005.
1077  NSW Ombudsman, The Forensic DNA Sampling of Serious Indictable Offenders under Part 7 of the Crimes (Forensic Procedures) Act 

2000, 2004 p. 206 to 207.
1078 NSW Police response to Ombudsman draft report, 2 June 2006. 
1079 NSW Health response to Ombudsman draft report, 7 June 2006. 
1080 Attorney General’s Department response to Ombudsman draft report, 5 May 2006. 
1081 NSW Police response to Ombudsman draft report, 2 June 2006. 
1082 Attorney General’s Department response to Ombudsman draft report, 5 May 2006. 
1083 We found problems with the quality of these records: see 4.2.8.2.
1084 This matter is also discussed at 15.3.2 (Complaint 2).
1085 NSW Police investigation report, 27 April 2006. 
1086 This case study was identified through our monitoring of Complaint 2, which is discussed at 15.3.2.
1087 Ombudsman observation of working group meetings, 7 March 2006 and 9 May 2006. 
1088 NSW Police Data Cleansing Project Business Case at paragraph 3.3.1.
1089 Discussion with police officer at working group meeting, 9 May 2006.
1090 NSW Police further response to Ombudsman draft report, 28 July 2006.
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Chapter 12. Contamination issues 
This chapter examines the measures in place to minimise and detect contamination, which is a very broad term, and 
covers many different situations. Contamination may be deliberate or accidental, and the transfer of forensic material 
may occur before, during or after the criminal incident being investigated occurs. 

Concern about contamination is one of the most widely held concerns about the use of DNA analysis in the 
investigation and prosecution of crime. As Justice Kirby has commented, effective procedures to minimise and detect 
contamination are essential: 

Given the likely devastating power of DNA evidence, it becomes doubly important to ensure the integrity of 
collection of samples and their transmission, storage, testing, reportage and preservation for the scrutiny of 
independent experts and, ultimately if need be, by the courts.1091 

The independent review of the Act on behalf of the Attorney General also foreshadowed the possibility that “with the 
ever-greater reliance placed upon DNA evidence by the police and prosecution, comes the very real risk that evidence 
of this kind may be fabricated or tampered with in order to meet burgeoning expectations.”1092

12.1. Contamination prior to examination of the crime scene 
Contamination of a crime scene prior to examination by law enforcement authorities can be deliberate or accidental. 

12.1.1. Planting of evidence 

Allegations of deliberate contamination of crime scenes by police officers are sometimes raised at trial. For example, 
in a sexual assault matter, R v MSK and MAK (2003), the accused argued that police had planted a condom 
containing his semen at the crime scene. He argued, “It is a fabricated condom, fabricated by police in order to make 
their case strong.” The prosecution showed the video of the search of the crime scene to the jury and in summing up, 
the judge commented that there was “not a crumb of evidence to suggest anything of the kind.”1093

We are not aware, through our monitoring activities, of any instances of deliberate contamination of crime scenes. 
However, some police officers expressed concern about DNA evidence being contested in court on the basis that 
other offenders or unscrupulous investigators may have deliberately deposited DNA samples, such as cigarette butts, 
hairs or bodily fluids at the crime scene. Others argued that this only emphasised the need for investigating police 
officers to corroborate forensic evidence with other evidence.1094 

Concern about deliberate contamination of crime scenes has also been expressed by some judges. Justice Kirby has 
commented that: 

The planting of evidence (“giving of presents”) has been a distinct problem for the criminal justice system in the 
past...[but] contamination or fabrication of evidence by officials is only part of the problem. The planting of false 
trails by criminals, designed to implicate others as suspects, cannot be ignored.1095

Justice Wood similarly commented that the possibility of DNA samples being used corruptly requires “vigilance on the 
part of police services, forensic experts, prosecutors and defence lawyers alike.”1096

There has also been some discussion about deliberate contamination of crime scenes by spraying a crime scene with 
DNA which has been amplified using similar technology to that used by forensic laboratories.1097

12.1.2. Adventitious or secondary transfer 

Unlike deliberate contamination, the term ‘adventitious transfer’ (or secondary transfer) describes the transmission 
of forensic material from a person who may not be associated with a crime, to the victim or crime scene, through 
ordinary interactions.1098 Everyone leaves behind tiny particles of DNA every day, just by breathing, talking, sneezing 
and shedding skin and hair. DNA can be transferred through interactions as brief as brushing against another person 
and leaving skin cells behind on that person. As forensic technology advances, and the sensitivity of DNA analysis 
increases, DNA profiles can be obtained from much smaller traces of DNA. While this means that smaller quantities 
of an offender’s DNA can be identified, it also means that a person entirely unrelated to a criminal incident may have 
his or her DNA found at a crime scene, after having been present at the scene some time before the crime was 
committed, or having been in contact with a person who subsequently came into contact with the victim or 
crime scene. 
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Case Study 76

A man was arrested and charged in November 2002 for the murder of Karen Allen in Dapto, after his 
DNA profile was found to match a profile derived from forensic material found on the deceased’s bra. 
The defendant argued that his DNA was found on her bra as a result of secondary transfer – that although 
he had no recollection of having met the deceased, he may have met her at some point on the night she was 
murdered, and some of his skin cells may have come into contact with her clothes. The defendant was found 
not guilty. The murder investigation is now focusing on other evidence, including a DNA profile obtained from 
the deceased’s trousers. It is not known who this second DNA sample came from, but it did not come from 
the defendant.1099 

Nothing can really be done to minimise adventitious transfer, it is simply a product of our daily lives and the capability 
of analysis techniques to identify smaller and smaller traces of DNA. However, the possibility of adventitious transfer 
again highlights the need for investigating police to pursue other investigative strategies in addition to any forensic 
analysis. Many of the police officers we surveyed made this point – that DNA analysis, while effective in many cases, 
is only one of a number of tools available to them in the investigation and prosecution of crime. 

12.2. Contamination by police officers and other evidence gatherers 
The term ‘cross contamination’ generally describes the transfer of DNA at some point after a crime has been 
committed. It can occur at any stage of the investigation, from the time the crime scene is first examined; during the 
transportation or storage of exhibits; or during analysis at the laboratory. Contamination by police officers can occur 
during a forensic procedure, or during the police handling of crime scene evidence.1100

Again, the increasing sensitivity of DNA analysis techniques means that there is a greater chance of detecting DNA 
from more than one person on crime scene evidence. Given that a profile can now be derived from a very small 
amount of DNA, there is an even greater need for safeguards against the risks of cross contamination by those 
involved in the investigation of the crime. 

12.2.1. Contamination of person samples 

The DNA sampling system is designed to minimise contamination. Sampling kits are distributed to police stations in 
tamper evident bags. The kit contains everything which is needed for the procedure, including rubber gloves, which 
the police officer puts on before taking the sample. Where the DNA sample is taken by buccal swab, the officer opens 
the swab packet, and instructs the person providing the sample to take the swab out of the packet. After the person 
has finished taking the saliva sample, the officer should handle only the stem of the swab. The FTA card is folded up, 
sealed with an adhesive barcode and put in an envelope which is then sealed with another barcode. In the case of 
hair samples, the hairs are put in an envelope, which is sealed with a barcode. The envelope containing the FTA card 
or hairs is then put in a second tamper evident bag, which is sealed in the presence of the suspect, and sent to the 
laboratory for analysis. 

Contamination may also be an issue in forensic procedures other than DNA samples, for example in nail scrapings, 
swabs from the body and gun shot residue tests. These types of procedures are conducted by specialist forensic 
officers, rather than general duties police officers. These officers are trained to minimise contamination risks, for 
example by wearing protective clothing. Where a procedure involves taking forensic material other than the person’s 
own DNA, police may also take measures to prevent contamination, such as asking a suspect to wear gloves while 
waiting for a hand swab or nail scraping to be taken. 

The requirement that forensic procedures be electronically recorded also provides protection, for both police and the 
person providing the sample, against allegations of contamination. 

During our video audit, we reviewed the forensic procedures we watched for any observable contamination 
risks during the sampling process. We found that officers generally took appropriate steps to minimise the risk 
of contamination. Some took additional steps, for example by cleaning the testing table with disinfectant before 
conducting the procedure. However, in 13 (or 9 per cent) of the videos we watched, we had concerns about possible 
contamination. 



NSW Ombudsman  
DNA sampling and other forensic procedures conducted on suspects and volunteers under the Crimes (Forensic Procedures) Act 2000 233

For example, we saw a forensic procedure where the suspect was holding a baby while providing a DNA sample by 
buccal swab, and the baby vomited during the sampling process.1101 In another procedure, police took a hand swab 
from a suspect, either for gun shot residue or for traces of another person’s DNA. The suspect and the suspect’s 
support person held hands for a significant period prior to the swab being taken.1102 There were other procedures 
where police officers taking samples touched their faces after putting the protective gloves on, talked over the top of 
the FTA card once the procedure had commenced, or removed the FTA paper without gloves on.1103

In some cases, we were unable to assess contamination risks because parts of the sampling process were not 
recorded on video. In 12 of the videos we watched (or 8 per cent), the tamper-evident bag was sealed while the video 
was recording, but out of the view of the camera.1104 In five videos (or 3 per cent), the tamper-evident bag was not 
sealed while the video was recording.1105

Some of the officers we interviewed expressed serious concerns about the risk of contamination, where forensic 
procedures are conducted in interview rooms, by general duties police officers. One commented:

Samples are taken in rooms where thousands of people have been interviewed. Police are wearing the same 
clothes they’ve been in all day. What they need is an independent team to come in, in full suits and masks, to 
have a room which is sanitised and locked. If they were serious about it. I mean, a bloke’s facing 25 years in 
prison and we’re taking his DNA in a room where some pisshead has just thrown up.1106

Another officer who had conducted many forensic procedures himself commented that general duties police do not 
always have a good awareness of contamination issues. The officer described procedures he had seen where the 
testing officer put gloves on, then scratched his nose before proceeding. He said that many officers talked throughout 
the procedure, usually to put the suspect at ease, but this increases the risk of the sample being contaminated by 
the testing officer. He suggested that training a smaller group of officers to conduct forensic procedures could help 
reduce contamination risks as they could have information about contamination risks drummed into them. 

We also sought information from DAL about any DNA samples obtained through forensic procedures which had to 
be rejected because of contamination. DAL advised that no samples were rejected because of actual contamination. 
However, 15 were rejected because of possible contamination, either because the tamper evident bag had not been 
sealed correctly, or because of the length of time between the sample being taken and it being delivered to DAL.1107 
This is a tiny proportion of the DNA samples taken during the review period, and shows that police officers taking DNA 
samples usually take the appropriate steps to minimise the risk of contamination. 

While we note concerns expressed by certain police officers about contamination, it is unlikely that every police station 
would ever have the facilities for a dedicated DNA sampling room, and this is certainly not necessary to ensure that 
a sample is not contaminated. However, it would be beneficial if police officers conducting forensic procedures were 
more aware of contamination risks, and how to reduce them. This could be achieved through our recommendations 
3(a) and 3(b), about having a smaller group of officers who are specially trained in forensic procedures, and a 
forensic procedures officer in each command who can address training needs. We also note Recommendation 36 
on ‘best practice’ video recording including the recording of the wiping down of the testing area before procedures 
are conducted and keeping the testing equipment and bag in the view of the camera at all times. In addition to those 
recommendations, we note that FPIT’s training course on forensic procedures could also be expanded include more 
information about how contamination might occur and how officers can minimise the risk of contamination. 

Recommendation 86

Officers who are authorised to conduct forensic procedures be provided with best practice training to reduce 
the risk of contamination when conducting forensic procedures. 

NSW Police commented that “in light of the absence of any problems in this area, NSW Police does not agree that 
this is an issue” but still agreed to seek to improve training in this area.1108 

12.2.2. Contamination of crime scene samples

The risk of contamination is much greater for crime scene samples than for person samples. Person samples are 
taken in a controlled environment; the sample is taken from one person only, and the sampling is electronically 
recorded. Crime scene samples, on the other hand, are much more variable, in the type of forensic material, how long 
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it has been there, whether it has degraded and, if it is a mixed sample, how many people contributed to it, and in what 
proportions. In all cases, crime scene samples are to be packaged so as to minimise degradation by exposure to 
heat or chemicals, and to ensure they do not come into contact with one another, and especially so they do not come 
into contact with any items taken from suspects.1109 Police must also ensure that crime scene exhibit movement is 
carefully controlled and documented.1110

12.2.2.1. Training provided to NSW Police on minimising crime scene sample contamination

The best way to minimise contamination of crime scene samples is to ensure that police officers and others follow 
clearly documented policies. NSW Police has developed training packages and SOPs that provide information on 
ways to minimise contamination. Information on minimising contamination at crime scenes is divided into three 
streams:

•  general training provided to all NSW Police recruits focuses on securing crime scenes and minimising loss and 
contamination of evidence;

•  comprehensive training is provided to all investigators and detectives focusing on cross contamination and 
crime scenes, while senior detectives are provided with further training on the management of crime scenes 
and disaster victim identification protocols, and

•  provision of detailed SOPs developed specifically for SOCOs and FSG officers on minimising loss or 
contamination of evidence during collection process.

At the NSW Police College at Goulburn, all new recruits are taught how to identify a crime scene, how to secure the 
scene, and what their duties are if they are the first officer at a crime scene. The recruits are taught how to avoid the 
loss or destruction of evidence and what they should do with exhibits encountered at the scene. The course involves 
both theory and practical scenarios. As an instructor advised:

Students are taught that evidence may be as minute as a few fibres or as delicate as a shoe print in dust. 
Students are also shown methods by which they can preserve such vital evidence both in an indoor or outdoor 
situation. The teaching of this subject is scenario based and allows the students to practice acquired skills in 
a controlled environment. It is emphasised that they can make mistakes whilst at the college and there will be 
no adverse consequences. Making mistakes whilst ‘in the field’ will be totally different and could jeopardise 
any subsequent investigation because of acts or omissions by the first attending officer at a crime/incident 
scene.1111

The NSW Police Detective Training Unit runs three relevant courses. The first is a 12 month foundational course for 
investigators, which covers topics including protection and management of crime scenes, contamination risks, how 
to organise large searches, and types of evidence to be gathered when conducting a crime scene search.1112 The 
second course is a detectives’ course, which includes five days training on crime scenes, with a specific focus on 
DNA and cross contamination. The third course offered is the senior detectives’ course aimed at detective sergeants 
who are in middle management positions. It assumes that participants already have a general understanding of crime 
scene management and the use of DNA. In all three courses, participants are provided with reading material relevant 
to the subjects being discussed.

NSW Police has developed separate sets of SOPs for SOCOs and FSG officers. This is because SOCOs deal 
predominantly with volume crime incidents such as break and enters while FSG officers deal with more serious crimes 
such as murders. In both cases, the SOPs provide step by step directions, from the order that protective clothing is 
to be put on before entering the crime scene to how these samples and exhibits must be collected, identified, treated 
and stored. The FSG officer SOPs have detailed instructions on how to collect each different sample type, including 
reference or control samples.1113 

12.2.2.2. Packaging and delivering crime scene exhibits

Both DAL and FSG have identified concerns about the way exhibits submitted for forensic analysis are packaged. In 
2004, FSG conducted a review of the crime scene samples being submitted to DAL, and found instances of exhibits 
being delivered in packages which were not sterile; sharp items such as knives being delivered in plastic bags; and 
exhibits including firearms being delivered to the laboratory in paper bags. Some items were delivered to DAL without 
any packaging at all. FSG found that 16 per cent of the exhibits reviewed should have been rejected.1114 

Following this review, NSW Police decided that all crime scene samples which are submitted for forensic analysis 
must be authorised by the NSW Police Forensic Services Group before being sent to DAL. FSG is also training 
officers on how to package exhibits appropriately and on the importance of wearing protective clothing.1115 FSG 
intends that in future all crime scene samples will be packaged, sealed and barcoded at the crime scene before 
being submitted for analysis.1116
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We support the proposal to package and barcode all exhibits at the crime scene. Poor packaging may lead to the 
evidence deteriorating, and also leaves NSW Police open to allegations of tampering with evidence, which may have 
an adverse impact on the credibility of forensic analysis.1117 It is of serious concern that so many inappropriately 
packaged exhibits are being sent to DAL for forensic analysis. It is in the interests of both NSW Police and defendants 
in criminal proceedings that exhibits are handled in a secure way at all times. While FSG screening of exhibits may 
result in fewer exhibits being rejected by DAL, this alone will not reduce the risk of contamination or allegations 
of tampering. 

Further, it appears that exhibits which are packaged and sealed at the crime scene may be opened by FSG before 
being repackaged and submitted to DAL for analysis. If FSG receives an exhibit from a scene of crime officer which is 
not packaged correctly, will FSG reject the exhibit, or simply repackage it and send it to DAL for analysis? NSW Police 
has indicated that FSG intends to perform some of the preliminary analysis, for example by cutting out bits of material 
and sending them to the laboratory, rather than submitting the whole sheet or garment to DAL. DAL has expressed 
concern that “it is at the cut-out stage where the majority of tampering allegations can be made.”1118

In our view, it would be preferable if crime scene samples were packaged and barcoded at the crime scene, and 
were submitted to DAL for analysis without any interference with the exhibit by FSG. If FSG are to open exhibits, 
conduct initial assessments of what is to be analysed and then repackage samples for delivery to DAL it would be 
beneficial to have either the DNA advisory committee or the Attorney General’s working group assist in developing 
protocols and guidelines for managing this process. The advisory committee could also be called upon to work with 
FSG in developing priority levels for filtering out unnecessary casework.

Recommendation 87

NSW Police work with the DNA Advisory Committee or Attorney General’s working group to establish protocols 
and guidelines for the management of crime scene evidence by FSG in line with any quality control and 
assurance procedures already implemented by DAL.

NSW Police commented it does not agree with this recommendation “pending the completion of current internal 
reviews and developments in this area.”1119 

Recommendation 88

If NSW Police introduces barcoding of exhibits at the crime scene, DAL work with NSW Police to consider 
whether this tracking system can be carried through from collection to the proposed initial FSG examination 
and finally to the DAL analysis of the evidence. 

NSW Police supports this recommendation.1120 NSW Health also advised that it strongly supports the use of a single 
barcode from crime scene collection to DAL analysis.1121

12.3. Contamination within the laboratory 
As with crime scene examination, contamination in the laboratory is minimised by ensuring that documented practices 
are followed at every stage through the receipt, storage and analysis of person and crime scene samples. Poor 
laboratory procedures – or failure to comply with good procedures – can result in cross contamination between crime 
scene samples, or contamination by laboratory staff themselves.1122 

12.3.1. Laboratory contamination in other jurisdictions 

There have been a number of contamination incidents in laboratories in other jurisdictions, both in Australia and 
overseas. Some involved accidental cross contamination of crime scene exhibits, while others involved mislabelling 
of samples and errors in interpreting analysis results. These incidents show that the risk of contamination is very real, 
and demonstrate the need for constant vigilance by laboratories conducting DNA analysis. 



236 NSW Ombudsman  
DNA sampling and other forensic procedures conducted on suspects and volunteers under the Crimes (Forensic Procedures) Act 2000

Case Study 77

Police investigating the murder of Victorian toddler Jaidyn Leskie submitted the toddler’s clothing for DNA 
analysis. A profile derived from the clothing matched a profile on the DNA database, which had been obtained 
in the investigation of an apparently unrelated sexual assault case. It appeared that the deceased’s clothes 
were examined in the same laboratory and on the same day as the condom used in the alleged sexual assault. 
During the inquest into the murder, the Coroner heard evidence that given the close proximity in both the time 
and location of the analysis, the DNA match was most likely to be due to accidental cross contamination of the 
exhibits, rather than the sexual assault victim having anything to do with the toddler’s murder.1123

Case Study 78

A person was murdered in Wellington, New Zealand, in 1998. A DNA profile was derived from blood found 
under the deceased’s fingernails and in his bedroom. Two months later, a man was bashed outside a pub in 
Christchurch and his DNA profile was obtained as a victim. A match was made between the victim’s profile 
and that obtained from the evidence on the Wellington murder victim. Through other investigative leads, police 
identified a suspect who made admissions in relation to the Wellington murder and who said he had acted 
alone. Police conducted further inquiries and concluded the Christchurch man was not the murderer. The 
only possible explanation for the match between the Christchurch assault victim and the Wellington murder 
was that the samples had accidentally been contaminated in the laboratory.1124 Since then, the New Zealand 
forensic laboratory has developed a more rigorous quality assurance program, which includes regular quality 
assurance trials, audits of the laboratory, staff and procedures, and increased training and accreditation 
for staff.1125

Case Study 79

Forensic scientists in a laboratory in Michigan, USA were recently re-examining evidence from a 1969 murder 
case. A DNA profile derived from a blood spot which was recorded as having been found on the deceased’s 
hand matched the profile of a man who had been convicted for another murder. However, that man had 
only been four years old at the time of the first murder, and there was nothing linking the two cases. The only 
plausible explanation for the link was cross contamination in the laboratory, as evidence from the 1969 murder 
and the more recent murder were analysed on the same day in the same laboratory.1126

12.3.2. Processes at DAL

We visited DAL to see how the laboratory is set up, and how DAL manages and processes DNA samples submitted 
for analysis. Where possible DAL uses different equipment to analyse DNA samples taken from people and from 
crime scenes. It also runs regular quality assurance tests using a control sample from a DAL staff member. Laboratory 
procedures are set out clearly in DAL’s “Forensic Biology Procedures Manual.” 

Under the Deed of Agreement, DAL agreed to provide appropriate facilities for storing all samples received from 
NSW Police, pending analysis, in conditions which are appropriate for the security and preservation of DNA. However, 
the National Association of Testing Authorities (NATA) observed in its most recent assessment of DAL, in July 2004, 
that “the laboratory accommodation tends to be dated and in some instances cramped.” It noted that DAL has 
procedures in place to minimise the risk of contamination, but that scientists at DAL need to be especially vigilant as 
they work in such close proximity.1127 DAL has expressed serious concern itself about its ageing infrastructure, lack of 
storage space and the urgent need to replace facilities:

Our accommodation is way below standard. There is simply not enough space, that could impact on 
contamination between cases. The key issue is to enlarge the lab. Or do we have to wait until a court case 
fails?1128
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DAL has run out of space to store exhibits awaiting analysis, although it continues to receive more casework than it 
has the capacity to process. In particular, it needs better storage facilities so that samples obtained from suspects 
and from victims can be kept in separate areas. 

DAL recently advised that it has arranged interim accommodation for 15 extra staff. A new building with increased 
space has been purchased but needs to be refurbished before it can be used as a DNA laboratory. At this stage, DAL 
expects to move into the facility in February 2007.1129 We note that DAL will continue to be assessed by NATA as to 
the adequacy of its accommodations and risk management processes.

12.3.3. Outsourcing DNA analysis to private laboratories 

Until recently, DAL was the only laboratory accredited to conduct DNA analysis for NSW Police. However, NSW 
Police is currently conducting a three month trial outsourcing some DNA analysis to a private laboratory.1130 While the 
laboratory conducting the trial has been accredited by NATA, we urge the steering committee which is oversighting 
the trial to ensure any contamination risks associated with outsourcing are minimised. 

12.4. Elimination databases 
Given that contamination can and does occur, many jurisdictions have established elimination databases of those 
involved in the handling of DNA samples, to ensure that any accidental contamination is identified early. Elimination 
databases have been compiled from DNA taken from police officers, laboratory staff and even from the people who 
manufacture the equipment used by police and in laboratories.

12.4.1. Laboratory staff elimination databases 

It is possible for DNA from laboratory staff to contaminate crime scene evidence.

Case Study 80

The director of the Northern Territory’s forensic science laboratory was called to give evidence in the 
Peter Falconio murder trial, after his DNA was found on cable ties allegedly used to bind the hands of the 
deceased’s girlfriend, Joanne Lees. He reportedly gave evidence that he did not know how it got there, but it 
could have been transferred by sneezing or dropping dandruff. He believed that in line with laboratory protocol, 
he would have been wearing gloves when he handled the cable ties.1131

Contamination of crime scene evidence by laboratory staff is not really a problem, provided that, when it does occur, 
it is identified. DAL keeps DNA profiles from all staff on an elimination database, against which profiles derived from 
crime scene evidence are routinely checked: 

At present all DAL staff profiles are checked against profiles recovered from crime scene items. The provision 
of a reference sample is part of the employment conditions at DAL. Notwithstanding the introduction of many 
quality measures such as the wearing of gloves, masks, lab coats and hair nets, DNA from examining scientists 
has still been recovered from a number of items, and the existence of this staff database has allowed police 
investigators to focus on the evidence relevant to the case.1132

Where forensic material on a piece of crime scene evidence is identified as having come from a member of staff, 
investigating authorities are not left trying to identify a further ‘suspect’, who does not actually exist. 

As discussed above, NSW Police is planning to outsource some DNA analysis to laboratories other than DAL. If this 
is to occur, these laboratories will need to consider whether staff should be required to provide a DNA sample to DAL 
for inclusion on a staff elimination database, to ensure than any contamination by staff from these laboratories is 
identified. 
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Recommendation 89

Staff in all laboratories which provide DNA analysis services to NSW Police be required to provide a DNA 
sample, to be included on DAL’s staff elimination database. 

NSW Police and NSW Health both support this recommendation.1133

12.4.2. Police elimination databases 

The United Kingdom set up a police elimination database in 2000, which now has DNA profiles from over 82,000 
officers on it. Providing a sample was voluntary for existing officers but is a condition of employment for new 
officers.1134 Profiles on the elimination database are not routinely searched against unsolved crime scenes; a 
particular officer’s profile is searched against a particular crime scene sample only where it appears that the sample 
may have been contaminated.1135 A separate sampling kit has been developed for taking DNA from police officers.1136 

At this stage, there is no police elimination database in New South Wales. However, we understand there has been 
some discussion between DAL and NSW Police about the need to establish one. DAL provided the following example 
of contamination by a police officer: 

Case Study 81 

“In a murder case from 2003, the officer in charge of the case and the DPP were extremely concerned about 
the unknown profile on the victim’s jumper that did not match the suspect. Was it relevant and how would the 
evidence be used in defending the accused? The police were gearing up to screen a number of individuals in 
the hope of identifying from whom the DNA originated. Then in 2005, a violent armed robbery occurred and 
the same DNA profile was found. DAL... informed police of the match and suggested that they should look at 
police who were common to both cases. It turned out that the forensic services investigator was involved in 
both cases and after the police officer volunteered a sample his DNA was found to match the unknown DNA 
profile from the murder victim.”1137

Of the 180 forensic procedures included in our audit of DAL, at least one was a DNA sample taken from a police 
officer because it appeared evidence from the crime scene was contaminated. The officer had cut himself while 
examining the crime scene, and there was forensic material on crime scene evidence which did not come from the 
suspect. On analysis it was determined that the profile obtained from the officer’s buccal swab matched the profile 
obtained from the crime scene evidence. This meant that the forensic material in question had come from the police 
officer, and not from some other unknown offender.1138

DAL has told us that it is not at all unusual for DNA from police officers, scene of crime officers and forensic 
services officers to be found on crime scene evidence, although this would generally only come to light after police 
and laboratory staff have spent considerable time and resources attempting to identify the contributor. DAL has 
commented that: 

Many more unidentified profiles sitting on the DNA database and thought to belong to the perpetrators of the 
crime may in fact belong to other police service employees... the conclusion must be stated explicitly – if 
the police do not want to have a profile on a police elimination DNA database, they should not be involved in 
the collection, examination and investigation of crimes scene samples. Their reluctance to provide reference 
samples has resulted in the very thing they have wanted to avoid – namely their profiles being placed onto the 
crime scene DNA database. This has the potential to jeopardise investigations with detectives wasting time 
hunting for the source of these unknown ‘offenders’. Their reluctance will also inevitably result in a case where 
the true offender may walk free through the inability of the police to explain adventitious DNA found on an 
extremely probative piece of evidence.1139

NSW Police already takes fingerprints from potential police officers, scene of crime officers and special constables 
when they apply for employment with NSW Police. The prints are used to conduct a criminal history check, and are 
retained by NSW Police on a database, which can be accessed as required for elimination purposes. Prints taken 
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from people who are no longer employed by NSW Police are destroyed at the request of the person who provided 
them.1140 However, there is no equivalent requirement to provide a DNA sample. The only circumstances where a 
police officer would supply a DNA sample would be as a volunteer, if there was reason to believe that the officer may 
inadvertently have contaminated crime scene evidence. 

Obviously, police officers and other technicians attending crime scenes should take all reasonable precautions 
against contamination. However, it is clear that, despite their best efforts – and due to the fact that DNA profiles 
can be derived from very small amounts of forensic material – DNA from these people will end up on crime scene 
evidence. This in itself is not a problem; it is only when the contributor of the forensic material cannot be identified that 
it is. It is of concern first because unless identified, the officer’s DNA profile will be kept indefinitely on the crime scene 
index of the DNA database; second because investigating authorities may waste time and resources looking for a 
suspect who does not actually exist; and third because questions may be raised in court by defence lawyers about 
why, inexplicably, forensic material from somebody other than the accused was found at the crime scene.

In our view, there is a strong case for forensic material from investigating police officers to be easily detected, and for 
this reason we see considerable merit in a police elimination index being established on the DNA database. However, 
there must be clear limitations on the use of samples provided for this purpose. 

First, the DNA sample itself could be destroyed once the officer’s profile had been derived. As discussed at 1.4.2 
of this report, DNA samples contain significantly more genetic information than DNA profiles. Profiles are numeric 
and can only be used to identify a person’s gender or relatedness to other people whose DNA profiles have been 
obtained. It would appear that for the purpose of elimination, the profile alone would be sufficient. 

Profiles obtained from police officers need not be matched against the other indexes on the DNA database. Rather, 
they could be used, like profiles obtained from volunteers for limited purposes, only in those cases where the police 
officer has attended the crime scene or otherwise come into contact with crime scene evidence, and the laboratory 
has detected a profile which may have come from a police officer. Use or disclosure of forensic material or information 
obtained from it for any other purpose should clearly be prohibited. 

The Law Reform Committee of Victoria has already raised many of these concerns in their report Forensic Sampling 
and DNA Databases in Criminal Investigations and made the following recommendations:

Recommendation 9.4 Elimination Sampling of Victoria Police members

That police members be required to provide a DNA reference sample for elimination purposes, and that the 
profiles obtained be stored along with profiles of Victoria Forensic Science Centre laboratory staff, on the internal 
VFSC staff elimination database. 

and

Recommendation 9.5 Guidelines for an elimination sampling policy

That Victoria Police develop a clear policy on elimination sampling outlining:

 (i) when staff samples and profiles may be destroyed;

 (ii) the uses to which the profile can and cannot be put; and

 (iii)  policies and procedures for the destruction of the material after employment has changed or 
terminated.1141

In Ireland, similar recommendations have been made by the Law Reform Commission to establish elimination 
databases similar to the United Kingdom’s Police Elimination Database that would require: 

All members of the Garda Síochána [police] and the proposed Forensic Science Agency should be required 
to contribute their DNA profile to these databases. Additionally, the Commission recommends that persons 
who work at the scenes of crime and relevant manufacturing staff should be encouraged to volunteer their DNA 
profiles to an elimination database.1142

Most recently, the Australian Federal Police have proposed the collection of voluntary DNA samples from serving 
officers that can be used not only to eliminate officers’ DNA from crime scenes but also for identification purposes in 
the event of a disaster. The Australian Federal Police have developed guidelines for the collection and use of officers’ 
samples.1143 These guidelines, together with overseas examples, could provide a useful starting point for discussion 
about the development of an elimination database for NSW Police.
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We realise this is a sensitive issue, and one which requires appropriate protections, full consultations, detailed 
information to police and ongoing monitoring. However, given the strong considerations in favour of such a database, 
we recommend it be further considered. 

Recommendation 90

Consideration be given to establishing a DNA elimination database for all police officers, forensic officers and 
scene of crime officers in NSW. 

NSW Health strongly supports this recommendation.1144 NSW Police supports the recommendation too.1145 However, 
the Minister for Police commented that “there are significant financial, legislative and industrial implications associated 
with this recommendation that should be considered.” The Minister’s position is that officers should be able to provide 
samples for an elimination database on a voluntary basis, but participation should not be compulsory.1146 

12.4.3. Supplier elimination databases 

The United Kingdom also established a manufacturers elimination database to assist in identifying contamination 
of equipment used by law enforcement agencies in DNA sampling, after two high profile murder investigations were 
erroneously linked. It turned out that the profile common to both cases came from a person who worked for the 
company which supplied the DNA swab tubes, not from the crime scenes in question.1147 

The equipment included in the testing kits currently used by NSW Police has components from both the United 
Kingdom and the United States.1148 It may be possible that police in these areas already have arrangements in 
place for staff at manufacturers to supply profiles. If this is the case, manufacturers may already be able to supply 
elimination databases for their staff.

We are not aware of this being a problem in New South Wales. However, this issue may be one the DNA Advisory 
Committee may want to consider.

Recommendation 91

The DNA Advisory Committee consider consulting with the manufacturers of the equipment used for taking 
DNA samples about the risk of contamination.

NSW Police supports this recommendation.1149 However, NSW Health commented that it could see little benefit 
in the DNA Advisory Committee undertaking this role. It advised that DAL scientists discuss these matters with 
manufacturers informally as well as at conferences and special interest groups facilitated by SMANSFL (Senior 
Managers Australia & New Zealand Forensic Laboratories). NSW Health suggested that DAL could brief the DNA 
Advisory Committee on the matter.1150
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Chapter 13. Criminal proceedings 
using DNA evidence
The Findlay review of the Act, conducted on behalf of the Attorney General, concentrated on the use of DNA 
evidence in criminal trials. The purpose of that review was to determine whether the policy objectives of the Act 
remained valid, and whether the terms of the Act were appropriate for securing those objectives.1151 The review team 
interviewed public prosecutors, defence advocates and judges as well as observing trials. The report discussed 
the main difficulties associated with the use of DNA evidence in criminal proceedings, and made a number of 
recommendations relating to best practice trial process. 

The purpose of our review is to scrutinise the exercise of functions conferred on police officers under the Act.1152 
For this reason, many of the issues relating to the use of DNA in criminal proceedings is outside the scope of our 
review. However, it is necessary for us to examine certain aspects relating to the way DNA and other types of forensic 
evidence are used in criminal proceedings, to determine whether police officers are using their powers to conduct 
forensic procedures effectively. For this reason, we have reviewed the relevance and weight of DNA evidence in court 
proceedings; questions of admissibility, particularly where police have failed to comply with the Act; and the outcome 
of proceedings for matters where forensic procedures were conducted. We also touch on the main grounds for 
challenging DNA evidence. 

13.1. Relevance and weight of DNA evidence 
Because DNA profiling is highly discriminating, it is a powerful tool in the investigation and prosecution of crime. 
However, a ‘match’ is not always incriminating – all that it establishes is that there is a link between a crime scene and 
a suspect. Further inquiries and additional evidence are required to establish how the link came about. The person 
may have visited the place, and left DNA there, possibly long before the crime was committed. It is also possible 
that a person’s DNA may have been transferred to the scene without the person having physically been there, either 
deliberately or unintentionally. The following case studies show how there can be a legitimate reason for a suspect’s 
DNA or fingerprints being at the crime scene.

Case Study 82

An unknown offender stole and damaged a car. Police sent a pair of latex gloves found in the car for analysis. 
The laboratory advised that DNA found in the gloves matched the profile of a suspect. Police made further 
inquiries with the owner of the car, who advised that the suspect was a friend of his, that the gloves were in the 
car before it was stolen, and that he and the suspect regularly wore latex gloves for their work. Police did not 
take any further action against the suspect.1153 

Case Study 83

Police investigating a break and enter identified a suspect through fingerprints left on some broken glass. 
The suspect worked as a glazier, and produced records to show that he had gone to the premises to repair the 
broken window, before the crime scene had been examined by police. He told police it was likely he removed 
the broken glass from the frame to fix the window, and police took no further action against him.1154 
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Case Study 84

An unknown offender broke into a house and stole several electrical appliances and some money. A cigarette 
butt was left on the lounge room floor and was sent to the DNA laboratory for analysis. The laboratory advised 
police that the DNA on the butt matched a profile on the DNA database. Police arrested and interviewed 
this person, who alleged he was in prison when the offence was committed. After making inquiries with the 
Department of Corrective Services, police confirmed that the suspect was in fact in custody at the time of the 
offence. The suspect was released without charge. It is not known how the cigarette butt got there.1155

There are many cases where police identify a suspect through DNA or other forensic evidence, but in the absence of 
any other evidence implicating the suspect, the matter cannot proceed. The following case studies show how DNA 
can link a person to a crime scene, but on its own cannot establish whether or not the person committed the offence.

Case Study 85

An unknown offender broke into a person’s garage and stole a number of cleaning products. A cigarette 
butt found in the garage was analysed and linked to a suspect, who was subsequently interviewed. The 
suspect denied any involvement in the offence. He explained that at the time of the offence he had been living 
nearby with his parents, and often walked his dog in the park which backed onto the garage which had been 
broken into. The suspect suggested that the butt may have blown or otherwise found its way into the garage. 
Investigating police decided not to take any further action against the suspect.1156 

Case Study 86

An unknown offender broke into a house through the back kitchen window. Police officers attended, and took 
fingerprints and a cigarette butt which had been left in the back yard. DNA on the butt was analysed and 
linked to a person whose profile was on the database. The suspect was interviewed, denied any involvement 
and offered no explanation as to why a cigarette butt with his DNA on it was found at the crime scene. Police 
determined there was insufficient evidence to proceed.1157 

Police in the Northern Territory have conducted a number of “Genesweep” operations, which focus on identifying 
property offenders through fingerprint and DNA analysis. The operations have reportedly resulted in a high number of 
arrests, but many prosecutions have failed, because of the lack of other evidence.1158 Even where there is insufficient 
evidence to support a conviction, DNA links are still of intelligence value to investigating authorities, as they identify 
possible offenders and enable police to better target their investigations. 

The weight of DNA evidence may depend on the type and location of forensic material left at the crime scene. 
Cigarette butts are a good source of DNA, because they usually have only one person’s DNA on them, but on its own, 
a link between a suspect and a cigarette picked up at the crime scene is unlikely to establish the person committed 
the offence. It may be more difficult to provide an innocent explanation for other types of forensic material found at 
the crime scene, for example where a suspect’s blood is left on a broken window, or a suspect’s skin cells are found 
under a victim’s fingernails. In conjunction with other evidence, a cigarette butt can still be used to convict, as the 
following case study shows.
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Case Study 87

An unknown offender broke into an office and stole a number of laptop computers. A cigarette butt found in the 
foyer of the office was sent to the laboratory for analysis. A suspect was identified through DNA left on the butt. 
Police established that the office had been clean at the time of the offence, that the suspect smoked the same 
brand of cigarettes as the butt found at the scene, and that the suspect had a number of previous convictions 
for stealing laptops. Police charged the suspect, who was subsequently convicted.1159

The Findlay review commented that the compelling nature of DNA gave it a “special relevance” in cases based on 
circumstantial evidence. In practice, DNA is used “to shore up otherwise fragile prosecutions,”1160 and only “slight 
corroboration” may be needed to secure a conviction. The review found that DNA evidence was the centrepiece of 
the prosecution case in matters which would not otherwise have been prosecuted.1161 It also found that while many 
judges emphasised that DNA evidence is just one component of a circumstantial case, many jurors considered DNA 
evidence to be “significantly persuasive.”1162

It appears that in many cases DNA evidence which links the offender to the crime scene is led, even though it 
does not assist in determining whether the accused committed the offence. For example, in the case R v Styman 
and Tauber (2002) the accused was charged after an elderly woman died, after being robbed and left in her home, 
bound and gagged. A witness gave evidence that she took two shirts from the accused’s wardrobe, and gave them 
to police. The shirts were examined and evidence was led that the accused’s DNA was found on them. There was 
considerable time spent cross examining expert witnesses about the DNA evidence. In summing up, the judge said to 
the jury: 

What do we have? We have a mixture of DNA found on the collar of one of them, DNA which matches [the 
suspect], and you are asked to conclude he contributed. Well, surprise surprise. A shirt comes out of his 
wardrobe and it has got his DNA on it. Does that take the Crown case anywhere at all? I would have thought 
not, but we have this argument about the DNA. You make of it what you will... but really, you wonder what the 
argument is.1163 

13.2. Effect of delays in DNA analysis on court proceedings 
We discussed the effect of lengthy delays in obtaining DNA analysis on police investigations and court proceedings 
at 10.7.2 and 10.7.3. Police officers expressed concern about suspects and victims of crime forgetting about the 
incident, suspects committing further offences while the evidence sits at the laboratory, and courts not allowing 
adjournments because of delays in obtaining analysis results. Magistrates expressed concern about delays being 
unfair to the accused, particularly when the accused is in custody. We did not find any evidence to suggest that police 
are holding back from using DNA because of the length of time it takes to obtain analysis results. Rather, police factor 
delays into their investigation management, and where possible pursue matters without relying on DNA evidence.

13.3. Admissibility of evidence obtained under the Act 
Forensic evidence which has been improperly obtained, or unlawfully retained, will generally be inadmissible in court 
proceedings. 

13.3.1. Forensic material which has been improperly obtained 

Section 82 of the Act provides that evidence obtained through a forensic procedure or as a result of or in connection 
with the carrying out of a forensic procedure is inadmissible where there has been any breach or failure to comply 
with any provision of the Act relating to the carrying out of the procedure, unless 

• the person consents to its admissibility

•  the court is of the opinion that the desirability of admitting the evidence outweighs the undesirability of 
admitting the evidence, or 

•  the breach or failure arose out of a mistake but reasonable belief as to the age of a child.
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In making this decision, the court must consider factors including:

• the probative value of the evidence

• the reasons for failing to comply with the Act

• the gravity of the breach and whether it deprived the suspect of significant protection

• whether the failure to comply was intentional or reckless

• the nature of the offence concerned and subject matter of the proceedings, and 

• whether admitting the evidence would seriously undermine the protection given to suspects under the Act. 

Importantly, the Act specifies that the probative value of the evidence does not by itself justify its admission. If the 
evidence is admitted, the judge must inform the jury of the breach or failure to comply with the Act, and give a 
warning as the judge considers appropriate. 

To examine this issue, we monitored reported cases, and also asked the DPP whether it was aware of any matters 
where the defendant has challenged the admissibility of DNA evidence because of the way a forensic procedure was 
conducted. The DPP advised that it does not keep specific records on this issue, but was able to provide anecdotal 
information from unreported cases or unreported aspects of reported cases. None of the magistrates who responded 
to our survey had heard of any proceedings where the defendant challenged the admissibility of DNA evidence 
because of the way a forensic procedure was conducted.

One case where DNA evidence was excluded because police did not comply with the Act when conducting the 
forensic procedure involved an accused who was charged with aggravated sexual assault on his 14 year old 
stepdaughter. The prosecution led evidence that semen from the accused was found on the victim’s nightie. The 
defence objected to the DNA evidence being admitted, on the basis that police had not complied with the Act when 
taking a DNA sample from the accused by buccal swab. When the police officer asked if the accused consented to 
a buccal swab, he asked, “What are my rights in relation to that?” The police officer advised that under the Act police 
could take a DNA sample by force, but that the buccal swab was the easiest option. The accused responded, “OK, 
well if the law states that I must give a sample, well then I have no objection.” Contrary to section 13(1)(j) and 13(6) 
of the Act, the police officer did not inform the accused of the consequences of refusing to provide the buccal swab 
– that if he did not consent, there was a procedure which must be followed before a sample can be taken against the 
suspect’s will. Specifically, the officer would have to obtain an order from a senior police officer or a magistrate before 
the accused could be required to provide the sample. At trial, the police officer gave evidence that the accused had 
not objected to the forensic procedure. The judge commented: 

In my mind to not object does not mean that one consents… Those provisions of s 13(6) are clearly designed to 
provide a protection to a suspect who is in custody… The effect of that provision means that where an individual 
does not consent, the police cannot simply move in immediately and use force to extract some sample from 
him or her. First, an order has to be obtained from either a senior police officer or a magistrate. In other words, 
from somebody who is independent from the inquiry. Further, the legislation stipulates matters that an individual 
charged with making such a decision is required to take into account before making the order that they are 
empowered under the Act to make.1164

The judge accepted that the officer’s failure to mention the need to obtain an order before proceeding was a genuine 
oversight on the officer’s part. However, he described it as “a blatant breach of the legislation,” which “deprived the 
accused of a protection that the legislature gave him if he chose not to consent by having an independent person 
decide whether a sample should be obtained or not.” The judge found that the police officer misled the accused by 
failing to provide that information, describing the breach as “a very grave matter” which the court was not prepared 
to sanction. Accordingly, the judge decided not to admit the DNA evidence. The accused was ultimately convicted on 
the basis of other evidence.

As discussed at 6.1, many suspects and volunteers clearly do not understand the information provided when 
deciding whether to consent to a forensic procedure. The Police Association has expressed concern about the effect 
this may have on admissibility of forensic evidence:

Police can only wonder how this lack of understanding of what has been read to the suspect or volunteer will 
affect the evidence gained through the forensic procedure if a legal practitioner decides one day to press the 
issue.1165

We reiterate our earlier recommendation 10, that a plain English version of the information be developed as a matter 
of urgency. We also stress that any additional explanation police officers provide, to clarify the information sheet, 
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should be electronically recorded along with the request for consent, to ensure there is a record of the explanation 
given, should the matter be raised at court. 

Some police officers have informed us they are reluctant to conduct forensic procedures in case they do something 
wrong, which could lead to the evidence being excluded and the accused being acquitted. As one officer asked, 
“Who wants to shoulder this responsibility if you took the DNA for the inner west rapist or a serial killer?”1166 We 
appreciate these concerns, given the complexity of the Act and the inexperience of most police officers in conducting 
forensic procedures. We also note that through our monitoring activities, we found many instances where police 
officers failed to comply with the Act, or where we could not determine compliance because the relevant activity was 
not electronically recorded. We also found that officers who conducted forensic procedures routinely demonstrated 
a much better understanding of their legislative obligations than officers who had been accredited but had never 
conducted a procedure, or had done so only rarely. 

From our observations of forensic procedures conducted during the review period, we agree there is a significant risk 
of DNA or other forensic evidence being excluded, unless compliance with the Act improves in future. For this reason, 
we reiterate our recommendations 3(a) and 3(b), that police commands have a designated forensic procedures 
officer to monitor the way forensic procedures are conducted in the command, and consider developing specialist 
forensic procedures teams, instead of expecting all police officers to be able to conduct forensic procedures. 

We also note that, in determining whether evidence obtained from a forensic procedure should be admitted, courts 
will consider the reasons for the breach, including whether it was intentional or reckless; the gravity of the breach; and 
whether it deprived the suspect of significant protection. The court will also consider the nature of the offence and the 
probative value of the evidence. This balancing exercise means it is still open to the court to admit evidence obtained 
through a forensic procedure, if the officer has acted in good faith and the breach has not deprived the person 
providing the sample of a significant protection.

13.3.2. Failure to share the sample 

The Act requires that if enough forensic material is taken from a suspect, police must make part of the material 
available to the suspect for independent analysis. The analysis results must also be made available. The material and 
analysis results must be sent to the suspect within 90 days.1167 We are aware of several cases where DNA evidence 
was excluded because police failed to comply with these provisions.

In R v Ali (2002), the accused was charged with armed robbery. The prosecution led evidence that he had held up 
a TAB, stabbed the owner while he was opening the safe, and then left in a stolen car with several hundred dollars 
in cash. Police took a DNA sample from the accused for comparison with clothing and other items he allegedly 
discarded during the police chase following the robbery. The judge found that, in taking the sample, police breached 
the requirement to share the forensic material with the suspect, and provide it within 90 days. After weighing up the 
desirability of admitting the evidence with the undesirability of admitting evidence which was obtained in breach of the 
Act, the judge decided not to admit the evidence. The judge commented: 

There is no doubt that the DNA evidence has high probative value. However, the probative value of the evidence 
is not the test. It is but one of the factors to be weighed in considering the desirability of the evidence… 
[Further], the more highly probative the evidence is the more the protections and safeguards provided by the 
Act should be applied. In my view the protection not afforded to the accused under the Act is for him to have the 
opportunity to have the DNA material independently tested and if necessary challenge the Crown expert.1168 

The judge concluded that the Crown’s failure to make the forensic material available seriously undermined the 
protection afforded the accused, and accordingly decided not to admit the evidence. The accused was however 
convicted on other evidence. 

In R v Roumi (2003), the court also held the DNA evidence was inadmissible because police failed to comply with 
sections 58 and 60 of the Act, which require police to share forensic material with the suspect and ensure the analysis 
results are available to the suspect. The DNA evidence was not, however, critical to the prosecution case.1169

An argument along these lines failed, however, in R v Sharwood (2003). In that case, the defence objected to the DNA 
evidence, on the basis that police failed to comply with the requirement that they share the forensic material with the 
suspect. The judge reasoned that it would be easy for the accused to obtain a further sample of his own saliva should 
he wish to have his DNA profile independently determined, and admitted the evidence.1170

We discussed the section 58 sharing requirement at 8.10 (see also recommendation 48(a)), that in line with the 
Sharwood decision, it should not apply where police are taking a suspect’s DNA sample. The implementation of our 
recommendation would mean that failure to share the sample would no longer be grounds for excluding the DNA 



248 NSW Ombudsman  
DNA sampling and other forensic procedures conducted on suspects and volunteers under the Crimes (Forensic Procedures) Act 2000

evidence. Police would still, of course, be required to share where possible, forensic material other than a person’s 
own DNA, such as material obtained through nail scrapings or hand swabs. 

13.3.3. Covert DNA sampling

As discussed at 9.2.1, admissibility of DNA evidence has been challenged on the basis the suspect’s sample was 
obtained covertly, instead of through the regime provided for by the Act. Most recently, in R v White (2005), the court 
held that the DNA profile obtained from a discarded cigarette butt was not evidence to which section 82 of the Act 
applies, so the challenge failed.1171 However, the court went on to consider whether, if section 82 did apply to forensic 
material obtained covertly, the evidence would be admissible. The court found that the evidence was highly probative, 
and accepted that police did not comply with the Act because there was insufficient evidence available at that time to 
identify the accused as a suspect. The court concluded that the desirability of admitting the evidence outweighed the 
undesirability of not admitting it.

Section 82 sets out the factors a court must consider in determining whether improperly obtained forensic evidence 
should be admissible. Many of these factors would be relevant to evidence which has been obtained covertly, 
including the reasons for failing to comply with the Act, whether it was intentional, and whether admitting the evidence 
would seriously undermine the protection given to suspects under the Act. These factors suggest that evidence which 
has been obtained covertly, in defiance of the Act, would not be admissible. Significantly, though, this balancing 
exercise need not be undertaken in relation to samples obtained through covert means – section 82 applies only 
where “a forensic procedure has been carried out on a person,” and police have failed to comply with the Act. 

Despite this significant limitation, the White decision indicates that the courts may nevertheless consider the 
reasons why police have obtained a covert DNA sample rather than taking a sample through a forensic procedure, 
in determining admissibility. As discussed at 9.2.4 and in recommendation 53, we feel that NSW Police should be 
recording information about the collection of covert samples and reporting on this in its annual report. We also 
recommended that Parliament should consider regulating the collection of covert samples, see recommendation 54.

13.3.4. Forensic material which has been unlawfully retained 

Section 83 of the Act provides that any evidence obtained through a forensic procedure, including the results of any 
forensic analysis, are not admissible in criminal proceedings, if the Act requires that the material be destroyed. Unlike 
section 82, there is no discretion to admit the evidence if the desirability of admitting it outweighs the undesirability of 
admitting it. Evidence which has been unlawfully retained is admissible only if adduced by the defence; it cannot be 
adduced by the prosecution. 

As discussed in chapter 14, we found abundant evidence that forensic material is being retained in circumstances 
where the law requires that it be destroyed. We note that this evidence would not be admissible in criminal 
proceedings. Section 83(1)(d) also suggests that any other evidence made or obtained as a result of or in connection 
with the carrying out of the forensic procedure (including preventing a further DNA sample) would not be admissible. 

13.4. Challenges to DNA evidence 
DNA analysis has been accepted by the courts for many years as a valid scientific technique for identifying the source 
of biological material. Nonetheless, DNA evidence is still open to challenge. The main types of challenges now relate 
to: the interpretation of analysis results; the way the statistical evidence was calculated; the way the evidence is 
presented to the jury; and continuity of the evidence and the possibility of contamination. 

13.4.1. Challenges to the science 

The validity of DNA profiling was rigorously tested in the courts when it first began to be used in the investigation and 
prosecution of crime. Ten years ago, in R v Pantoja (1996), the defence expert gave evidence that he tested DNA 
from the crime scene and the accused, with significantly different results than those adduced by the prosecution. On 
appeal, the court considered whether the conflict in expert testimony was enough to raise a reasonable doubt about 
the accused’s guilt. The court concluded it could not, referring to the many criticisms of the defence expert’s evidence 
at trial, including his excessive caution in interpreting DNA analysis results. The appeal was allowed on another 
ground, that the prosecution had failed to lead evidence supporting the statistical validity of the databases used. 
There were further challenges to the DNA evidence at the retrial, but the accused was ultimately convicted.1172 
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In R v McIntyre (2001), the defence argued that the DNA evidence was unreliable, as certain commercially sensitive 
information about the Profiler Plus system was not publicly available, and so could not be properly discussed in 
the scientific community. This argument was rejected.1173 In that same year, in R v Gallagher (2001), DNA analysis 
results adduced by the prosecution were questioned by the defence. The judge gave detailed reasons for admitting 
the evidence, including a detailed explanation of the Profiler Plus system used by DAL to derive DNA profiles from 
forensic material.1174

Subsequent cases have also accepted the validity of the Profiler Plus system and the statistical basis on which the 
evidence is given. For example, in R v Yates and others (2002), the accused argued on appeal that the statistical 
model on which DNA evidence is given is flawed because it is based on a theoretical population, which breeds at 
random, and does not in fact exist. The court found this submission had no substantial basis.1175 

Although the validity of DNA profiling is now widely accepted by the scientific and legal communities, laboratory 
results may still be challenged. For example, in R v Ross (2003), the prosecution led evidence that police attended 
the home of a 12 year old girl who reported she had been sexually assaulted, and put the child’s clothes in a plastic 
shopping bag. The clothes were subsequently examined, and semen was detected on the underpants. The sample 
was too small, however, to positively identify the source. At trial, the defence argued that by placing all the clothes 
in the same bag, there was a possibility of cross contamination from one piece of clothing to another, or from the 
shopping bag to the clothes. It was also argued that the material identified as semen could in fact have been wet 
vegetable matter which had already been in the shopping bag. After being debated for several days on voir dire, this 
evidence was eventually admitted. But the jury was unable to agree on a verdict, and a new trial was ordered. At the 
retrial, the defence again sought to lead evidence about the possibility of cross contamination, but on this occasion 
the court dismissed the argument as “fanciful.”1176 The accused was ultimately acquitted. 

Even though DNA analysis using the Profiler Plus system is now widely accepted, DNA analysis results may still be 
open to interpretation, and so will continue to be challenged. For example, where there is only a partial match, and 
there are results at fewer than the standard nine loci, the test is less discriminating.1177 

The Findlay review observed “a prevailing ignorance amongst many lawyers and judges about the nature and 
potential of DNA evidence,” and argued that their reluctance to engage in the science has given the evidence “a 
degree of legitimacy.”1178 Indeed, none of the magistrates who responded to our survey had heard any proceedings 
where the defendant challenged the interpretation of DNA evidence, or had heard any proceedings where the 
defendant had the forensic material independently analysed. We also asked the DPP whether it was aware of any 
matters where the defendant has challenged the interpretation of DNA evidence, or has contested the way the 
forensic matching was carried out by DAL. The DPP advised that in R v MSK and MAK (2003), the unrepresented 
accused challenged the admissibility of DNA evidence in a sexual assault matter, on the basis that DNA “could not 
be distinguished between brothers from Pakistan as it may be able to with people from Western countries.”1179 The 
accused questioned several witnesses from DAL but the challenge was unsuccessful. In summing up, the judge 
indicated it was not clear what was intended by the challenge, but it appeared to be an attack in some way on the 
scientific integrity of the DNA testing.1180

The DPP also advised that it is aware of some cases where the defendant has had the forensic material independently 
analysed: “In a number of matters the defence have sought access to the laboratory file and after inspection of that 
by a defence expert no challenge to the testing has occurred.” The DPP gave the example of R v Fricker (2003), where 
the DNA was independently analysed, the accused pleaded guilty, and the DPP was not served with the results of the 
independent testing.1181 

13.4.2. Challenges to the statistics 

The probative value of DNA evidence comes from the high probability that DNA obtained from the crime scene or 
victim has come from the accused. Defence lawyers may question the method used by the prosecution to arrive 
at the figures it has. For example, in R v Styman and Tauber (2002), the prosecution gave evidence that duct tape 
found in the accused’s ute had blood on it which came from the victim. The defence expert challenged the statistical 
interpretation of DNA evidence, arguing the statistical probability of the DNA in question having come from the 
accused was significantly lower than the probability claimed by the prosecution. The challenge was unsuccessful, 
and the accused was convicted. He appealed but did not raise the issue on appeal.1182

The “match probability” or “likelihood ratio” given in evidence is calculated using the product rule, where the likelihood 
of finding a match at each of the loci examined are multiplied together. As one judge explained to a jury: 
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If two samples match, it is possible to say two things: first, that they could have come from the one person and, 
secondly, that results like the ones produced occur in the population at a particular rate or frequency. If there 
is an exclusion, there may be no point in considering the result at any other locus but if there is a match, that is 
what is done. If there is another match, the rate of occurrence of the result achieved at the second locus may 
be calculated once again by reference to a database. Provided the two tests are independent, that is provided 
the results at one locus do not influence and are not influenced by the results at another locus, the two individual 
rates of occurrence can be multiplied together to produce a combined rate of occurrence. 

So if the same result at the first locus occurs the population in, say, one in ten people and the results at the 
second occur in, say, one in fifteen people, you can say that the combination of the two results occurs at the 
rate of one in ten times fifteen, that is one in one hundred and fifty in the population. And if you keep on doing 
further tests and getting matches, you can keep on multiplying each new rate of occurrence to produce a new 
combined rate of occurrence. So if you do many tests and the samples always match, although you will never 
prove that the two samples came from the one person, you will be able to say that the chances of the sample 
you are considering having come from someone other than the person you are trying to exclude is small. The 
more matches you get the smaller becomes the chance that the sample came from somebody else.1183 

The product rule assumes that the tests at each locus are independent; that is, that the results at one locus do not 
influence the results at another.1184 

The more loci examined, the more discriminating the comparison, and the higher the numbers in the final match 
probability will be. This explains why such incredibly high numbers are cited, such as, “that profile is expected to 
occur in fewer than one in ten billion persons,”1185 or “the probability of a match by chance was calculated at 10 billion 
to one.”1186 Conversely, the fewer loci examined, the less discriminating the comparison will be. 

Case Study 88

In 1999, a disabled man in the United Kingdom was arrested when his six-locus DNA profile was found to 
match the profile derived from a crime scene several hundred kilometres away. The match probability was 
reportedly one in 37 million. The man was released after a ten-locus test showed there were differences 
between the man’s DNA and the DNA from the crime scene.1187 

Laboratories in New South Wales currently examine nine loci plus the sex indicator, although it is possible that in the 
future they will examine more, which will be more discriminating again. Laboratories in the United States examine nine 
loci, as they generally use the Profiler Plus system too.1188 The United Kingdom and New Zealand both use the more 
discriminating SGM Plus system, which examines ten loci and the sex indicator.1189

While the match probability is what gives DNA evidence its probative value, there is no clear consensus on how 
it should be calculated.1190 One area of debate is whether (and how) the match probability should account for 
relatedness. The product rule ignores the fact that there may be reasons why results at certain loci are the same 
for different people, for example because the people are directly related, or because certain results are found more 
frequently within some subpopulations. Small or isolated populations may be less genetically diverse than large, 
urban populations, and it may be necessary to allow for underlying relatedness when calculating the match probability 
in relation to a particular population.1191 

There have been a number of challenges based on the failure of the reported match probability to take relatedness 
into account. In R v Pantoja (1996), the defence objected to the DNA evidence on the basis that the statistics were 
based on databases which were unlikely to have included samples from South American Quechua Indians, who 
could differ from the general population as they had evolved in relative isolation. On appeal, the court rejected this 
argument, although the appeal was allowed on the basis that the prosecution had not established the statistical 
validity of the databases used.1192

In R v To (2002), the accused appealed on the basis that DAL had consulted both Australian and Asian population 
databases in producing the statistical evidence, and that the results were not reliable. The prosecution expert gave 
evidence that in drawing conclusions from the databases he used conservative estimates in deciding what value 
to use to compensate for interrelatedness in his calculations. The court accepted this approach, and the appeal 
failed.1193 
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A challenge of this nature was successful in a recent West Australian case, R v Bropho (2004). The complainant, 
who had a mental illness and experienced delusions, alleged that the accused had raped her 23 years before. The 
prosecution calculated the likelihood of the accused being the father of a child born at the time to be 3,134 times 
more likely than a random person being the father. However, the defence argued that a different value should be used 
to compensate for underlying interrelatedness in the relevant population, which gave a likelihood of only 358 times 
more likely. The judge found there were no reliable studies of the genetics of the particular population, and so could 
not determine what the appropriate value would be to compensate for underlying relatedness. In addition, the offence 
occurred a long time before, close relatives of the accused could not be excluded, and the complainant was not a 
reliable witness. There was reasonable doubt as to the accused’s guilt, and he was acquitted.1194 

13.4.3. Challenges based on the way the evidence is presented 

Even where the DNA evidence is accepted as statistically valid, the defence may challenge the way that evidence 
is presented to the jury. The general position now is that DNA evidence can be put before the jury, provided it is 
accompanied by appropriate directions. Previously, however, conflicting DNA evidence had been excluded on the 
basis that it was inherently confusing and could mislead the jury. In R v Lisoff (1999), the accused was charged with 
assault causing grievous bodily harm. The prosecution sought to adduce evidence that the victim’s blood had been 
found on tracksuit pants the accused was wearing at the time of the assault. The defence submitted that the blood in 
question was actually “post transfusion blood,” and argued that police had planted it to implicate the accused after 
the victim had received a blood transfusion, following the assault. The trial judge excluded the evidence, on the basis 
that there was a real danger the jury would be unduly swayed by the scientific nature of the evidence. The prosecution 
appealed against the decision to exclude the DNA evidence. The appeal court found that the evidence should have 
been admitted, and that the dispute between the experts should have been left to the jury to determine:

There is nothing so extraordinary about the conflict in the evidence presented in this case which would justify 
the conclusion that a careful and sensible jury, properly directed as to the relevant law and as to the relevant 
evidence, could not decide in a reasoned and responsible way whether or not the Crown had demonstrated 
beyond reasonable doubt that the body of evidence supporting the Crown case should be preferred to the 
opposed body of evidence... The essential questions for the jury, if properly formulated and explained by 
reference to the available evidence, were in our opinion no more essentially complex or difficult than questions 
of fact that are routinely, and correctly, left to juries in criminal cases.1195

The court ordered a retrial, and the accused was ultimately acquitted. 

In the following years, the courts considered whether the statistics relating to DNA analysis, which is essentially 
opinion evidence, should be put before the jury. In R v GK (2001), the accused was charged with sexually assaulting 
his stepdaughter, and the prosecution led evidence that he was the father of the complainant’s baby. The trial judge 
admitted evidence that DNA testing did not exclude the possibility of paternity, but ruled that “there should not be 
arithmetical figures put before the jury,” on the basis that the probative value of the evidence was outweighed by the 
danger of unfair prejudice to the accused. The accused was acquitted, and the DPP submitted a question of law to 
the Court of Criminal Appeal, asking whether the trial judge erred in refusing to admit the statistical evidence. The 
Court of Criminal Appeal held that the statistical evidence should have been admitted. Although courts may have 
legitimate concerns about whether DNA evidence is capable of being understood by a jury, these can be addressed 
through careful directions and warnings to the jury:

There is, at least as a general rule, nothing so inherently difficult, confusing or misleading about properly 
qualified expert opinion evidence about DNA testing, either in general or in a particular case, as would justify a 
perception that a jury, acting reasonably and with the assistance of correct and appropriate directions from the 
presiding Judge, cannot be entrusted safely with the assessment of that opinion evidence.1196

Further, the fact that DNA evidence may be overwhelmingly probative does not of itself create a danger of unfair 
prejudice: 

Merely because evidence points overwhelmingly to guilt does not make it unfair to adduce it. And even if 
evidence carries a prejudicial overlay its genuine probative value must be put in the scales... If relevant DNA 
statistical evidence is tendered through a witness of due expertise then its probative weight cannot itself be a 
ground for withholding it from the jury.1197

The court also noted the general move towards admissibility of statistical calculations relating to DNA analysis in 
other jurisdictions.
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Similar issues were considered in R v Galli (2001). In that case, the accused was convicted of aggravated sexual 
assault, after a woman with an intellectual disability conceived while under his care. At trial, the prosecution led 
evidence relating to the probability of the accused being the father. On appeal, the defence argued that the trial judge 
failed to give adequate directions to the jury about the DNA evidence. The court found that while it would have been 
desirable for the trial judge to give the jury better directions in relation to the probability of paternity based on the DNA 
analysis, it was inevitable that the accused would be convicted, so the failure to direct the jury appropriately did not 
constitute a miscarriage of justice.1198 

Although the match probability and the calculations supporting it may be adduced in evidence, care must be taken 
to ensure that the significance of the match probability is properly explained. It also has to be made clear that a DNA 
‘match’ does not positively identify the source of the forensic material, only that the suspect cannot be excluded; and 
that it is only a very remote possibility that the DNA in question did not come from the suspect. In R v Yates and others 
(2002), the accused appealed against his conviction on the basis that it had not been made clear to the jury that a 
match between a DNA sample from the crime scene and a sample from the suspect does not establish that the two 
are from the same person. The court found that the judge had in fact made this clear, having told the jury, “You have 
heard many times in this case, that DNA testing does not positively identify a sample of DNA found on an object as 
coming from a specific person, for the simple reason that it is possible that by mere chance, two people can have the 
same DNA profile,” and that “The DNA evidence does not point conclusively to a particular individual. What it does 
provide is a calculation of the likelihood that the DNA came from other than the individual in question.” The appeal 
was dismissed.1199

Similar concerns were raised in R v Wakefield (2004), where the accused was convicted of aggravated armed 
robbery, after robbing and assaulting an elderly woman in a lift at a shopping centre. The prosecution gave evidence 
that DNA on a handkerchief left in the lift may have come from the accused. On appeal, the defence argued that 
the DNA evidence was explained in a way which left the jury with the impression that it was the accused’s DNA 
which was found on the handkerchief, when it should have been made clear that a mixture of DNA was found on 
the handkerchief, and that the accused could not have been excluded as a contributor, given that his profile was 
consistent with the mixture. The court accepted that while the prosecution could have been more exact, the accused 
would have been convicted regardless, and the appeal was dismissed.1200

Juries should also be warned against taking a strictly mathematical approach to the evidence.1201 For example: 

The use of databases... assumes that patterns of results distributed through those databases occur at the 
same frequency in the population generally. Whether they do or not can never be precisely known because it is 
impossible to test every member of the community. What is sought to be achieved is a high level of confidence 
in the databases as representing the population generally. [Because of this] the figures produced by this 
method give an appearance of mathematical exactness that in practice they cannot have.1202 

DNA evidence has also been challenged where a logical error has crept into the explanation of the statistics, often 
referred to as the “prosecutor’s fallacy.” As one commentator has explained, the error occurs where “A implies B” is 
confused with “B implies A”: 

If it is accepted that there is a 90 per cent chance that the culprit is very tall, it does not follow that every tall man 
has 90 per cent probability of being the culprit.1203 

In explaining the statistical relevance of a DNA profile, the statistical probability of the profile occurring in the general 
population is not the same as the statistical probability of the accused’s DNA being found at the crime scene. This 
means that while it may be true to state, “the probability that the DNA came from the accused, compared to from a 
person taken at random, is ten billion to one,” it is not true to state that “the probability that the DNA came from the 
accused is ten billion to one,” or “there is a less than one in ten billion chance that the DNA at the crime scene did not 
come from the accused.” The match probability has to be expressed in the terms of the first statement to hold true. 
Further, the statistics have to be explained to members of the jury in a way that ensures the implications of the figures 
given are properly understood. 

The implications of making this error have been discussed in a number of cases. In R v GK (2001), the court stated 
that the DNA evidence in question should not have been withheld from the jury, but should have been adduced, 
“accompanied by appropriate directions emphasising the need to avoid the prosecutor’s fallacy.”1204 In R v Galli 
(2001), the court stated that it may not be necessary to give a direction about the prosecutor’s fallacy in all cases 
involving DNA evidence, although a warning about impermissible reasoning would be desirable.1205 The prosecutor’s 
fallacy was not actually made in either of these cases. 

Where the prosecutor’s fallacy is made, however, this may be grounds for a conviction to be quashed. In R v Keir 
(2002), the accused was convicted of murdering his wife. Her body was never found, but the prosecution case was 
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that he had buried her beneath the house. The victim’s parents provided DNA samples for comparison with bone 
fragments found under the house. The prosecution expert stated that “it is approximately 660,000 times more likely to 
obtain this particular DNA profile found in the bones if it comes from a child of [the victim’s parents] than from a child 
of a random mating in the Australian population.” However, the trial judge went further than this, telling the jury that, 
according to the prosecution, “there is a 660,000 to one chance that those are the bones of [the victim] as distinct 
from any other person.” The court found that “if it was proper to leave the jury with odds at all, the jury was left with the 
potentially misleading odds of 660,000:1 and without guidance on what the DNA statistical evidence really meant.” 
The court could not conclude that the accused would inevitably have been convicted, had the jury not been left with 
an erroneous appreciation of the statistical evidence adduced at trial. The appeal was allowed, and a new trial was 
ordered.1206

DNA evidence has also been challenged where analogies have been drawn to fingerprinting. In R v Yates and others 
(2002), counsel for the defence argued that referring to a DNA profile as “DNA fingerprinting” tended to give it a 
significance which it did not have. The court commented that while it is highly desirable for judges to avoid this term, 
it was not misleading in that case, as the judge had given appropriate directions.1207 The issue was also raised in 
R v Wakefield (2004). On appeal, the defence argued that use of the term “DNA fingerprint” was inaccurate and 
misleading. However, the prosecution expert had actually commented, “I would prefer the term genetic profile rather 
than fingerprint. I think fingerprint has got a connotation of uniqueness and we’re not talking about uniqueness here,” 
and counsel for the prosecution had referred to the DNA profile as being “like a fingerprint.” The court commented 
that “when explaining DNA profiles the analogy of a fingerprint is not apt and should not be used,” but dismissed the 
appeal, as the evidence had been properly explained during the trial.1208 

13.4.4. Continuity of evidence and possibility of contamination 

DNA evidence may also be challenged on the basis that it may have been contaminated or otherwise damaged. For 
this reason, the prosecution must be able to show that the relevant samples were handled appropriately, including 
being stored securely in appropriate conditions, throughout the relevant period. 

In the Northern Territory case R v Murdoch (2005), the accused was charged with the murder of British backpacker 
Peter Falconio. The defence challenged the DNA evidence on the basis that it may have been contaminated. First, 
there was evidence that investigating police had taken the cable ties used to bind the hands of the victim’s girlfriend 
to a meeting with the accused in an Adelaide prison, in 2002. Witnesses for the prosecution denied that the accused’s 
DNA could have come into contact with the ties at that time, stating that the ties remained in a paper bag on a table 
in the room throughout the meeting.1209 Second, the defence questioned whether the evidence could have been 
contaminated before being sent to the United Kingdom for analysis. The original examination of the items, in Australia, 
was inconclusive, and the evidence was sent overseas for examination by a laboratory which uses a more sensitive 
method of testing (called low copy number, where a DNA profile can be derived from a very small number of cells). 
The British forensic scientist gave evidence that DNA found inside the cable ties and on the gearstick of the victim’s 
car matched the DNA of the accused. An expert for the defence questioned this evidence, arguing that because the 
system used is so sensitive, it could have picked the DNA up from somewhere else, for example at the crime scene, 
during transit or at the laboratory. The accused was ultimately convicted.1210

Inability to account for the movement of crime scene exhibits may be a problem for older offences. For example, 
a man was charged in the United States after his DNA linked him to a 1979 murder. While there was no evidence 
that the crime scene evidence had been contaminated, there were conflicting records about where it had been 
kept for several years following the murder. The prosecution decided not to proceed, as it could not account for the 
whereabouts of swabs taken from the victim during that period.1211

Some of the police officers we consulted predicted that, given how discriminating DNA analysis is, challenges relating 
to continuity of evidence and the possibility of contamination will be made more frequently: 

Greater scrutiny will be placed on crime scene management and interpretation of that evidence in court.1212

Because it is near impossible to prove that the DNA does not belong to the criminal, it is envisaged that defence 
solicitors will raise issues of cross contamination, corrupt placing of DNA, strict compliance with police policy 
and procedures, continuity of the sample.1213

At the moment continuity and integrity of testing procedures are the main issues challenged at trial. This will 
continue to be a problem... If they can’t dismiss the identification, defence will try to have the evidence excluded 
due to contamination or failure in testing.1214
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Where the defence wishes to challenge evidence relating to the way samples were handled in the laboratory, the 
prosecution must ensure that all the people involved in the analysis are available to give evidence. In R v Sing (2002), 
the accused was convicted of aggravated sexual assault. At trial, the prosecution adduced evidence that the DNA 
profile derived from vaginal swabs taken from the victim after the assault matched the accused’s DNA profile. 
Two forensic biologists from DAL gave evidence about the tests done on the evidence under their supervision, 
and about their interpretation of the analysis results. On appeal, the defence argued that the evidence should be 
excluded on the basis that it was hearsay – neither of the biologists carried out the actual testing, and the laboratory 
staff who did were not called. The court concluded that DNA test results could not be proved merely through 
evidence of the standard procedures and instructions given, and that the prosecution’s failure to call all the necessary 
witnesses deprived the appellant of the opportunity to test the evidence. The conviction was quashed and a new trial 
ordered. Before this case, there was no practice that all laboratory staff involved in the DNA analysis be called.1215

DAL was obviously concerned about the implications of the Sing decision. As discussed at length in this report, the 
laboratory does not have enough staff or resources to meet the demand for DNA analysis, and requiring more staff to 
attend court would put further strain on the laboratory. 

Usually, however, DNA evidence is adduced by tendering a certificate of expert evidence, pursuant to section 177 
of the Evidence Act 1995. The prosecution must give the defence notice that it proposes to tender the certificate as 
evidence of the opinion, and must serve a copy of the notice of the defence at least three weeks before the hearing. 
The defence must give written notice to the prosecution if it requires the expert to give evidence in person. The court 
may order the defence to pay costs if it requires the expert to give evidence in person without reasonable cause.

13.5. Outcomes of criminal proceedings involving forensic evidence 
We sought to assess how often DNA analysis results in a suspect being prosecuted for an offence, and how often 
prosecutions result in conviction. However, neither DAL nor NSW Police keep comprehensive records relating to 
criminal proceedings involving DNA links. 

Minutes from DNA Advisory Committee meetings indicate that in August 2004, DNA analysis has resulted in 1,800 
arrests and over 1,000 convictions.1216 It is not clear how this figure was reached, given that court results stemming 
from cold links do not appear to be systematically recorded, and warm links do not appear to be centrally recorded at 
all. We note that at that time, police had taken over 6,000 DNA samples from suspects.1217

13.5.1. Types of offences 

NSW Police only keeps records of charges and convictions in relation to cold links. That is, where a person who has 
not previously been identified as a suspect is linked to a crime scene. This is a very limited way of measuring how 
effectively police are using their forensic procedure powers, as it does not include matters where police took a DNA 
sample from a person they have already identified as a suspect. 

We set out the number of charges and convictions stemming from cold links for the final two years of the review 
period in table 3. The table shows that there have been many more convictions for less serious types of offences, like 
break, enter and steal (over 1,500 convictions), than for more serious types of offences, like murder (one conviction) 
and sexual assault (20 convictions). This would be expected, given that the less serious types of offences are 
committed much more frequently. Further, police are more likely to devote time and resources to the investigation of 
serious offences, and identify a suspect directly, rather than through a cold link some time later. 

Table 3 also shows that in all categories of crime, the number of convictions is significantly less than the number of 
identifications. For example, there were 15 links for murder, but only one conviction; there were 200 links for armed 
robbery, but only 32 convictions; and there were 55 links for aggravated robbery, but only three convictions. This 
trend is also apparent for less serious offences. For example, there were almost 3,000 links for break, enter and 
steal offences, but only 1,500 convictions; and there were over 500 links for stolen motor vehicles but only 200 or so 
convictions.1218 There are a number of factors which contribute to this. First, not all links result in prosecution. Police 
may decide not to pursue a matter, either because there is insufficient evidence or because of the nature of the 
offence and the length of time which has passed. Second, the number of convictions will lag behind the number of 
links, because criminal proceedings, particularly for serious offences, may take a long time to finalise. For this reason, 
the gap between the number of convictions and the number of links may narrow over time. 
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13.5.2. Results of Ombudsman audit 

The NSW Police records discussed above only relate to cold links, and so do not provide any information about how 
often, when police take a DNA sample, the suspect is convicted of the offence in relation to which the sample was 
taken. For this reason there is no accurate way of measuring how often DNA analysis leads to convictions.

We were able to get an idea of how often suspects are convicted after forensic procedures have been conducted by 
reviewing the court outcomes of the 180 forensic procedures included in our audits of local area commands and DAL. 
We found that, of the 165 forensic procedures conducted on suspects:1219

• 17 suspects were not charged for the offence

•  16 suspects were prosecuted, but were not convicted (this includes one who was found not guilty because of 
mental illness)

• 26 suspects were prosecuted and at the time of writing, the proceedings were ongoing, and 

• 100 suspects were convicted, although 3 of these were overturned on appeal.

Outcomes for forensic procedures included in Ombudsman audit

Total:  165 (does not include 5 procedures on victims, 8 on volunteers or 2 on suspects where there was no 
result recorded).

165 
Forensic 

Procedures

Not convicted

16

Convicted

100

Proceedings
ongoing

26

Drug programme 
referral

1

Overturned 
on appeal

3

Conviction 
stands

97

Not Charged

17

Charged

148

DPP decided not 
to proceed

5

Suspect 
prosecuted

143
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These results must be interpreted with caution, as the suspects included in our audit may have been charged with 
more than one count or more than one offence. Police records of criminal proceedings did not always indicate 
whether the conviction related to the offence for which the forensic procedure was conducted, or another offence. For 
this reason, some of the suspects recorded as having been convicted may in fact have been convicted of a related 
offence, and not of the offence for which the forensic procedure was conducted. That said, the results do show that 
a majority of the suspects included in the audit sample – almost 60 per cent – were convicted of an offence. About a 
quarter were not convicted of any offence. The rest of the matters were still before the courts.

It was not possible to measure the impact DNA or other forensic evidence had on the outcome of each case. 
However, comparing the DNA analysis results with the court outcomes shows that DNA analysis results are not 
determinative – warm links do not always lead to conviction, and exclusions do not always result in acquittal. At least 
three suspects were acquitted despite warm links to crime scene evidence; and at least 12 were convicted although 
they were not implicated by the DNA analysis. We were unable to identify the impact analysis results had on the 
likelihood of convictions because, as discussed at 10.6.5, DAL was unable to provide analysis results for a significant 
number of matters included in the audit sample. 

13.5.3. Effect on plea 

In most cases involving DNA evidence, it is not challenged. Some police officers we surveyed suggested that DNA 
evidence linking a suspect to a crime scene often results in the person pleading guilty to the offence (or, if the person 
pleads not guilty, the DNA component of the prosecution case is not challenged).1220

We asked the DPP whether it is aware of matters where the defendant has changed his or her plea from not guilty to 
guilty as a result of the DNA evidence being adduced. The DPP advised that it had no particular information about this 
issue, commenting that while DNA evidence is no doubt a factor in influencing a guilty plea, the DPP is rarely advised 
of the reasons for a plea or a change of plea.1221 

13.6. Sentencing 

13.6.1. Consenting to a forensic procedure 

Complying with a request by police to undergo a forensic procedure does not, of itself, entitle a convicted offender 
to a discounted sentence. However, it is a factor which may be taken into account when considering the degree of 
assistance the accused has given police. 

In R v Newman (2004), the accused pleaded guilty to three break, enter and steal offences, and was sentenced to 
almost five years imprisonment. This included a 12.5 per cent discount for the guilty plea. In interview the accused 
told police he had no memory of having committed the offences, being drug affected at the time, but he pleaded 
guilty on the basis of the DNA analysis results. The accused appealed against his sentence on the basis that the court 
had not given sufficient weight to his guilty plea. The court observed that the extent of the discount is a matter for the 
discretion of the sentencing judge, although it generally depends on first, the time at which the plea is entered during 
proceedings; and second, the complexity of the issues and the amount of evidence which has to be adduced to 
prove the elements of the offence. The appeal failed as the court was not persuaded that the trial judged erred in the 
discount given.1222

In R v Fernando (2004), the accused pleaded guilty to an act of indecency, and was sentenced to nine and a half 
years imprisonment. The trial judge did not quantify the discount she gave him for pleading guilty, but stated that the 
sentence did take into account his cooperation with police. The accused appealed against the sentence, arguing 
that the trial judge placed no significance on the fact the accused provided a DNA sample by consent. On appeal 
the court acknowledged that it was not certain that, had the accused refused to provide the sample by consent, an 
order would have been made compelling him to provide the sample. However, it concluded that there was no error 
because the trial judge failed to provide a specific discount for providing the sample – it was sufficient that she took 
into account the accused’s cooperation with police in general.1223

In R v Hoskins (2004), the accused pleaded guilty to malicious wounding, after stabbing another inmate. He was 
sentenced to six years imprisonment, which allowed for a 25 per cent discount for pleading guilty and a 15 per 
cent discount for his assistance to the authorities, in making admissions and providing a DNA sample by consent. 
The Crown appealed against the sentence, on the basis that the trial judge had erred in allowing the discount for 
assistance to the authorities on top of the general discount for pleading guilty. The court accepted that this was an 
error, and the accused’s sentence was increased.1224
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These cases show that providing a DNA sample by consent does not entitle an offender to a specific discount at 
sentencing. However, consenting to a forensic procedure may be considered as evidence of having cooperated with 
investigating authorities, and so may have some impact on the sentence imposed. 

13.6.2. Delays in obtaining analysis results 

The length of time taken to obtain analysis results may be grounds for reducing an offender’s sentence. For example, 
in R v Henry (2004), the accused appealed against his sentence for various property offences. There was a lengthy 
delay in processing the crime scene evidence for some of the offences, which meant that the sentence for those 
offences did not commence until some time after his original sentence commenced. Had the delay not occurred, the 
offender would have been sentenced at an earlier time, which would have shortened his overall sentence. The court 
accepted that the delay in the commencement of the later sentences because of delays at DAL constituted special 
circumstances, and re-sentenced the offender so he would be eligible for parole at an earlier time.1225 

Endnotes
1151 Crimes (Forensic Procedures) Act 2000 s 122.
1152 Crimes (Forensic Procedures) Act 2000 s 121.
1153 Information obtained through Ombudsman review of COPS records. 
1154 Information obtained through Ombudsman review of COPS records. 
1155 Information obtained through Ombudsman review of COPS records. 
1156 Information obtained through Ombudsman review of COPS records. 
1157 Information obtained through Ombudsman review of COPS records. 
1158 “DNA fails to catch crims”, Northern Territory News, 19 April 2004.
1159 Information obtained through Ombudsman review of COPS records. 
1160  M Findlay and J Grix, “Challenging Forensic Evidence? Observations on the use of DNA in certain criminal trials,” Current Issues in 

Criminal Justice, Volume 14(3), March 2003, 269 p. 270.
1161  M Findlay and J Grix, “Challenging Forensic Evidence? Observations on the use of DNA in certain criminal trials,” Current Issues in 

Criminal Justice, Volume 14(3), March 2003, 269 p. 272.
1162  M Findlay and J Grix, “Challenging Forensic Evidence? Observations on the use of DNA in certain criminal trials,” Current Issues in 

Criminal Justice, Volume 14(3), March 2003, 269 p. 273.
1163 R v Styman and Tauber, unreported, Supreme Court 02/91/0020, transcript 5 December 2002 p. 142.
1164 Unreported judgment, District Court 01/21/3378. 
1165 Police Association of NSW submission, March 2005. 
1166 Police Association of NSW submission, March 2005.
1167 Crimes (Forensic Procedures) Act 2000 ss 58, 60 and 101.
1168 R v Ali, unreported, District Court 01/02/3321.
1169 R v Roumi, unreported, 03/11/1179 and advice from DPP, 24 March 2005.
1170 R v Sharwood, unreported, District Court 03/31/0470 and advice from DPP, 24 March 2005.
1171 R v White [2005] NSWSC 60.
1172 See R v Pantoja (1996) 88 A Crim R 554 and R v Pantoja [1998] NSWSC 656.
1173 R v McIntyre [2001] NSWSC 311 (11 April 2001).
1174 R v Gallagher [2001] NSWSC 462 at paragraphs 7 to 20 (Barr J).
1175 R v Yates, Parry, Hyland, Powick [2002] NSWCCA 520.
1176 R v Ross, unreported, District Court 02/61/0180 and advice from DPP 24 March 2005. 
1177  See A Haesler SC, “DNA for Defence Lawyers” (May 2005), available at www.lawlink.nsw.gov.au, accessed 16 August 2005; and 

M Findlay and J Grix, “Challenging Forensic Evidence? Observations on the use of DNA in certain criminal trials,” Current Issues in 
Criminal Justice, Volume 14(3), March 2003, 269 p. 273.

1178  M Findlay and J Grix, “Challenging Forensic Evidence? Observations on the use of DNA in certain criminal trials,” Current Issues in 
Criminal Justice, Volume 14(3), March 2003, 269 p. 270 and M Findlay, Independent review of the Crimes (Forensic Procedures) Act 
2000 (April 2003) at 6-7-2.

http://www.lawlink.nsw.gov.au


258 NSW Ombudsman  
DNA sampling and other forensic procedures conducted on suspects and volunteers under the Crimes (Forensic Procedures) Act 2000

1179 Letter from DPP, 24 March 2005. 
1180  R v MSK and MAK, unreported, Supreme Court 070201/03 and 070002/03. The appeal case was reported at [2004] NSWCCA 308, but 

the DNA evidence was not raised on appeal. 
1181 R v Fricker, unreported, Distict Court 03/51/0165 and advice from DPP 24 March 2005. 
1182 R v Styman and Tauber, unreported, Supreme Court 02/91/0020 and advice from DPP, 24 March 2005.
1183 R v Styman and Tauber, unreported, Supreme Court 02/91/0020, transcript 4 December 2002 at p. 130.
1184 Known as Hardy-Weinberg equilibrium. See D Balding, Weight-of-evidence for Forensic DNA Profiles (2005) p. 69.
1185 R v Wakefield [2004] NSWCCA 288 at paragraph 36 (Smart AJ). 
1186 R v Yates, Parry, Hyland, Powick [2002] NSWCCA 520 at paragraph 65 (Wood CJ at CL, Hulme and Buddin JJ).
1187 D Balding, Weight-of-evidence for Forensic DNA Profiles (2005) p. 32.
1188  Applied Biosystem, Product Bulletin Human Identification located at http://docs.appliedbiosystems.com/pebiodocs/00112873.pdf, 

accessed on 7 December 2005.
1189  United Kingdom Forensic Science Service, The National DNA Database Annual Report 2002-03, p. 5 and the “Current DNA techniques” 

page of the New Zealand Environmental Science and Research Limited website http://www.esr.cri.nz/competencies/forensicscience/
dna/currenttechniques.htm accessed on 7 December 2005.

1190  Mark Findlay, Independent review of the Crimes (Forensic Procedures) Act 2000 (April 2003) at 6-7-2.
1191 See R v Bropho [2004] WADC 182.
1192  The DNA evidence was challenged again at the retrial, but the accused was ultimately convicted. See R v Pantoja (1996) 88 A Crim R 

554 and R v Pantoja [1998] NSWSC 656.
1193  R v To [2002] NSWCCA 247. The relevance of ethnic background was also discussed in R v Pantoja (1996) 88 A Crim R 554. 
1194 R v Bropho [2004] WADC 182.
1195 R v Lisoff [1999] NSWCCA 364 at paragraph 55 and 64.
1196 R v GK [2001] NSWCCA 413 at paragraph 96.
1197 R v GK [2001] NSWCCA 413 at paragraphs 30 and 39.
1198 R v Galli [2001] NSWCCA 504. 
1199 R v Yates, Parry, Hyland, Powick [2002] NSWCCA 520.
1200 R v Wakefield 2004] NSWCCA 288.
1201  See R v Milat (unreported) NSWSC, No. 70114 of 1994: Statistical Validity of Databases, 22 April 1996 (Hunt CJ at CL) and R v Galli 

[2001] NSWCCA 504. 
1202 R v Styman and Tauber, unreported, Supreme Court 02/91/0020, transcript 4 December 2002, p. 130.
1203 D Balding, Weight-of-evidence for Forensic DNA Profiles (2005) p. 146.
1204 See R v GK [2001] NSWCCA 413 at paragraphs 33, 34 and 59. 
1205 See R v Galli [2001] NSWCCA 504 at paragraphs 79 to 97.
1206 R v Keir [2002] NSWCCA 30.
1207 R v Yates, Parry, Hyland, Powick [2002] NSWCCA 520 at paragraph 156.
1208 R v Wakefield [2004] NSWCCA 288. 
1209 “Falconio defence questions DNA ‘evidence’”, Sydney Morning Herald, 25 November 2005.
1210 “Forensic experts at odds over evidence”, Sydney Morning Herald, 2 December 2005.
1211 DNAResource Report dated 10 June 2005.
1212 Confidential survey response.
1213 Confidential survey response.
1214 Confidential LAC survey response.
1215 R v Sing [2002] NSWCCA 20 at paragraph 38. See also R v Ryan {2002] VSCA 176.
1216 Minutes of the DNA Advisory Committee, 6 August 2004. 
1217 COPS download data provided by FPIT on 15 July 2005.
1218 Information supplied by FPIT on 22 June 2005. 
1219  Eight procedures were conducted on volunteers and the remaining five were conducted on victims, and were initially included in our 

audit sample because police records indicated they were volunteers.

http://docs.appliedbiosystems.com/pebiodocs/00112873.pdf
http://www.esr.cri.nz/competencies/forensicscience/dna/currenttechniques.htm
http://www.esr.cri.nz/competencies/forensicscience/dna/currenttechniques.htm


NSW Ombudsman  
DNA sampling and other forensic procedures conducted on suspects and volunteers under the Crimes (Forensic Procedures) Act 2000 259

1220 Minutes of the DNA Advisory Committee, 24 March 2003 and confidential survey responses.
1221 Letter from DPP, 24 March 2005.
1222 R v Newman [2004] NSWCCA 113.
1223 R v Fernando [2004] NSWCCA 147.
1224 R v Hoskins [2004] NSWCCA 236.
1225 R v Henry [2004] NSWCCA 306.



260 NSW Ombudsman  
DNA sampling and other forensic procedures conducted on suspects and volunteers under the Crimes (Forensic Procedures) Act 2000

Chapter 14. Destruction of forensic 
material
Part 10 of the Act sets out the circumstances in which material obtained through forensic procedures must be 
destroyed. The destruction requirements apply to “forensic material,” which includes DNA samples, fingerprints, 
photographs, casts or impressions and other types of samples taken from a person’s body.1226 This chapter outlines 
the destruction requirements for material taken from suspects and volunteers, and discusses the adequacy of the 
mechanisms currently in place to ensure the destruction requirements are met.

14.1. Responsibility for destruction of forensic material 
Both NSW Police and DAL play a part in destroying DNA samples – NSW Police identifies which samples need to 
be destroyed, and DAL carries out the actual destruction. Under the Deed of Agreement, FPIT agreed to provide 
DAL with destruction requests at least two days prior to the stipulated destruction date. DAL agreed to destroy DNA 
samples and identifying information only with the express permission of FPIT, and agreed to provide FPIT with a 
destruction certificate within two days of destroying a sample. 

NSW Police and DAL have both pointed out that, under the Deed of Agreement, NSW Police makes the decision 
about whether to destroy forensic material, although the material itself is stored at DAL.1227 We note that regardless of 
the Deed of Agreement, NSW Police and DAL still have to comply with their legislative obligations. This is complicated 
by the fact that the Act does not specify who the “responsible person” is, so the functions and responsibilities of the 
responsible person are shared between the Commissioner of Police and Chief Executive Officers of Western Sydney 
Area Health Service and DAL. 

DAL has requested that this issue be clarified by the working group run by the Criminal Law Review Division of 
the Attorney General’s Department, which was formed in response to the Findlay review of the Act. As we noted 
previously at 4.4, in our view, there should be no question as to who is the ‘responsible person’. This should be made 
very clear in relevant legislation and administrative arrangements. We have recommended that this occur as a matter 
of priority (see recommendation 9).

14.2. Destroying forensic DNA material
The Act provides that a person destroys forensic material, the analysis results or other information obtained through 
the forensic procedure (including information on the DNA database) if the person “destroys any means of identifying 
the forensic material or information with the person from whom it was taken or to whom it relates.”1228 Identifying 
information means any information that could be used to discover the identity of the person who provided the sample, 
or to get information about an identifiable person.1229 In this way, the Act requires de-identification of information and 
material obtained through forensic procedures, rather than physical destruction of the actual biological material.

At no point does the Act specify that forensic material itself needs to be destroyed.1230 

14.2.1. When should forensic DNA material be destroyed

14.2.1.1. Volunteers

The Act does not specifically provide for the destruction of forensic material taken from volunteers. However, it does 
provide that any identifying information (that is, information which could be used to discover the identity of the person 
who provided the DNA sample) relating to a volunteer must be removed from the database as soon as practicable 
after the agreed retention period ends.1231 Rather than specify a period for which information about volunteers can 
be retained, the Act provides that it can be retained for such period as the volunteer and the Commissioner of Police 
agree.1232 As happens with DNA samples taken from suspects, DAL only destroys volunteer samples with the express 
permission of FPIT. 
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14.2.1.2. Implied consent by volunteers to retain DNA indefinitely 

Rather than negotiate retention periods on a case by case basis, NSW Police keeps forensic material taken from 
volunteers indefinitely, unless the volunteer subsequently requests in writing that it be destroyed. NSW Police advised 
that when a DNA sample is taken, the volunteer is told: 

‘Your profile, your DNA material and information which identifies you as the source of that material, will be 
retained by NSW Police until NSW Police receive a request in writing from you seeking its destruction.’1233

However, we found through our audits of local area commands, including our video audit, that police officers do 
not always provide the right information to volunteers. In particular, police officers did not demonstrate a good 
understanding of what DNA samples from volunteers are used for, whether or not they are retained on the DNA 
database, or the length of time they are kept.1234 Contrary to the advice provided by NSW Police, the volunteers 
included in our audit sample were not all informed that their DNA sample and identifying information would be 
retained unless they requested in writing that it be destroyed. 

Case Study 89

In 2003, police were called to a brawl near the entrance to a railway station and found a young man who 
was bleeding from a head wound after being stabbed. It appeared the offence took place in a shop. Police 
located the weapon and wished to take a DNA sample from the shopkeeper for elimination purposes – that is, 
to make sure the DNA on the weapon came from the offender, rather than the shopkeeper. The shopkeeper 
agreed to provide a DNA sample by buccal swab. When police cautioned him, he asked whether the evidence 
would be used only in this particular case. The police officer taking the sample advised him that it would. As 
he completed the consent form, the police officer said, “I don’t know the difference between the two indexes. 
It’s something I can find out for you after the procedure.” The shopkeeper volunteering the sample stated, 
“I want my DNA to be used for this case only and after that, to be destroyed.” The police officer said, “OK.” 
However, we made inquiries with DAL in 2005 about the status of the man’s DNA sample and found that his 
profile was still on the volunteers’ index of the DNA database, and his DNA sample remained in storage at the 
laboratory.1235 

In light of our findings, our view is that consent to retain forensic material indefinitely cannot reasonably be implied 
from the fact a volunteer does not, at some point after the time the sample is taken, write to NSW Police requesting 
that it be destroyed.

NSW Police has also advised that since most volunteer profiles are only used for the limited purpose of comparison 
against crime scene evidence within a particular case, there is “no real necessity... for such profiles to be removed 
from the database.”1236 We completely disagree. The Act provides that the identifying information must be removed 
from the database as soon as practicable after the agreed retention period ends.1237 If a volunteer has indicated that 
his or her DNA sample can only be kept for a particular time, or is not even aware that it will be put on the database, it 
is unreasonable and in some cases will be unlawful for NSW Police to leave the profile on the database indefinitely. 

14.2.1.3. Suspects

The Act does provide for the destruction of forensic material taken from a suspect. This must be destroyed where: 

•  the suspect is acquitted of the offence (or the suspect is found to have committed the offence, but no 
conviction is recorded) – provided no appeal is lodged, and the suspect is not being investigated for another 
offence1238

• the material was obtained through an interim order which has subsequently been disallowed1239 

•  evidence of the forensic procedure has been ruled inadmissible (in which case the Commissioner must ensure 
it is destroyed),1240 or

•  proceedings have been discontinued, or have not commenced within 12 months of police taking the sample 
– unless a warrant has been issued for the apprehension of the suspect or an order to extend the period has 
been made by a magistrate.1241
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14.2.2. Identifying DNA profiles which need to be destroyed 

FPIT monitors the progress of investigations and court proceedings involving DNA evidence. FPIT notifies DAL 
whenever a person is acquitted, charges are dropped, or evidence of the forensic procedure is ruled inadmissible, 
and instructs DAL to destroy the relevant forensic material. FPIT also notifies DAL where a conviction is recorded, and 
instructs DAL to convert the status of the person who provided the sample from suspect to “offender” on the DNA 
database. 

NSW Police has advised that FPIT “from time to time” downloads lists of forensic procedures conducted on suspects 
where after 12 months there has been no action taken either to destroy the sample or convert the suspect’s profile to 
a convicted offender profile. In each case, FPIT makes inquiries with investigating police to find out the status of the 
investigation, whether proceedings against the person have been commenced, whether an order has been sought 
authorising retention of the material or whether a warrant has been issued for the suspect’s apprehension. In addition, 
there is a police liaison person at DAL who checks with investigators whether items on hand at DAL still require 
investigation.

14.2.2.1. Problems identifying samples due for destruction 

FPIT has advised that monitoring court proceedings to identify forensic material which has to be destroyed is labour 
intensive and very time consuming. We understand that FPIT does not begin to follow up forensic procedures where 
no action has been taken until after the first 12 months has passed. It may then take some time to ascertain the 
status of the matter from the investigating police officer. For this reason, it is not uncommon for forensic material to be 
retained for some time after the required destruction date has passed. 

Further, FPIT has indicated that it has considerable difficulty obtaining court results. Local court results are received 
electronically, but these are not always accurate. Results from the higher courts are not available electronically, 
although it is anticipated that this will be possible when the new computer system (CourtLink) is implemented. 

FPIT also has difficulty identifying cases where, although the person has been convicted, the DNA profile has to 
be destroyed because the evidence was ruled inadmissible.1242 We understand the court registry would not keep 
a record of this, and that FPIT would not be informed that the material had to be destroyed, unless the DPP or 
investigating police officer advised FPIT that the evidence had been ruled inadmissible and needed to be destroyed. 

The Attorney General’s Department’s CourtLink project confirmed that once CourtLink becomes operational the 
criminal records section of NSW Police will receive automated destruction notices in relation to fingerprint records 
taken from child suspects following acquittals.1243 It may be possible for NSW Police to negotiate with the Attorney 
General’s Department for similar electronic notifications to be issued for forensic material in circumstances where the 
evidence was inadmissible, an interim order was disallowed or the suspect was acquitted. 

Another problem with identifying samples due for destruction is that for many forensic procedures, the date the 
procedure was recorded on COPS is not the same as the date the procedure was actually conducted, as indicated 
on the hardcopy records of the procedure. We found during our audits of local area commands that in some cases, 
this was because the information was entered onto COPS at a later date. This was usually within a few days of 
the procedure being conducted. However, there were other cases where the COPS record appears to have been 
updated, and the date has changed. For example, for some procedures the date on COPS actually reflected the date 
the analysis report was received from DAL. In one procedure, the date on COPS had changed from 1 July 2002 to 
12 November 2002, over four months later.1244 Considering how long DNA analysis may take, there could be a large 
discrepancy between the date indicated by COPS and the date the procedure was actually carried out.

This means that although the Act envisages that the clock starts ticking on the day the DNA sample is taken, FPIT will 
not be alerted to the retention period having expired if the records on COPS are wrong, and the forensic material will 
be retained unlawfully. 

Improving COPS records of forensic procedures is vital to ensuring the destruction requirements of the Act are met, 
and for this reason we reiterate our recommendations 1,5 and 7, that NSW Police review its record keeping system 
to ensure that accurate records of all forensic procedures are kept on COPS, and take into account problems with 
recording forensic procedures in its mainframe replacement program. In addition, COPS should include fields for the 
date destruction is due, and the date the sample is either destroyed, or converted to a convicted offender profile. 
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Recommendation 92

NSW Police amend COPS to include new fields for the date destruction of forensic material is due, and a field 
to commence recording the date the sample is either destroyed or converted to a convicted offender profile. 

NSW Police supports this recommendation and advised that it is already in place.1245 

Recommendation 93

NSW Police consult with the Attorney General’s Department to develop appropriate formats for electronic 
notification of court results and extension orders under section 88(5) of the Act via CourtLink once it becomes 
operational.

NSW Police supports this recommendation.1246 The Attorney General’s Department also supports the 
recommendation, noting that “in many instances the triggering event that requires a sample to be destroyed may not 
be a Court result, and so a range of processes need to be put in place to ensure that the legislative requirements 
about destruction are met.”1247

NSW Police also recently advised that responsibility for destroying DNA samples and profiles was transferred to its 
Criminal Record Section in June 2006. The Criminal Record Section is developing standard operating procedures 
for establishing, implementing and monitoring quality control mechanisms, including a process for identifying 
outstanding matters for finalisation.1248

14.2.3. How does DAL destroy DNA?

DAL destroys the identifying information and the actual DNA sample, but does not delete the DNA profile from the 
database. 

DAL generally removes the identifying information from the database as soon as practicable after receiving a 
destruction request from FPIT. This is usually the same day, or soon after. DAL checks the barcode number, person’s 
name and date of birth are correct before deleting the information. 

DAL then destroys the actual forensic sample (as in, the FTA card or hairs). DAL also destroys the hardcopy record 
of the profile, and all associated paperwork. DAL waits until it has received a number of destruction requests, before 
destroying the sample and paperwork in batches. Following destruction, DAL returns a signed copy of the destruction 
request form to FPIT. 

DAL considers that identifying information is destroyed if the link between the profile and the information is removed 
on the searchable database, and the actual sample is destroyed as well. However, it has commented: 

It is not clear how far we have to go with destruction of identifying information – it could be that we have to 
destroy all knowledge that we received a sample and cut little bits out of our reports, test files and so on.1249

In our view, this is not necessary and DAL’s current process for destroying the identifying information meets the 
legislative requirements (see 14.2.4). 

However, we note that while DAL destroys the identifying information and actual forensic sample, it does not destroy 
the DNA profile. The profile remains on the database, although there is no way it can be linked back to its source. 

The review of the Commonwealth forensic procedures legislation discussed the distinction between de-identification 
and destruction of DNA samples, and between destruction of DNA samples and profiles. It commented that in 
addition to destroying identifying information and the actual biological sample, “any DNA profiles relating to a person 
sample should also be destroyed because it is the profile that provides the basis for linking.” It recommended that 
DNA profiles should have to be destroyed, in addition to the physical destruction of samples and the electronic 
separation of profiles from their identifying information.1250 We agree that there is no good reason for DNA profiles to 
be retained on the DNA database for those samples which are required to be destroyed. Although the identity of the 
person who provided the sample cannot be established it can possibly be used to limit a pool of people to those who 
have had a profile on the database which has been destroyed and the profile can still be used to link the unknown 
person to other profiles on the database, such as close family members. 



264 NSW Ombudsman  
DNA sampling and other forensic procedures conducted on suspects and volunteers under the Crimes (Forensic Procedures) Act 2000

Recommendation 94

When DAL receives a destruction request, it deletes the DNA profile from the database, as well as destroying 
the forensic material and identifying information.

NSW Health advised that it is possible to delete the DNA profile when it receives a destruction request from NSW 
Police. It is currently pursuing the matter with NSW Police, as the recommendation requires changes to be made to 
the memorandum of understanding in place between DAL and NSW Police.1251 

14.2.4. Keeping records of profiles which have been destroyed

When the Act first came into force, DAL was destroying all records relating to samples which had to be destroyed. 
We were unable to audit DAL properly, as it had no way of identifying how many or which DNA samples had been 
destroyed. DAL reviewed this practice during our monitoring of the DNA sampling of serious indictable offenders, and 
since September 2001 has kept a record of the barcode and destruction date of the samples it has destroyed. We 
understand DAL discussed this issue with the DNA Advisory Committee before deciding that these records should be 
retained.1252 

It is arguable that in the interests of privacy, every record relating to a person’s DNA sample should be destroyed 
when the sample itself and identifying information has to be destroyed. However, there is a strong public interest in 
ensuring DAL is accountable, and can verify which DNA samples it has received and which it has destroyed. In our 
view, this outweighs the public interest in destroying every record that a person has ever provided a DNA sample, 
and ensures DAL complies with it obligations under the State Records Act 1998 to keep full and accurate records of 
its activities.1253 Further, even where DAL destroys a sample, NSW Police retains records of the forensic procedure, 
including the COPS record, consent form, exhibit book entry and video. 

14.2.5. How many DNA samples have been destroyed? 

14.2.5.1. Volunteers

During the review period, NSW Police requested that DAL destroy only five DNA samples taken from volunteers.1254 
This means that less than 1 per cent of DNA samples provided by volunteers during the review period have been 
destroyed.1255 The vast majority of volunteer profiles remain on the database, with their identifying information, 
although they are not matched against any of the indexes.

Our audit of DAL included seven DNA samples which DAL recorded as having been taken from volunteers.1256 
None of these had been destroyed. This would be expected, given that NSW Police only instructs DAL to destroy 
profiles on written request from the person who provided the sample, which happens very rarely.

14.2.5.2. Suspects

During the review period, NSW Police identified 1,060 samples which had to be destroyed, which is approximately 12 
per cent of the DNA samples provided by suspects during the review period.1257 The proportion of samples which will 
ultimately be destroyed will be higher than this, given that in many cases court proceedings were ongoing at the end 
of the review period. 

14.2.6. Results of Ombudsman audit 

DAL advised that of the 180 forensic procedures we included in our audit, 67 DNA profiles were still on the database 
as suspects.1258 We reviewed these and found that for 47 procedures, more than a year had elapsed since the 
procedure had been conducted. This included 12 procedures where over two years had elapsed, and two procedures 
where over three years had elapsed. The longest time any of the suspect samples had been kept was 3 years, and 9 
months.1259 

We then sought advice from NSW Police as to why each of these 47 procedures had been retained for over a year. 
The Act only permits suspect samples to be retained beyond 12 months where proceedings have commenced 
against the person, a warrant has been issued for the person’s apprehension, or police or the DPP have obtained an 
extension from a magistrate. NSW Police advised that:1260
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• 4 profiles should have been destroyed

•  19 profiles should have been converted from ‘suspect’ to ‘convicted offender’, but NSW Police had not 
provided DAL with this information 

•  18 profiles related to cases where proceedings had commenced but the court outcome or hearing dates were 
not yet available, and 

• 6 profiles had been destroyed since DAL had provided the information to us, in February 2005. 

It is of serious concern that our small audit sample included DNA samples which had been unlawfully retained. In 
three cases, the sample had not been destroyed because the forensic procedure had not been recorded on COPS 
correctly, and FPIT had not identified that it needed to be destroyed. In the other case, NSW Police at first advised 
that the sample should have been destroyed, as FPIT had requested it be destroyed in August 2004.1261 We made 
further inquiries with DAL, and found that the destruction request submitted by FPIT had a typographical error on it, 
and FPIT had inadvertently asked that a different sample be destroyed. DAL advised FPIT at the time that that sample 
had already been destroyed. The sample included in our audit, however, was actually retained, and the DNA profile 
remained on the database. This error only came to light through our audit process. DAL subsequently destroyed the 
sample, in April 2005.1262 

These findings are consistent with our earlier finding, that errors in COPS records of forensic procedures are 
reasonably common. This suggests that there would be a large number of suspect profiles on the DNA database 
which by law should have been destroyed. It is of serious concern that forensic material is being retained unlawfully, 
and again we reiterate our recommendations 1, 5 and 7 about the need for accurate record keeping, to ensure the 
legislative destruction requirements are met. We also note this as further evidence for the need for auditing of DAL 
and police records (see 11.1 and recommendations 81 and 82).

14.2.7. Failure to comply with destruction requirements 

14.2.7.1. Volunteers

It is clear that NSW Police and DAL are not meeting their obligations to destroy forensic material taken from 
volunteers. This is because DAL retains volunteer DNA samples and profiles indefinitely, relying on FPIT for notification 
of the agreed retention period expiring. However, FPIT does not consider the agreed retention period to have expired 
unless it receives a written request for destruction. This is despite the fact that the volunteer may have indicated at 
the time of sampling that the forensic material was to be used within that case only, may have been advised it would 
not be put on the database, and may not have been told that it would be retained indefinitely unless the volunteer 
subsequently requested it be destroyed. 

In our view, it should not be left up to volunteers to check that their DNA sample and profile have been destroyed, 
when they may believe on the advice provided by police at the time of sampling that the sample would not be retained 
indefinitely. It would be preferable for the consent form which volunteers have to sign to specify the agreed retention 
period, for example “until the case has been finalised” or “indefinitely”. Then NSW Police would have a specific record 
of the agreed retention period. NSW Police would also have to monitor the outcomes of proceedings where the 
volunteer specified the profile could not be kept indefinitely, to ensure the forensic material was destroyed as required. 

Alternatively, NSW Police could direct DAL to destroy all DNA samples taken from volunteers, once the case for which 
the sample was taken has been finalised. 

As for the volunteer profiles already on the database, we raised concerns about their retention during discussions 
with DAL and NSW Police. DAL indicated that profiles which had been taken for “within case matching” could be 
deleted from the database, provided the relevant court proceedings have been finalised. This would mean that the 
only profiles retained on the database would be those where the police officer taking the sample indicated to the 
laboratory that it should be stored on an index of the database. 

Recommendation 95

Volunteers be given the opportunity to nominate an agreed retention period, and that this information be 
recorded on the volunteer consent form. Any destruction date nominated should be recorded on COPS so that 
FPIT is automatically notified of any samples which need to be destroyed. 
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Recommendation 96

DAL delete all profiles provided by volunteers for ‘within case matching’ from the database, once the relevant 
court proceedings have been finalised. 

NSW Police commented that it should not be necessary to give volunteers an opportunity to nominate an agreed 
retention period, if all volunteer profiles provided for “within case matching” are deleted once the relevant court 
proceedings have been finalised.1263 

NSW Health reiterated that DAL’s practice is to remove profiles only when directed to do so by police, and 
commented that DAL is liaising with police to develop better mechanisms to ensure DAL is notified when cases are 
finalised and profiles should be deleted.1264 

14.2.7.2. Suspects 

As with volunteer samples, NSW Police and DAL are not meeting their legislative obligations to destroy forensic 
material taken from suspects. This is either because FPIT is not identifying all the samples which require destruction, 
or is not notifying DAL of the need for destruction until some time after the sample should have been destroyed. 

Retaining forensic material beyond the required destruction date is unfair to the person who provided the sample, 
and any evidence obtained as a result of the unlawful retention will not be admissible in any proceedings against the 
person anyway.1265 Further, it is an offence to cause any identifying information about a person obtained from forensic 
material taken from the person under the Act to be retained on the database at any time after the Act requires it to be 
destroyed. This includes being reckless as to the recording or retention of information after the required destruction 
date.1266 It is clear that greater efforts are needed to ensure the destruction requirements in the Act are met. Our 
recommendations above, and a comprehensive audit program, should go some way to improving outcomes in 
this respect.

14.2.8. Destruction before comparison can be done 

Because analysis of crime scene samples can take such a long time, it may be that a DNA sample taken from a 
suspect has to be destroyed before it can be compared against evidence from the offence in relation to which it was 
taken. We are not aware how often retention periods expire before the crime scene evidence is analysed, but given 
the length of time taken to process crime scene samples, we expect it would not be unusual. 

Destroying suspect samples prior to comparison against crime scene evidence not only limits the efficacy of the 
Act, it thwarts the intention of the legislation, which is that police can only ask suspects for a DNA sample if there 
are reasonable grounds to believe that it might produce evidence tending to confirm or disprove that the suspect 
committed an offence.1267 It appears that DNA samples are taken from suspects and put on the database relatively 
quickly, for comparison against the unsolved crime scene index, without comparing the profile against the crime 
scene for which the sample was taken. 

It is desirable that DAL complete its DNA analysis prior to the relevant suspect sample having to be destroyed. 
One way to increase the likelihood of this happening would be to flag any cases where the destruction date is 
approaching, so DAL can assess whether the relevant crime scene evidence should be examined before then. 

14.2.9. Amendments sought by NSW Police 

We note in this respect the submission to this review by NSW Police, arguing that suspects should have to 
make a written request to NSW Police asking for DNA samples and profiles to be destroyed. This would save 
FPIT from having to monitor the outcome of every DNA sample taken from a suspect to avoid retaining the forensic 
material unlawfully.1268 

We agree that this model would save NSW Police (and particularly FPIT) considerable time and resources. 
However, during our audits of local area commands and interviews with police officers, we found serious problems 
with the information being provided to suspects about forensic procedures. In the videos we watched, many suspects 
appeared not to understand all the information, and many of the police officers we interviewed confirmed this. It is not 
clear how NSW Police could ensure that suspects would be adequately informed of their right to request their DNA be 
destroyed after a certain period. 
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The Act currently allows investigating authorities to retain a suspect’s DNA sample and profile for 12 months to 
conduct forensic analysis. This period seeks to strike a balance between fairness to suspects and the needs of 
investigators. Retaining a suspect’s DNA beyond this period because of administrative efficiency is not warranted, 
in the absence of special reasons for doing so. This is especially so where a suspect has been ordered to provide 
a DNA sample against his or her will. This review supports the need for better processes which will streamline NSW 
Police’s role. Still, no strong case has been made for the amendments requested by NSW Police.

Recommendation 97

DAL’s case management system be developed so that any cases where a destruction date is approaching, 
and the relevant crime scene evidence has not been examined, are flagged for prioritised examination.

NSW Police supports this recommendation.1269 NSW Health indicated it supports the recommendation in principle, 
and is currently examining how best to implement it.1270

14.2.10. Destruction where a suspect’s conviction is overturned on appeal 

Section 87 of the Act requires forensic material taken from a convicted offender to be destroyed if the offender’s 
conviction is quashed. However, its application is quite limited. First, it only applies to forensic material taken by order 
of a court or senior police officer. In our 2004 report, we recommended that section 87 be amended so that forensic 
material obtained from offenders by consent also had to be destroyed, if the offender’s conviction is quashed.1271 
Second, section 87 applies only to forensic material obtained from serious indictable offenders, under Part 7 of the 
Act. It does not apply to forensic material taken from suspects, which is taken under Parts 2 to 6 of the Act. 

It appears that while the Act requires forensic material to be destroyed where the suspect is acquitted, no conviction 
is recorded, or proceedings are discontinued, there is no requirement to destroy forensic material where the suspect’s 
conviction is quashed on appeal.1272 The Act allows for DNA profiles “from suspects who have been convicted of 
prescribed offences” to be retained on the offenders index, but it does not specify what happens if the person’s 
conviction is quashed. 

We understand it is NSW Police policy to destroy forensic material obtained from successful appellants who provided 
DNA samples as suspects, but only where NSW Police receives a request from the appellant or his or her legal 
representative. FPIT does not monitor appeals, other than appeals by serious indictable offenders, who provided DNA 
samples under Part 7. FPIT advised that of the 712 appeals finalised in 2004, 225 were upheld, but it could not advise 
how many of these involved forensic material taken from the appellant as a suspect. 

We can see no reason why the Act should distinguish between suspects who are acquitted at first instance, and those 
whose conviction is set aside on appeal. For this reason, we are of the view that section 87 should be amended to 
cover forensic procedures carried out on suspects whose conviction is quashed on appeal. We also recommend 
that NSW Police implement a reliable system for monitoring appeals where forensic material was obtained from the 
appellant as a suspect, to ensure that any forensic material which should be destroyed is identified. 

In our draft report, we made a provisional recommendation, that the Act be amended to require that forensic 
material taken from a suspect be destroyed as soon as practicable if the suspect is convicted and the conviction 
is subsequently quashed. NSW Police indicated that it supports this recommendation.1273 The Attorney General’s 
Department did not comment on the policy underpinning the recommendation but commented:

The wording of the Recommendation may need to be reconsidered. It would impede the administration of 
justice if all forensic material had to be destroyed merely because a conviction was quashed, where a retrial or 
rehearing was subsequently held or ordered. Such a requirement would mandate the destruction of evidence 
relevant to an impending trial. The Court of Criminal Appeal regularly orders that a conviction is to be quashed 
and a retrial held. Also, it is unclear from the terms of the proposed Recommendation whether an application for 
annulment of conviction in the Local Court granted under Part 2 of the Crimes (Local Courts Appeal and Review) 
Act 2001 is to be treated as the ‘quashing’ of a conviction.1274

We agree that forensic material should not be destroyed where there is a reasonable prospect of a retrial or rehearing. 
We also clarify that forensic material should be destroyed for convictions which are set aside, whether they are 
quashed or annulled. 
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Recommendation 98

Section 87 of the Crimes (Forensic Procedures) Act 2000 be amended to require forensic material taken from a 
suspect be destroyed as soon as practicable if the suspect is convicted and the conviction is subsequently set 
aside, unless there is a reasonable prospect of a retrial or rehearing.

14.2.11. Extension orders

In limited circumstances, police or the DPP can apply to a magistrate for an order extending the 12 month retention 
period. The suspect must be notified of the application, and must be given reasonable opportunity to speak to or 
make a submission to the magistrate. The magistrate can only grant the extension if satisfied “that there are special 
reasons for doing so.” The magistrate must ensure the person responsible for the DNA database is notified of the 
extension. Extensions may be granted more than once.1275 

Other than requiring the magistrate to be satisfied there are “special reasons” for granting an extension, the Act does 
not offer any guidance to magistrates in determining whether to make the order. For example, there is no requirement 
that the magistrate consider whether there is a sample from the crime scene or victim available for comparison; 
whether there are reasonable grounds to believe that information obtained from analysis of the forensic material is 
likely to produce evidence of probative value, any reasons why analysis has not been conducted within 12 months, 
and whether further retention of the forensic material taken from the suspect is justified in all the circumstances. 
Further, the Act does not specify the period for which the forensic material may be retained – or require the magistrate 
to fix an expiry date. 

We made inquiries with the DPP about any matters where it has applied to a magistrate for an extension order, but 
the DPP advised it does not keep records of this, and had no anecdotal information on the issue either.1276 The Local 
Court does not keep separate records of extension orders either.1277 Accordingly, it is not possible to gauge how 
often orders for retaining forensic material taken from suspects are made. However, given the extensive delays in 
obtaining analysis results, we expect that they would occur. In our view, there would be considerable merit in providing 
magistrates with specific guidance about what may constitute “special reasons” for making an extension order. 
Further, the Act should limit the length of the extension, to a period determined by Parliament. 

Recommendation 99

The Crimes (Forensic Procedures) Act 2000 be amended to provide further guidance on what constitutes 
special reasons for making an extension order and that a finite extension period be determined by Parliament 
and included in the Act.

The Act also provides that the magistrate must ensure that the responsible person is notified of any extension 
order made.1278 As discussed above, the Act does not specify who the “responsible person” is, and the functions 
and responsibilities of the responsible person are currently shared between the Commissioner of Police and Chief 
Executive Officers of Western Sydney Area Health Service and DAL. 

There is currently no mechanism for ensuring magistrates notify the responsible person of extension orders made, 
and according to FPIT and the Courts Statistics Unit, the current practice is that magistrates do not notify anyone. 
There may be scope for automatic notification of extension orders through the new CourtLink system, which aims to 
replace all current paper flow between courts and agencies with automatic electronic notifications.1279

The purpose of the notification requirement is presumably to ensure that the laboratory knows not to destroy 
forensic material in circumstances when an extension has been granted. However, a magistrate’s failure to notify the 
responsible person of an extension order will not necessarily result in the forensic material being destroyed, as DAL 
does not destroy forensic material unless it receives a destruction request from FPIT.

In our view, the more significant issue is FPIT’s capacity to monitor investigations where forensic material has been 
taken to ensure that where proceedings have not commenced within 12 months, the material is either destroyed, or 
investigating police are aware they need to apply for an extension order. We found that this does not always occur, 
and as a result, forensic material is being retained unlawfully. 
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Recommendation 100

The Attorney General implement a system to ensure that magistrates notify the responsible person of any 
extension given under section 88, as required by the Crimes (Forensic Procedures) Act 2000. 

NSW Police supports this recommendation.1280 The Attorney General’s Department advised it will endeavour to use 
CourtLink, or other appropriate means, to ensure magistrates comply with their obligation to notify the responsible 
person of extensions. It also commented that: 

The obligation to ensure destruction of samples under the Act generally falls upon police officers and there 
appear to be few additional policy considerations raised by applications for extension of the 12 month 
destruction period. Therefore, consideration might be given to amending section 88(8) of the Act to require that 
the applicant under section 88(5), not the Magistrate, has the obligation to inform the person in charge of the 
DNA database of any extension granted.1281

14.2.12. Retention orders

Section 81 of the Act provides that police or the DPP may apply for an order that forensic material taken from a 
volunteer be retained after the volunteer withdraws consent to its retention. These orders are available only in very 
limited circumstances – where police are investigating a serious offence, and material reasonably believed to be from 
the offender has been found at the crime scene, on the victim, on the volunteer, or on an object or person reasonably 
believed to have been associated with the commission of the offence. There must be reasonable grounds to believe 
that information obtained from analysis of the forensic material is likely to produce evidence of probative value, and 
retention of the forensic material taken from the volunteer must be justified in all the circumstances. The order may 
specify the period for which the forensic material may be retained. 

Section 81 as currently drafted is very confusing. The legislative heading reads, “Retention of forensic material by 
order of a magistrate after parent or guardian of child or incapable person withdraws consent.” However, there is 
no reference in the section to the withdrawal of consent by a parent or guardian, it simply refers to “a volunteer 
who withdraws consent.” While the heading suggests that the retention orders are available only where a parent or 
guardian withdraws consent, the text of section 81 could apply to any volunteer who withdraws consent, including, for 
example, an adult volunteer who has subsequently become a suspect, who wishes his or her forensic material to be 
destroyed. We also note that section 80 provides specifically for circumstances where a parent or guardian refuses or 
withdraws consent.

Under the Interpretation Act 1987, the heading of a provision does not form part of the Act, but it may be considered 
to help determine the meaning of the provision if the provision is ambiguous, or if the ordinary meaning conveyed 
by the text of the provision leads to a manifestly absurd or unreasonable result.1282 In this case, the text of section 81 
is neither ambiguous nor absurd – it simply does not accord with the heading of the provision. In addition, it makes 
sense that section 81 does apply to all volunteers, and on one reading the heading appears to be a drafting error.

We are not aware of any applications for retention orders under section 81, and cannot comment any further on the 
issue. However, we expect it would be difficult for all involved – applicants, volunteers and magistrates – to determine 
whether the provision applies to all volunteers who withdraw consent, or only to volunteers whose parent or guardian 
has withdrawn consent. We recommend this be clarified. 

Recommendation 101

That section 81 of the Crimes (Forensic Procedures) Act 2000 be clarified to make clear its application to 
volunteers including whether it only applies to volunteers whose parent or guardian has withdrawn consent. 

The Attorney General’s Department commented that the recommendation appears sensible, as the policy behind 
section 81 as currently drafted is not clear.1283 NSW Police also supports the recommendation.1284
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14.3.  Retaining genetic material from people whose profile is on 
the database 

A separate issue is whether DAL should retain DNA samples from people whose profiles are kept on the database. 
When a profile is derived, the forensic material is retained, unless FPIT instructs DAL to destroy it. For most people 
who provide a DNA sample, this means the person’s actual DNA will be retained by DAL indefinitely. 

A DNA sample contains far more information than a DNA profile. It contains genetic information, and in future may 
be further analysed to ascertain information about a person’s appearance, ethnicity and predisposition to inherited 
illness. By contrast, a DNA profile is of limited use, and can really only be used to identify a person’s gender or 
relatedness to other people whose DNA profiles have been obtained. For these reasons, our view is that DNA 
samples should not be retained indefinitely, particularly if the person provided the sample against his or her will, 
unless there is good reason for doing so. 

We asked DAL why person samples are retained, once the person’s DNA profile has been put on the database. DAL 
advised this is for two reasons. First, every time a cold link is made, DAL goes back to the original person sample 
to check that the correct profile has been derived. DAL commented that “although a discrepancy has never been 
obtained if this did occur there would be a lack of faith in the system if the wrong person was arrested because the 
sample has been confused with another.”1285

Second, DAL currently uses the Profiler Plus system of DNA profiling, and examines 9 loci on the DNA. The more loci 
examined, the greater the likelihood that samples with the same profile came from the same person. If in the future 
DAL moved a more discriminating system, more detailed DNA profiles could be derived for all the people currently 
on the DNA database, without having to take new samples from them.1286 Further, the legislation currently limits the 
purposes for which DNA samples can be used. 

NSW Police advanced the same arguments – that future advances in DNA technology, and cheaper analysis, may 
allow the DNA samples stored at DAL to be re-analysed, so more discriminatory profiles can be derived.1287 

We agree that in these circumstances, retaining the actual DNA samples from suspects (other than those that are 
regulated to be destroyed) and serious indictable offenders is warranted. However, we are not aware of any good 
reason for retaining DNA samples taken from volunteers, once the person’s profile has been put on the database and 
the case for which it was provided has been finalised. Our view remains that these samples should be destroyed.

Recommendation 102

The responsible person consider whether sample material obtained from volunteers should be retained once a 
profile has been loaded onto the database and the relevant proceedings have been finalised. 

NSW Police supports this recommendation.1288

14.4. Destroying forensic material other than DNA samples
The provisions requiring material obtained through a forensic procedure to be destroyed also apply to prints, 
photographs, casts or impressions and other samples taken from a person’s body.1289 However, we found there are 
no clear procedures in place to monitor the destruction of forensic material other than DNA samples. 

We reiterate that full and accurate records of all forensic procedures need to be maintained on COPS, and that NSW 
Police needs to monitor the outcome of every matter where material is obtained through a forensic procedure, to 
ensure it is destroyed where required. 

14.4.1. Destruction of forensic procedure prints 

Section 87A of the Act provides that where finger or hand prints have been voluntarily provided for elimination 
purposes, they must be destroyed or returned to the volunteer as soon as practicable after they have been used to 
exclude the person from the investigation.1290 The Fingerprint Technology and Support Section of NSW Police advised 
that it does not destroy prints, it returns them to the investigating officer by registered mail.1291 It appears therefore that 
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it is the responsibility of individual investigating officers to ensure prints taken as forensic procedures are destroyed 
where required. However, we did not find any systems in place during our audit of local area commands to ensure 
forensic procedure prints were destroyed. It appears that in order to comply with section 87A, systems need to be 
implemented in local area commands to ensure the destruction requirements relating to prints taken from volunteers 
for elimination purposes are met.

Recommendation 103

NSW Police implement a system to ensure that prints taken from volunteers for elimination purposes are either 
destroyed or returned to the volunteer as soon as practicable after they have been used to exclude the person 
from the investigation, in accordance with section 87A of the Crimes (Forensic Procedures) Act 2000. 

NSW Police supports this recommendation.1292
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Chapter 15. Complaint and  
misconduct issues 
This chapter discusses the complaints and inquiries we received about forensic procedures during the review period. 

15.1. Inquiries 
During the review period, we received 78 telephone inquiries relating to forensic procedures conducted on suspects 
and volunteers. Of these, 22 were general inquiries seeking information about the operation of the Act. Others raised 
specific issues relating to the functioning of the Act, including:

• 5 inquiries raising objections to having to provide a DNA sample

•  12 inquiries about the way DNA samples were taken, including one about the force used to take the sample, 
and one about police threatening to use force 

•  10 inquiries about delays, including three about the length of time it took police to collect a DNA sample or 
exhibit for analysis, and seven about the length of time taken to obtain DNA analysis results 

• 4 inquiries about the failure to take DNA samples, including three made by victims and one by a suspect 

•  3 inquiries about the use of DNA evidence in court, including one about a DNA expert giving evidence that the 
DNA analysis was inconclusive, and two about being convicted on DNA evidence 

•  2 inquiries in which an inmate suspected of a further offence disputed being at large when the offence was 
committed

• 1 inquiry about police keeping photographs of a suspect taken without proper authority

• 3 inquiries about police failing to destroy DNA samples, and 

• 16 inquiries about police failing to return exhibits taken for DNA analysis. 

Telephone inquiries are generally resolved by providing information or advice to the person making the inquiry. 

We note that a significant number of inquiries related to police failing to return exhibits taken for DNA analysis, in 
particular shoes and other clothes. It is important that police inform suspects of whether items taken for DNA analysis 
will ever be returned, and if so when this is likely to be. This is especially important given the length of time it may take 
for exhibits to be examined by DAL, as discussed earlier in this report. 

15.2. Complaints 
NSW Police is the primary oversight agency for complaints about police conduct. The Ombudsman is notified of 
serious complaints, determines whether they are investigated, and reviews the police investigation and any action 
taken to address any specific issues that arise. Moreover, the Ombudsman can make recommendations, directly 
undertake investigations into police conduct or help to resolve and conciliate complaints about police officers. The 
Ombudsman receives complaints both from members of the public as well as complaints from police officers.

We identified 23 written complaints relating to forensic procedures conducted on suspects and volunteers made since 
the Act commenced:

•  8 complaints about the way DNA samples were taken, including one about police using unreasonable force to 
take the sample 

• 3 complaints alleging that police had lost or destroyed exhibits or DNA samples

• 2 complaints by suspects about police failing to take a DNA sample

•  2 complaints about wrongful convictions (one because police misread a DNA analysis report; and one 
because police erroneously merged the records of two people)

• 2 about police failing to return exhibits taken for DNA analysis

• 2 complaints alleging tampering with DNA evidence
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• a complaint about the incorrect receipting of a DNA profile

• a complaint relating to the failure to follow up DNA results

• a complaint alleging harassment by police, and 

• a complaint in which only general information was provided.

15.2.1. Action taken by police 

Of the 23 complaints about forensic procedures conducted on suspects and volunteers that were either made directly 
to the police or referred to them by the Ombudsman, 15 were investigated, four were informally resolved and two were 
declined after inquiries.1293 

Adverse findings were made against police officers in a number of the complaints which were investigated. The 
officers involved generally received advice and guidance about their conduct. Further training was also conducted, 
in some cases for individual officers and in some cases for the command as a whole. Advice, guidance and training 
were also used in some complaint matters where no adverse findings were made. Changes to NSW Police policies or 
procedures were made as a result of two complaint matters. 

15.2.2. Ombudsman oversight of police investigations 

During the review period, we oversighted the police investigation of 15 complaints relating to forensic procedures 
conducted on suspects and volunteers. In nine of these, we were satisfied with the police investigation and required 
no further action. In two matters, we were satisfied with the police investigation, but required some further advice. Two 
other complaints (numbers 2 and 6) were still under investigation at the time of writing.

In the remaining two complaints (numbers 1 and 7), we were not satisfied with either the adequacy of the police 
investigation, or the timeliness of the investigation. 

We also reviewed complaints about forensic procedures to see whether NSW Police has dealt with them in a timely 
manner. We found that most of them were. We raised concerns about delays in only two matters, one which took five 
months to finalise and one which took seven months. 

15.2.3. Action taken by Ombudsman

Complaints can be made to NSW Police or to the Ombudsman. Of the 23 complaints about forensic procedures, 13 
were made directly to the Ombudsman. Of these: 

• 11 were referred to police, eight were investigated by police, whilst three resulted in informal resolution. 

•  2 were declined at the outset. The complainant requested a review of the original investigation of the complaint 
for one of these matters, but this request was also declined. 

The Ombudsman also has the power to monitor police complaint investigations. This is often appropriate where a 
complainant is particularly vulnerable or it is critical that the effectiveness of the investigation is not compromised. The 
Ombudsman usually monitors an investigation by attending police interviews conducted with the complainant, the 
police officer who is the subject of the complaint, and other key witnesses. 

We monitored the investigation of four complaints relating to forensic procedures – one about the illegal taking of a 
blood sample for DNA testing, one about the misreading of a DAL report, one where police erroneously linking the 
records of two people resulted in one being wrongfully convicted, and one about the alleged use of unreasonable 
force during the taking of a DNA sample. The main reason these cases were monitored was the significant public 
interest in the use of DNA evidence in the criminal justice system.

15.3. Issues raised by complaints 
We received complaints about many different aspects of forensic procedures. However, some broad themes emerged 
from our analysis of complaints – many related to poor knowledge of the Act or SOPs by individual officers, or 
inadequate record keeping. Others raised more particular issues, such as police failing to read a DNA analysis report 
correctly or failing to adequately pursue the results of a forensic procedure. 
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In some cases, the conduct of police had quite serious consequences, including forensic procedures being 
conducted without proper authority or with unnecessary force. In at least two cases, the police conduct resulted in 
wrongful convictions. 

15.3.1. Wrongful conviction after police misread DNA analysis report 

Complaint 01

In October 2001, police charged a man with a number of break, enter and steal offences based on fingerprint 
evidence. They also took a DNA suspect sample to establish any further offences committed by the man.

The DNA report from DAL stated on the first page “a preliminary or ‘screening’ test for blood was positive 
on the swab.” The second page of the report stated that the DNA recovered from the swab could not have 
originated from the accused. 

However, when police officer A read the report, he appears to have only read the first page of the report. He 
interpreted the first page to mean that the accused was positively matched with the crime scene, when it was 
actually confirming that the substance found was blood. 

Officer A then updated COPS to reflect that the suspect had been positively linked to the crime scene, and 
recorded that the suspect “has been identified by DNA.”

In August 2002, police officer B received notification from FPIT that the sample had been matched to several 
other crime scenes via ‘cold links.’ Officer B checked on COPS and found the man was wanted for the offence 
in which he had been incorrectly identified via DNA sampling. 

The man was subsequently charged with a number of break, enter and steal offences, including the 
outstanding incident which DAL had advised was not linked to the suspect. At the time of charging, the 
suspect made the comment “I honestly don’t remember that one, if I left my blood there then I must have done 
it.” However, he pleaded guilty to all charges and received a suspended sentence, based on his participation 
in the Drug Court Program.

In early November 2002, police officer A received a DNA notification from FPIT that the DNA obtained from the 
first crime scene had been linked to another suspect. On receiving this advice, police officer A immediately 
organised for the conviction to be removed from the convicted man’s criminal history. He prepared a report 
for the local area commander and senior prosecutor explaining his error, and identifying himself as the person 
who had misread the report. However, when the man appeared before the Drug Court in February 2003 due to 
a breach of the Drug Court program, it appears no steps were taken to raise this. The man was subsequently 
sentenced to five years and six months imprisonment, due to the breach. 

In July 2003, NSW Police made an application for annulment of the conviction and sentence. In August 
2003 the matter was annulled and the charge relating to the break and enter was withdrawn on the grounds 
that there was a ‘misreading of the DNA report.’ However, as the man’s overall sentence was unaltered, he 
remained in custody. 

NSW Police investigated the matter after the man made a complaint to the Ombudsman. The police 
investigator identified another officer (officer C) as the one who was responsible for misreading the DNA 
analysis report and advised the man of the outcome. The man told the Ombudsman that he thought the police 
investigator had identified the wrong officer as being responsible for the error, as officer A had told him that he 
was responsible while charging him with other offences.

The Ombudsman spoke to the detective who was reviewing the original investigation and he agreed to 
interview officer A. Prior to the interview, the Detective found the report submitted by officer A requesting that 
the man’s conviction be annulled on the basis that he had misread the DNA analysis report. It appeared that 
officer A’s report was available to the original investigating officer, but was overlooked. 
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The Ombudsman found that the police investigation was deficient due to the lack of thoroughness of the 
review. In particular:

 •  In the original investigation, an important report was overlooked. This document contained a request for 
the conviction concerned to be annulled on the basis that the officer identified by the complainant 
(officer A) had misread the DNA report. 

 •  Both the investigating officer and the officer who reviewed the investigation failed to identify the subject 
officer prior to the intervention of the Ombudsman.

 •  The investigation failed to consider whether a police officer should have gone back to the original DAL 
report at the time of charging the complainant, rather than simply relying on the notation on COPS.

 •  Police failed to take a second sample from the man, after he was ‘cold linked’ to a number of other 
crime scenes, although it is police policy to do so. The police investigator failed to address this issue. 

It is of particular concern that this matter only came to light because DAL found another suspect’s DNA profile 
matched evidence from the crime scene in question. If no such link had been made, it is unlikely the matter 
would ever have been discovered. This matter demonstrates the need for police to be especially vigilant where 
DNA evidence is concerned, particularly in cases where there is little other evidence available or where the 
suspect is vulnerable for some reason. 

15.3.2. Wrongful conviction after police merged the records of two different people

Complaint 02 

In 2004, police arrested and charged a man for shoplifting, self administering a prohibited drug and a break, 
enter and steal offence, based on a link between a crime scene and a profile already on the DNA database. 
However, the wrong person was charged with the offences, as the forensic procedure was on the wrong 
person’s records on the police computer system. By the time the mistake was discovered, the person had 
been convicted, and was serving a custodial sentence. This matter is discussed in more detail at 11.2.1.

15.3.3. Failure to pursue results of forensic procedures

Complaint 03 

Police were called to the scene of a serious assault, where witnesses reported having seen two people 
repeatedly kicking another person in the head. Police arrested two suspects, and took swabs from their shoes, 
which they sent to DAL for analysis. 

Prior to the matter going to court, the prosecutor identified several flaws in the brief of evidence. In particular, 
police had failed to obtain a DNA sample from the victim, which was necessary for comparison with other 
forensic evidence, in particular the biological material taken from the suspects’ shoes. 

The prosecutor called the laboratory and was advised that blood with the same DNA profile had been found on 
the swabs taken from the shoes of both accused. DAL staff had left several messages with the police officer 
who was responsible for the matter, asking her to obtain a DNA sample from the victim and send it to the lab. 
The police officer said she never received these messages. 

The matter went to court and the police prosecutor sought an adjournment so a DNA sample could be 
obtained from the victim, as this evidence was crucial to the crown case. The adjournment was granted after 
the prosecution agreed to pay certain costs for the defence. Police subsequently obtained a buccal swab from
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the victim. DAL obtained the victim’s DNA profile and it was found to be the same as the DNA profile derived 
from the shoe swabs. 

In April 2004, the first accused pleaded ‘guilty’ to the offence of assault occasioning actual bodily harm. The 
second man was found guilty by the court. 

The prosecutor made a complaint about the matter, pointing out that the prosecution may have failed without 
the DNA evidence, given that there were no independent witnesses willing to give evidence. 

NSW Police investigated the matter. The officer was interviewed about her failure to pursue the DNA analysis 
results, and admitted that she “completely forgot about it.” The officer was given advice and guidance about 
the need to follow up forensic analysis results, and the need to ensure all investigations are conducted 
appropriately. Other officers at the command were reminded of the need to follow up evidence, and the 
command also organised a prosecutor to give a training lecture on the issue. 

15.3.4. Poor knowledge of legislative obligations or failure to follow SOPs

The following complaints show how police officers with a poor knowledge of the Act or SOPs have failed to comply 
with their legislative obligations. 

Complaint 04

A man was in custody after being arrested for breaching an AVO. While in custody, police interviewed him in 
relation to an unrelated armed robbery, and asked him to provide a DNA sample. The man consented and 
provided the sample. 

The man subsequently made a complaint to the Ombudsman about the way he was treated by police. 
We referred the complaint to NSW Police for investigation. 

The police investigation covered a number of issues, including the fact that money taken from the man 
remained unaccounted for, police interviewed the suspect while he was intoxicated, and records relating to an 
exhibit appeared to have been altered. The investigator made adverse findings about the failure to record and 
account for the money taken from the suspect. 

We were concerned about a number of issues raised by the complaint, which had not been addressed in the 
police investigation. In particular: 

 •  Police took the man’s DNA sample when he appeared to be intoxicated, which suggested he was not 
capable of consenting to the procedure. The investigator did not take into account the notes made on 
the man’s custody record which indicated he “was under the influence of something, quietened down 
after a while and went to sleep” and that he appeared “irrational”.

 •  Police threatened the man that if he did not consent to providing a DNA sample they would take it 
by force. 

 •  Police misled the man by telling him his DNA profile would only be used in relation to the armed robbery 
matter, when it would in fact be placed on the ‘suspects’ index of the DNA database, and would be 
matched against all the DNA samples from unsolved crime scenes on the database. Section 13(k) of 
the Act requires police to tell suspects that forensic material taken during the procedure would be used 
to derive a DNA profile, which may be placed on the DNA database. Police are also required to explain 
the rules that apply to the disclosure and use of the person’s DNA profile and identifying information. 
There was no record of police having provided the suspect with this information. 

 •  Police did not allow sufficient time for the man to read the information sheet about the proposed 
procedure.

 •  The man did not give informed consent to the procedure as he was not provided with the correct 
information or given enough time to read the information he was given. 
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 •  The man was not cautioned prior to the collection of the sample, contrary to section 46 of the Act. 

 •  The DNA sample was not submitted to DAL within 72 hours, as required by the SOPs. It was not 
received at DAL until 19 days after it was taken. 

We requested that police advise us about the court outcome, including any comments or findings of the court 
in respect of the police investigation or collection of the DNA sample. Police subsequently advised that the 
judge directed the jury to find the accused not guilty, as records of time for the movement of a crime scene 
exhibit had been altered. However, the judge did not make any adverse comments about police conduct and 
the collection of the DNA sample.

We also asked police whether any management response would be taken in relation to the officer concerned. 
Police subsequently advised that the officer was counselled about the matter.

Complaint 05 

Shortly after the Act commenced, police charged an 18 year old man with a property offence. They took him 
to the emergency department of a large metropolitan hospital, and asked medical staff to take a blood sample 
from the man so his DNA profile could be compared to blood found at the crime scene. The man did not 
consent to the procedure. 

Police told a junior doctor that the man was legally required to provide the blood sample and that the doctor 
was legally required to take it. The man continued to resist and hospital security had to be called to help 
restrain him. The blood sample was ultimately taken, against the man’s will. 

A senior doctor at the hospital subsequently made a complaint about the matter. 

NSW Police investigated the complaint and found that both officers involved were ignorant of the provisions 
of the Act, but believed the new legislation permitted them to take blood samples for DNA analysis in these 
circumstances. They had not yet been trained in forensic procedures. They did consult the custody manager 
who was on duty at the police station at the time, but he was also confused about whether the legislation had 
come into effect yet, and did not seek advice about whether it had. 

We note that police may ask a suspect to provide a DNA sample by buccal swab. If the suspect does not 
consent to the procedure, a senior police officer may, in certain circumstances, order that a hair sample be 
taken. A blood sample is an “intimate forensic procedure” and can only be conducted, in the absence of 
consent, by order of a court.

Further, police cannot compel a medical practitioner to conduct a forensic procedure. The Act specifically 
states that nothing in the Act requires a medical practitioner or other expert to carry out a forensic 
procedure.1294 

Police investigated the complaint and made adverse findings against the officers for taking the young man to 
the hospital to have a blood sample taken without having obtained a court order, instructing a junior doctor 
to take the blood sample, and for physically restraining the young man to enable the doctor to take a blood 
sample against his will. 

As a result, both officers were required to attend a training day to learn about their powers and responsibilities 
under the Act. The custody manager also completed the training. The officers were given advice and guidance 
about their failure to comply with the Act. An internal memo was also circulated in the local area command, 
reminding police officers of their responsibilities under the Act. 

NSW Police also published a warning in the Police Service Weekly about the incident, emphasising its 
seriousness. 

Finally, as the DNA sample had been taken without proper authority, NSW Police ordered that it be destroyed.
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The above complaint outlines an incident which occurred within a month of the Act coming into force. While many 
officers have now undergone forensic procedures training, and have a better understanding of the Act, we dealt with 
a number of complaints during the review period which indicated that some officers still have a poor knowledge of 
some of their legislative obligations under the Act. 

Complaint 06

Police arrested a suspect in relation to the cultivation of a large cannabis crop. The suspect declined to be 
interviewed or provide a DNA sample. Police decided against ordering the suspect to provide a DNA sample 
as the police informant was not present at the time. The suspect was released without charge.

Several weeks later police obtained a court order authorising them to take a buccal swab from the suspect. 
Police arrested the suspect at the local court and took him to the police station. The testing officer told the 
suspect, “If you’re not prepared to open your mouth, we’re physically going to have to force it open. Now I 
don’t want to have to go through that. It’s a matter for you. We’ll be taking the [buccal swab].” 

The suspect replied, “Well you’ll have to do it ’cause like I said, I’m not going to have anything to do with it... 
I’m not going to do anything to help you. But I’m not going to do anything to hurt you either. But there’s no way 
I’m going to open my mouth and put that thing in and do anything... I’m prepared to resist.” 

Two police officers then took the sample by force. 

The suspect made a complaint, alleging police used excessive force to obtain the buccal swab, by pulling 
back his nose and crushing his throat in order to force him to open his mouth. The police officer who took the 
sample denied using excessive force, stating, “I acted in an appropriate and professional manner, using the 
least amount of force required to obtain compliance... I used a pistol grip with my hand on his chin and placed 
the palm of my hand against his forehead using forefinger and thumb to block his nasal airway in a similar 
fashion adopted when conducting Expired Air Resuscitation.” 

We reviewed the video recording of the forensic procedure. We were unable to see exactly what occurred, as 
the suspect was obscured by the police officers who were standing over him. However, the officers were polite 
throughout the procedure and did not appear to have used more force than was necessary to take the buccal 
swab. 

Although the officers did not appear to have used excessive force, we remained concerned about the fact 
that police had taken the suspect’s DNA by buccal swab rather than hair sample, given that force was 
required. Both the Act and the NSW Police forensic procedures SOPs clearly intend that buccal swabs, being 
self-administered, are only for use in circumstances where the person providing the sample consents to the 
procedure. 

The local area commander reviewed the matter and agreed that the officers who took the DNA sample should 
have taken a hair sample and not a buccal swab. He advised that police officers in that command would be 
given further training, to improve their awareness of forensic procedures.
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15.3.5. Failure to maintain proper records

Several complaints we received highlighted poor record keeping. 

Complaint 04 (continued)

Complaint number 4, outlined above, also involved poor record keeping. A police officer took a makeshift 
‘balaclava’ to DAL for analysis in relation to an armed robbery. At the time of the movement of the exhibit, two 
Detectives wrote the date in the ‘Date/Time out’ column of the Specimen/Item Register, but neither wrote the 
time in the column. 

In February 2002, the brief of evidence was served on the accused. At that time, the Specimen/item Register 
appeared without the time in the correct column. Some weeks later, additional documents, including a 
further copy of the Specimen/item Register were served on the accused. On perusing those documents, the 
complainant noted that a time, which appeared to be ‘8.00am,’ had been added to the Date/time out’ column. 

The subsequent police investigation showed that the ‘time’ record (8.00am) had been added after the exhibit 
had been returned from DAL to the local area command. 

Neither detective could recall adding the time to the exhibit sheet. 

The investigator was unable to establish who made the entry and as such could make no adverse finding 
against any police officer. The investigator noted that the issue highlighted the need for supervisors to ensure 
accountable records are completed accurately at the time, and audited on a regular basis. The local area 
commander advised that police had been reminded about the need to keep accurate and accountable 
records, and that supervisors’ daily checklists had been updated to include checking of accountable records.

The Ombudsman found that given that the exhibit was properly sealed, the issue of adding the time on the 
sheet did not compromise the continuity of the sample, particularly as the date was correctly recorded. 

However, when the matter went to court, the case was dismissed. It was found that there was a lack of 
continuity of the DNA evidence because of the records of time being altered. The court did not make any 
adverse comments about the exhibits or the police investigation.

Complaint 07

Police sent a blood stained piece of paper to DAL for DNA analysis, in relation to a break and enter offence. 
However, DAL returned the exhibit unexamined, as the seal on the exhibit bag had been broken, indicating the 
exhibit may have been tampered with.

Police investigated the matter and found no evidence that the exhibit had been tampered with. One of the 
officers involved stated that the other officer had opened the exhibit bag to ensure the exhibit was inside, as 
the exhibit bag had been sealed by Forensic Services Officers in his absence some months earlier. The exhibit 
was about to be taken to DAL and as the case officer, he wanted to ensure it was still contained within the bag. 

Furthermore, a senior forensic biologist at DAL subsequently advised that the exhibit should not have been 
returned, but that in the circumstances DAL staff should have resealed the bag themselves. He pointed out 
that the correct procedure at DAL would have been that the escorting officers be asked to reseal the bag on 
the spot and then accept the exhibit. 

However, in the process of the investigation, the investigator identified some other issues relating to the failure 
of an officer to reseal a forensic security bag correctly, and the failure of two officers to record the movement of 
an exhibit. 

In recognition that the incident may have revealed a wider failure on the part of police to recognise correctly 
sealed biological exhibits, the investigator supported a proposal that a presentation on the subject be given at 
the next command training day to ensure exhibit integrity, and to prevent contamination. 
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The officer who was present when the bag was opened, who did not record the access in the exhibit book, was 
reminded of her responsibilities in exhibit handling. No management action was taken in relation to the officer 
who had failed to reseal the exhibit bag or record its movement, as he was on long term sick leave and was 
not expected to return to duty. 

Complaint 08

A police audit of exhibits found that 44 exhibits which were recorded as being at the police station were unable 
to be located. The exhibits were not of any monetary value. The investigator found no evidence to suggest that 
police acted incorrectly or corruptly, but identified several problems with the way exhibits are recorded, retained 
and moved. 

Some of the exhibits had been sent to DAL for DNA analysis. It appeared that exhibits of this kind, relating 
to the one offender, are often sealed by DAL in a single paper bag marked, “do not open – contaminated 
– destroy.” It appeared that multiple exhibits returned to the command from DAL in this manner may have been 
unknowingly destroyed, and therefore not recorded as having been destroyed.

The command addressed this by introducing new SOPs, which clarified that the officer collecting exhibits 
from DAL should record when multiple exhibits are being placed by DAL into the one ‘contaminated’ bag. 
The command also held training on the issue, and increased supervision of staff by custody managers and 
exhibit staff.

15.3.6. Failure to keep DNA samples secure

We also received complaints about police officers failing to keep DNA samples secure. 

Complaint 09

Police in a country town took a DNA sample from a juvenile suspect in relation to a sexual assault investigation, 
by order of a court. The sample was recorded in the DNA register as well as an exhibit book at the police 
station and placed in a cardboard box within the exhibit room. Arrangements were made on that day for TNT 
Failsafe couriers to collect the sample on the following day and transport it to DAL. 

It appears the DNA sample was taken from the refrigerator in the police station and left on a counter in the 
exhibit room, for collection by a courier. When the courier arrived at the police station to collect the sample, it 
could not be found. Furthermore, a search of the police station failed to locate the DNA sample. 

A police officer completed an Application for Repeated Forensic Procedure to be taken from the suspect on 
the grounds that the first sample “…was entered into the Exh. [exhibit] Book and placed in a Fail Safe Delivery 
bag and forwarded to D.A.L … There is no evidence of that sample arriving at D.A.L.” 

The court rejected this second application on the basis that according to section 27 of the Act, the original 
sample was neither insufficient for analysis nor contaminated but had simply been lost whilst being transported 
to DAL. The suspect did however plead guilty to the charge of sexual assault, and was imprisoned. It is 
expected that under normal Corrective Services procedures further DNA samples will be taken from him. 

Furthermore, the DPP suggested that the Act be amended to permit the making of a second order where the 
original sample was for any reason not available for analysis.1295 

The police investigator identified a number of systems failures, including: 

 •  DNA samples were kept in a box in the exhibit room as opposed to a lockable refrigerator, as required 
by SOPs
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 •  the supervising sergeant did not take possession of the exhibit and ensure that the exhibit was stored 
in the exhibit room

 •  control and accountability of exhibit keys was ‘virtually non-existent’

 •  the supervisor’s keys were all on the one key ring, which meant that the officer requiring the key to the 
gun room was then in effect in possession of the exhibit room key

 •  checking of exhibits on a regular basis did not occur, and 

 •  recording of TNT Failsafe security bags was not recorded on DNA Forensic Bag Register or in the 
exhibit book for cross referencing.

These findings resulted in new SOPs being developed for the handling of DNA exhibits in that particular 
command; a lockable refrigerator being purchased; and key systems being modified so as to divide what used 
to be the combined responsibilities of a small number of supervisory staff.

Complaint 10

When the Act came into force, NSW Police took DNA samples from as many eligible convicted offenders as 
possible, in order to build a substantial archive of DNA profiles on the DNA database. NSW Police created a 
number of “inmate testing teams,” of three or four people, to travel to correctional centres in country locations 
to take DNA samples from those who were eligible. It was police practice to treat the DNA samples as exhibits, 
which had to be lodged at a local police station until the team returned to Sydney, and the samples could be 
submitted to DAL for analysis. 

We investigated the police management of a complaint that certain officers involved in inmate testing had 
claimed travel allowances to which they were not entitled. The officers had returned from their DNA sampling 
trips early, but had claimed allowances for the full time allocated. It appeared the officers had left the DNA 
samples unsecured in their houses and cars before returning to work some days later. 

In addition to the fraud issue, we were concerned about the possible consequences of DNA samples being 
left unsecured instead of being treated as exhibits. However, the investigation did not reveal any evidence 
that any of the samples involved had been lost or tampered with. We note that the DNA samples and the 
accompanying identifying information were in tamper evident bags, and if they had been interfered with in 
any way DAL would have rejected the sample. Further, we note that convicted offender samples are used for 
intelligence purposes only, and are not used as evidence in court proceedings. If any of the samples which 
were left unsecured resulted in links to unsolved crime scenes, police would have to take a further DNA sample 
from the person, to use as evidence in any subsequent court proceedings.1296

Endnotes
1293  If the Ombudsman disagrees with the NSW Police decision not to investigate a complaint, the Ombudsman can require that it be 

investigated: Police Act 1990 s 139(5). 
1294 Crimes (Forensic Procedures) Act 2000 s 108.
1295 Correspondence between DPP and Attorney General included in police response to complaint.
1296  Although this complaint relates to forensic procedures conducted on convicted offenders, rather than suspects or volunteers, we have 

included it in this report as we only received the NSW Police investigation report in March 2005, well after we finalised our report on the 
DNA sampling of serious indictable offenders. We have not included this matter in the complaint statistics set out in the first part of this 
chapter, as they only relate to complaints relating to forensic procedures conducted on suspects and volunteers.
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Chapter 16. Future directions for DNA
This chapter looks briefly at some new techniques in DNA analysis, and the impact of advances in technology on 
police and on public expectations. 

16.1. New applications for DNA
The use of DNA in the investigation and prosecution of crime is increasing around the world. In some jurisdictions, 
including the United Kingdom and United States, DNA is being used in new ways. 

16.1.1. DNA low copy number

DNA low copy number involves a profiling technique sensitive enough to extract a DNA profile from just a few cells. 
The United Kingdom’s Forensic Science Service (FSS) explains:

The main application of this technique is to target areas on items where it is believed that an offender may have 
transferred DNA through touch, like the residue believed to have come from cells such as skin or sweat, left 
in a fingerprint. DNA LCN profiles have also been successfully generated from items such as discarded tools, 
matchsticks, weapon handles and grabbed clothing.1297

Low copy number analysis would generally only be considered where other profiling techniques have been 
exhausted. It takes longer than routine DNA analysis. Given its increased sensitivity, there is also a danger that DNA 
detected may not in fact be connected to the offence being investigated. 

The low copy number technique was used to link Bradley Murdoch to the murder of British backpacker Peter Falconio. 
The cable ties used to bind the hands of Mr Falconio’s girlfriend Joanne Lees were sent to the United Kingdom for 
analysis by FSS scientists, who were able to obtain a DNA profile using the low copy number technique. Bradley 
Murdoch was convicted of the murder.1298 

16.1.2. Familial searching

Familial searching is a technique used to identify a suspect where a DNA profile obtained from a known person is 
similar to, but not the same as, a profile obtained from a crime scene. The similarity suggests that the offender may 
be a close relative of the person whose DNA profile is known. As the FSS explains:

Familial searching is based on the way in which DNA is inherited within a particular family group, DNA profiles of 
individuals who are related to each other being more likely to contain similarities in their DNA profiles than two 
unrelated individuals.1299

Familial searching was used in the United Kingdom in the following cases. 

Case Study 90

Three girls were sexually assaulted and murdered in Wales, in 1973. Evidence from the crime scene was 
preserved, and a DNA profile obtained in 2002. While it did not match any profiles on the DNA database, 
a number of profiles were considered to be close matches, which suggested a familial relationship to the 
offender. Having identified relatives, police conducted further inquiries and identified a suspect, who had since 
died. The suspect’s body was exhumed, and a DNA sample taken. The profile obtained from the suspect’s 
body was the same as the profile obtained from the crime scene.1300 
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Case Study 91

In 2004, a lorry driver was killed after a brick thrown from a bridge went through his windscreen. A DNA profile 
obtained from the brick did not match any profiles already on the DNA database. However, a close match 
suggested that a person already on the database was a relative of the offender. Police used this information 
to locate a suspect. The suspect provided a DNA sample, and his profile matched the profile obtained from 
the brick. A police representative commented, ‘There is no doubt in my mind that without this groundbreaking 
technique and the Forensic Science Service, this crime would have remained undetected.’1301

The FSS does not routinely conduct familial searching. It only uses the technique where warranted by the 
circumstances of the individual case.1302

There have also been developments in identifying suspects through the Y Chromosome, which is handed down along 
the paternal line, and Mitochondrial DNA, which is handed down along the maternal line.1303 

16.1.3. Predicting an offender’s appearance or ethnic background 

Another area of development is the use of DNA evidence from crime scenes to predict the offender’s physical 
appearance, or ethnic background. These may be of use to investigators where there is no physical description of the 
offender. 

Ethnic inference testing enables scientists to predict an offender’s ethnic background, from DNA left at a crime scene. 
The FSS explains:

Gene pools for different populations are believed to have arisen from a single gene pool that originated in Africa 
and subsequently diverged geographically. Some DNA sequences never left Africa and so a larger gene pool 
remained. Over time, differences in the sequences arose within isolated populations. The sequences present 
and their frequencies therefore represent the ancestral gene pools of different races. British Afro-Caribbeans for 
example, display a greater number of differences and so are more easily discriminated. Using such sequences, 
the probability of a person’s ethnicity can be calculated by comparing their profile with a relevant database of 
locus sequences and their frequency for different ethnic groups.1304

In the UK, the different groups used in ethnic inference testing are white-skinned European, Afro-Caribbean, Indian 
Subcontinent, South East Asian and Middle Eastern.1305

Case Study 92

Ethnic inference testing is being used in the United Kingdom in an attempt to determine the ethnic background 
of an offender who is believed to be responsible for at least 84 offences, including rape and indecent assault. 
There is no useful physical description of the offender, who reportedly wears a balaclava and a black catsuit. 

Without fingerprints or a physical description, police have concentrated on the DNA evidence found at some 
of the crime scenes. DNA analysis suggested the offender has Caribbean ancestry. The ancestry profile, 
combined with other intelligence, enabled investigating police to narrow a list of potential suspects from 21,000 
to 1,000. Police have since gone to the Caribbean to collect samples from volunteer police officers in five 
countries, in an attempt to narrow down the offender’s ancestry to a specific location within the Caribbean. The 
investigation is ongoing.1306

There is currently research being done into predicting other physical characteristics. The FSS is exploring the 
prediction of hair colour, and has developed a test which reportedly detects 84 per cent of redheads.1307 A company 
in the United States, DNAPrint, offers a test to predict eye colour.1308 We are not aware of any investigations where 
these techniques have been used to identify a suspect. 

In 2005, the Victorian Police Forensic Science Service Centre received a grant to test DNAPrint’s eye colour testing 
package, so this technique may be used in future in Australia.1309
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16.1.4. NSW Police and the new technology

In our survey of the 80 local area commands, we asked officers to consider what impact new technology such 
as the techniques outlined above would have, if available in New South Wales. Some were positive about new 
developments:

“The ability to identify any feature or characteristic of a suspect would be of great importance and an advantage 
in any investigation, particularly where a suspect is yet to be identified.”1310

“Such implementations may lead police to target a family and could provide useful circumstantial evidence. I do 
not believe we could rely heavily on these results, but at least it could point police in the direction of a suspect. 
However, given the resources (or lack of) at the Forensic Lab, I believe this could be more of a burden on them 
and create further delays in obtaining the results, particularly for major crimes.”1311

“Certainly would assist in profiling where a suspect is not identified in the initial stages of the investigation. 
May lead to lines of enquiry not otherwise available. May corroborate other evidence, may identify serial crimes 
earlier.”1312

“If these additional techniques were available they certainly would assist in the investigation of major crime. 
There have been numerous murder investigations where forensic samples have been located at the crime 
scene and remain unmatched as the suspect has never had his/her DNA taken, but a member of their family 
has. If these techniques were available it would certain assist investigators to concentrate on a certain group of 
people, as opposed to no suspects at all.”1313

“A positive impact. Any assistance with the identification of offenders or possible offenders can only benefit the 
community. DNA analysis eliminates suspects as well as identifying them, so there are also benefits to innocent 
persons.”1314

while others were more circumspect, particularly because of the limited resources available for DNA analysis in New 
South Wales: 

“LAC resources are stretched and any further investigations resulting from DNA would require an increase of 
staff.”1315

“Current identification stretch resources at times and uncertain how to deal with increased workload.”1316

“Create more work and time consumed.”1317

“These further developments would be of assistance to investigation however unless more resources at DAL to 
improve turn around time of information the frustration will continue.”1318

The NSW Police Unsolved Homicide Unit submitted that low copy number, ethnic inference analysis and familial 
searching could be useful in the investigation of unsolved crimes which were committed some time ago. The Unit 
advised that drawbacks of the low copy number technique include that it is very expensive, as the evidence has to 
be sent overseas for analysis, and the potential for contamination is higher, given the increased sensitivity of the 
analysis.1319

In our 2004 report on the DNA sampling of convicted offenders, we recommended that Parliament consider what, 
if any, regulation is required of the way in which material obtained from forensic procedures may be analysed 
and compared.1320 As the available technology is constantly evolving, how forensic material obtained through 
forensic procedures can be used should be kept under consideration. For this reason we reiterate our previous 
recommendation about the use of DNA samples in future. 

Recommendation 104

NSW Parliament consider what, if any, regulation is required of the way in which material obtained from forensic 
procedures may be analysed and compared.

NSW Police supports this recommendation.1321
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16.2. Possible problems with DNA
Below are some potential problems with the use of DNA evidence in the investigation and prosecution of crime.

16.2.1. Adventitious or secondary transfer 

Unlike deliberate contamination, adventitious (or secondary) transfer describes the transmission of forensic material 
from a person who may not be associated with a crime, to the victim or crime scene, through ordinary interactions like 
talking, sneezing or shedding hair. We discussed adventitious transfer in more detail above, at 12.1.2, and described 
a case where the defendant argued that his DNA was found on the deceased’s bra as a result of secondary transfer 
and not because he was involved in the offence.

As the sensitivity of DNA analysis continues to increase, it becomes more important to consider the possibility of 
adventitious transfer.

16.2.2. Framed by DNA?

In September 2004, an episode of Catalyst on the ABC looked at the possibility of DNA being planted at a crime 
scene. The story involved a blood stain left at a hypothetical crime scene. This was covered with a spray made from 
another person’s DNA. The DNA analysis results yielded the profile of the second person, rather than the original 
contributor. The program explained that the spray could be made by creating copies of DNA, and so could be made 
from a very small DNA sample, such as a single hair, saliva left on a glass, or a cigarette butt. This would require 
scientific knowledge but could be done in a home kitchen.1322

We are not aware of any matters where it has been alleged that this has occurred. 

16.2.3. Managing public expectations 

Many people’s understanding of forensic investigation and the use of DNA is influenced by television shows such 
as CSI, Cold Case, Silent Witness and Forensic Investigators. Television shows can highlight the benefits of forensic 
science, but tend to create unrealistic expectations, in particular about the length of time forensic analysis takes. They 
may also suggest that forensic evidence is infallible, and that if there is a DNA link, the suspect must be guilty. In the 
United States, there have been reports of juries being asked whether they watch CSI.1323 In Australia, too, police and 
others involved in the criminal justice system have felt the impact of television shows about forensic investigations. 

In our survey of the 80 local area commands in New South Wales, we asked whether people have greater 
expectations of police investigations, as forensic technology advances. 74 commands said yes, and made comments 
such as the following: 

 “Yes. DNA is portrayed in the media as THE piece of evidence required to straight away prove conviction. This is 
promoted by the high number of television programs and movies where DNA is referred to in this way. I believe 
the general public do not have an understanding of the complexities of an investigation, requirements of the 
Evidence Act and the decisions made by the courts. I believe that there have, and will be great advances in DNA 
which the police must adopt in the future.”1324

“Media attention has definitely increased the public expectation of results. There is limited understanding on the 
relationship with DNA evidence and a successful prosecution of a matter, by both the public and some police. It 
should also be considered that new and emerging technologies often have substantial cost, and it may not be 
practical to apply some new technologies to all investigations.”1325

“Yes, TV shows depict a perception, which is widely accepted within the community, that DNA technology 
is put into a computer and the result is back in a very short period of time. The questions are asked of many 
investigators ‘Why does it take so long to get the results back? On TV it comes back quick why can’t you.’ Very 
frustrating.”1326

“Yes the Media in particular believe that DNA is the absolute proof of a person’s involvement in a crime. They 
also are heavily influenced by TV shows such as CSI which tend to provide false impressions that DNA testing 
can be completed in very short time frames. This translates into not being able to comprehend the delays often 
encountered by investigators from the time samples are collected to the time the results are received.”1327
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“If they do, then they watch too much TV. Public need to know that not every police station has analysts to 
analyse samples. They must be informed that they are sent away and there is at least a 6 to 9 month waiting 
list.”1328

“Yes. The reality is the analysis takes time (months). The perception of the public gained through TV is 
Police have all DNA profiles & analysis is done at the office with instant results. The majority of testing is time 
consuming unless there is significant political or media pressure for a quick result. This is typified in the Bulldogs 
/ Coffs Harbour sexual assault investigation. I would suggest under normal circumstances a sexual assault 
investigation waiting for DNA would take months to complete. That examination was expedited to satisfy the 
enormous public, media interest. That investigation & the results are an exception to the general rule.”1329

Other commands agreed that expectations are greater, but argued they were not unreasonable:

“Yes, I suppose we all do. The public has a right to expect police to investigate a crime using all available 
technologies and methods to bring about a timely completion to any investigation.”1330

“Yes and rightly so. The public demand that the police have the resources and funding to be able to conduct 
these procedures and would be surprised to know the reality of the situation.”1331

Endnotes
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1300 United Kingdom Forensic Science Service fact sheet, “Familial Searching”, February 2005.
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Chapter 17. Conclusion
The power to conduct forensic procedures has had a significant impact on the way police investigate and prosecute 
crime. Forensic procedures are now conducted day in, day out all over New South Wales for matters ranging from 
minor property offences to the most serious types of crime. 

After keeping under scrutiny the power of police officers to conduct forensic procedures, we have found that the 
implementation of the Crimes (Forensic Procedures) Act has generally been achieved with due regard to the rights 
and interests of people police wish to undergo forensic procedures. However, we identified a number of legislative 
and procedural issues for consideration by Parliament and relevant agencies, and also identified key issues that 
should be kept under scrutiny into the future. These include: 

•  The legislation is complex and compliance with legal obligations can be difficult. In particular, the distinction 
between suspects and volunteers is not always clear. 

•  Forensic procedures are almost always conducted on the basis of consent, and police rarely use force 
to conduct forensic procedures. However, some forensic procedures are conducted without appropriate 
authorisation.

•  The information given to suspects and volunteers is confusing, and few suspects access legal advice about 
forensic procedures. 

•  DNA records are not always accurate, and mistakes have led to people being wrongfully charged and 
convicted. 

• Some DNA samples are being unlawfully retained. 

• The risk of contamination could be better managed in some areas. 

• No single person is responsible for the DNA database. 

•  The DNA laboratory cannot meet the police demand for DNA analysis, and the future of the provision of DNA 
analysis services in New South Wales is unclear.

Our recommendations, arrived at through consultation with the relevant agencies, provide solutions to many of these 
issues. If implemented, they will enhance the proper collection and use of forensic evidence. 
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Appendix. Implementation of 
recommendations on DNA sampling of 
serious indictable offenders
The Ombudsman’s review of the Crimes (Forensic Procedures) Act 2000 has been conducted in two parts. The first 
part of the review focused on the DNA sampling of serious indictable offenders and culminated in the release of our 
report The Forensic DNA Sampling of Serious Indictable Offenders under Part 7 of the Crimes (Forensic Procedures) 
Act 2000. This report is available in full on the Ombudsman’s website. The report included 48 recommendations and 
was tabled in Parliament in October 2004. 

In this section we review the progress of implementing the Part 7 recommendations over the 12 months since 
the report was tabled. On 13 January 2006, we contacted NSW Police, the NSW Attorney General’ Department, 
the Department of Corrective Services and the Department of Juvenile Justice and provided each with a list of 
recommendations relevant to their organisation. We asked each agency to provide us with information on the status 
of their implementation of these recommendations. At the time of writing, we had received responses from NSW 
Police, the Department of Corrective Services and the Department of Juvenile Justice, which we are closely reviewing. 
Below is a synopsis of those responses. 

NSW Police

Our Part 7 report included 24 recommendations relevant to NSW Police. We received advice from NSW Police 
regarding its implementation of the Part 7 recommendations in March 2006.1332 

NSW Police provided advice that eight recommendations have already been implemented including recommendation 
32 which was originally not supported by NSW Police but has since been adopted through changes to procedures. 
Recommendation 32 requested the SOPs be amended to require the Inmate Testing Team to record the opening 
and sealing of the DNA sample bag in all procedures, even those where the person has requested that the forensic 
procedure itself not be recorded. Also included is recommendation 28, which NSW Police stated did not need 
to be implemented as it was already current practice for Inmate Testing Teams to caution the inmate or detainee 
immediately after gaining consent and prior to the forensic procedure being conducted.1333

An additional four recommendations have been partially implemented by NSW Police – Recommendations 20, 36, 38 
and 45. Recommendation 45 put forward the idea of NSW Police and DAL conducting internal audits of their records 
to ensure that all information on the collection and analysis of DNA samples is consistent and correct. NSW Police 
advised that it continues to monitor “receipts and processing reports” issued by DAL. However, no comparison of 
data recorded on COPS with that recorded on the New South Wales DNA database had been undertaken at the time 
of writing. 

A further five recommendations are still being negotiated with relevant organisations, such as recommendations 4 
and 5 relating to agreements between NSW Police, DCS and DJJ. Recommendations 10 and 11 have also been 
discussed and NSW Police indicated that implementation of these recommendations hinges on the development by 
the Attorney General’s Department of a plain English pamphlet explaining the Act and sampling process. 

NSW Police supports Recommendation 27 in principle but does not consider it can be implemented. The 
recommendation relates to the recording of the caution required by section 46 of the Act. NSW Police stated that 
there will be occasions where it is not possible to record the caution, especially if the inmate or detainee being tested 
starts to make admissions regarding prior crimes.

NSW Police advised that only six recommendations will not be implemented. These are Recommendations 14, 15, 
16, 17, 26, and 39. These six recommendations were either not supported or not implemented. In most cases, NSW 
Police indicated in the Part 7 report that they did not support these recommendations and have provided further 
information on why the recommendations have not been implemented:

•  Whilst NSW Police agrees that serious indictable offenders should be given reasonable notice of requests for 
forensic procedures, NSW Police does not consider that other organisations, such as the legal services listed 
in Recommendation 14, need to be consulted. NSW Police stated that the current agreements with DCS and 
DJJ provide for inmates and detainees to be given adequate notice prior to DNA sampling.
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•  NSW Police reiterated its reasons for not implementing Recommendation 14 when responding to 
Recommendation 15. As an alternative to amending SOPs for NSW Police, DCS and DJJ, NSW Police propose 
an alternative solution, that it is more appropriate for serious indictable offenders to be informed at the time of 
sentencing that in due course they will be asked to provide a DNA sample. NSW Police state that this would 
provide “more than adequate time to speak to [a] legal adviser or the legal advice hotline”.1334 

•  Recommendation 16 is linked to Recommendation 15 and NSW Police reiterated that it does not believe it is 
necessary to inform other agencies of policies relating to the amount of notice provided to serious indictable 
offenders before sampling takes place. NSW Police stated that inmates and detainees are provided with 
information about contacting a legal practitioner when they are “prepped”.

•  Recommendation 17 related to ongoing liaison between NSW Police, DCS and DJJ with interpreting and 
signing service providers. NSW Police did not consider this to be necessary and argued that the subsequent 
change to the Act to allow for telephone interpreters has addressed many of the problems identified in our Part 
7 report.

•  Recommendation 26 was not supported by NSW Police and related to the identification of incapable inmates. 
NSW Police advised that there are no hard facts to support the proposition that Inmate Testing Teams are not 
identifying all incapable inmates. In light of this, NSW Police does not consider it is necessary to consult with 
the Guardianship Tribunal about ways to improve identification of incapable inmates and is of the view that no 
changes to current procedures are warranted.

•  NSW Police declined to amend its SOPs as suggested in Recommendation 39 to require officers to consider 
alternatives to the use of force and to document their consideration of alternatives. NSW Police believes that 
the use of force has been extremely low and “that all force used by the Inmate Testing Teams to date has been 
appropriate.”1335 

Department of Corrective Services 

Our Part 7 review included 17 recommendations relevant to the Department of Corrective Services (DCS). In June 
2006, we received advice from DCS about its implementation of these recommendations.1336

DCS accepted the majority of our recommendations, and had already implemented 11 of them. These relate to 
sampling education programs (Recommendations 6, 7 and 13), access to the legislation (Recommendation 8), 
ensuring information prepared by NSW Police is provided to inmates (Recommendation 10), providing information 
about DNA sampling to inmate development committees (Recommendation 12), giving inmates adequate notice prior 
to DNA sampling (Recommendation 15), reviewing and recording any forensic procedures requiring the use of force 
(Recommendations 39 to 41) and requiring DCS to identify and explain the role of each person present when a DNA 
sample is taken (Recommendation 43). 

DCS accepted a further two recommendations, and advised they are in the process of being implemented. 
These both relate to the finalisation of a DNA sampling agreement between NSW Police and DCS (Recommendations 
4 and 44). 

The only recommendation DCS disagreed with, Recommendation 9, was that DCS provide Correctional Centre 
Liaison Officers with regularly updated lists of serious indictable offences for use during the DNA sampling education 
program and pre test interviews. DCS argued this would be impractical, “given the size, complexity and dynamic 
nature of the list.” Rather, the DNA Coordinator generates lists of inmates who are serious indictable offenders, and if 
an inmate wishes to check whether he or she is eligible for DNA sampling, this can be determined on a case by case 
basis. 

DCS argued that the remaining three recommendations were the responsibility of NSW Police rather than DCS. These 
relate to the information about DNA sampling which is provided to inmates (Recommendations 11 and 16) and the 
provision of interpreters (Recommendation 17). 

Department of Juvenile Justice

Our Part 7 report included 14 recommendations relevant to the Department of Juvenile Justice (DJJ). In March 2006, 
we received advice from DJJ detailing the current status of each of these recommendations.1337 

DJJ has already implemented five recommendations – these are Recommendations 7, 11, 13, 17, and 41. 
Recommendation 7 required DJJ to continue to provide education programs to detainees. In response to this, DJJ 
included information for its staff in the ‘Procedures for Juvenile Justice Centres’ and provides training at induction and 
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at staff development days. In addition, DJJ has also addressed Recommendation 41 stating that it “will ensure that 
a safe environment is provided to manage non-compliant detainees and in the event that NSW Police intend to use 
force.”1338

A further six recommendations were not unique to DJJ and covered joint issues and responsibilities applicable to 
NSW Police and DCS. In light of this, these six recommendations have been implemented in part by DJJ, or are still 
being negotiated with the other relevant organisations. One example is Recommendation 5 regarding the finalisation 
of an agreement between DJJ and NSW Police covering DNA sampling in juvenile detention centres. The formal 
agreement was still being negotiated at the time of writing and was expected to be in place in March 2006.

DJJ advised that there are only three recommendations that have not been implemented in any way. These are 
Recommendations 10, 39 and 40. These recommendations have not been implemented by DJJ for the following 
reasons:

•  DJJ stated that it has no responsibility under the Act for the integrity, transportation, storage, analysis and 
destruction of samples taken. As a result DJJ stated that it is not in a position to provide the information 
outlined in Recommendation 10 to young persons being sampled. DJJ also stated that any re-print of the 
detainee information pamphlet will include basic information provided by NSW Police on the issues outlined in 
Recommendation 10.

•  DJJ stated that its staff do not use force or participate with NSW Police in the use of force to take DNA samples 
and it is for these reasons that DJJ has not implemented Recommendations 39 and 40. DJJ also advised that 
to date there have been no forensic procedures undertaken on detainees that have involved the use of force.

Endnotes
1332  Letter from Assistant Commissioner R Mahoney, NSW Police, 7 March 2006.
1333  FPIT response attachment to letter from Assistant Commissioner R Mahoney, NSW Police, 7 March 2006.
1334  In its review of the Act, the Standing Committee on Law and Justice suggested that a 24-hour legal advice hotline be established. 
1335  FPIT response attachment to letter from Assistant Commissioner R Mahoney, NSW Police, 7 March 2006.
1336  Letter from the Commissioner of Corrective Services, 20 June 2006.
1337  Letter from Director General, Department of Juvenile Justice, 28 February 2006.
1338  Letter from Director General, Department of Juvenile Justice, 28 February 2006.
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Glossary

Term Definition / explanation

Accredited officer
A police officer who, having completed the training provided by FPIT, can carry 
out certain forensic procedures such as buccal swabs, hair samples and non-
technical photographs.

The Act The Crimes (Forensic Procedures) Act 2000.

Adventitious transfer

Unlike deliberate contamination, ‘adventitious transfer’ (or secondary transfer) 
describes the transmission of forensic material from a person who may not 
be associated with a crime, to the victim or crime scene, through ordinary 
behaviour like sneezing or shedding hair.

Appropriately qualified A person with suitable professional qualifications or experience, or who is 
qualified under the regulations, to carry out a forensic procedure.

Backlog
The caseload of DNA samples submitted to DAL which have not been analysed 
yet. These are mostly crime scene samples rather than person samples.

Biomechanics
The study of mechanical movements of biological organisms. The Act permits 
the taking of physical measurements of parts of the body for biomechanical 
analysis. 

Blood sample 

A type of forensic procedure which can be used for DNA sampling or for other 
investigative purposes. A blood sample can only be taken with the person’s 
consent or by court order. It can be taken by a medical practitioner, nurse or 
other appropriately qualified person. Police officers are not generally trained to 
take blood samples. 

Buccal swab

The most commonly used forensic procedure for obtaining a DNA sample. 
Buccal swabs are self administered. The person rubs a sterile swab on the 
inside of the cheek, and police press the swab onto specially treated paper. The 
cells which adhere to the paper are used by the lab to generate a DNA profile.

Child 
In this report, a person under the age of 18. The Act defines a child as a person 
aged between 10 and 18 and has separate provisions for forensic procedures 
conducted on children. 

CISB
The NSW Police Criminal Identification Specialist Branch. The CISB provides 
a fingerprint examination, comparison and identification service using both 
manual and computerised fingerprint systems. 

CNI number

Number on the NSW Police Central Names Index allocated to a person on his 
or her first contact with police. Details of any subsequent contact with police 
(including arrests, charges, convictions, forensic procedures, fingerprints and 
other records) should be recorded against this number. 

Cold link

Where a suspect or crime scene is linked to another unsolved crime scene 
through a match made on the DNA database, usually where there is no previous 
intelligence suggesting the person and/or the crime scenes are linked. By 
contrast, a warm link is where police take a DNA sample from a person because 
they suspect it will link the person to DNA obtained from the crime scene or 
victim, and it does.
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Term Definition / explanation

Contamination
The transfer of DNA from one source to another. Contamination may be 
deliberate or accidental, and may occur before, during or after the commission 
of a criminal offence. 

COPS

The Computerised Operational Policing System. COPS provides a structure for 
police to record details including dates, locations, offences, forensic procedures 
and custody management records. COPS also contains a ‘narrative’ field which 
allows police officers to describe events in their own words. 

CourtLink
A proposed IT system for use by all New South Wales courts, which would notify 
NSW Police of court outcomes electronically.

Court order 
An order made by a magistrate or authorised justice authorising a forensic 
procedure to be conducted on a suspect or (in the case of children and 
incapable persons) a volunteer. 

Crime scene sample 
A sample of blood, saliva, semen, hair or other biological material obtained from 
a crime scene or from the body or clothes of a victim. By contrast, a person 
sample is taken directly from the body of the person supplying the sample. 

CrimTrac

A federal agency which supports Australian police services through the 
provision of national information systems and investigative tools, including the 
national DNA database. The national database is not fully operational as only 
some states and territories have provided DNA profiles.

DAL 
The Division of Analytical Laboratories in Lidcombe, Sydney. DAL is responsible 
for analysing DNA for NSW Police, and for maintaining the New South Wales 
DNA Database. DAL is part of NSW Health. 

DNA

Deoxyribonucleic Acid, which consists of an acid molecule to which sugar 
groups missing an oxygen molecule are attached. DNA contains a genetic 
code, which directs the production of proteins which determine everything from 
hair colour to susceptibility to disease. 

DNA analysis

DNA analysis involves several stages: extraction of DNA from biological 
material, quantitation of available DNA, amplification of specific sites of DNA, 
and electrophoresis involving the separation and detection of areas of variability 
of the DNA sites. This is followed by the analysis, verification and interpretation 
of results. 

DNA database 

A database used to store DNA profiles obtained from people and from crime 
scenes. When a profile is added to the database, it may ‘match’ a profile 
already on the database, which may be of investigative assistance to police 
investigating unsolved crimes. The New South Wales DNA database is 
maintained by DAL. There is also a national DNA database, administered by the 
CrimTrac agency, which is not fully operational. 

DNA profile 
The sequence of numbers and letters obtained by analysing DNA at a number 
of loci. The possibility of two people (other than identical twins) having the same 
DNA profile is extremely unlikely. 

DNA sample

The actual biological material taken from a person, used to obtain the person’s 
DNA profile. Under the Act, DNA samples can be taken by buccal swab, hair 
sample or blood sample. A DNA sample contains the whole of a person’s DNA, 
and contains a great deal of genetic information, including predictive health 
information. By contrast, a DNA profile is a series of numbers and letters derived 
from only a small portion of a person’s DNA and contains very little genetic 
information.
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Term Definition / explanation

DPP Director of Public Prosecutions. 

ERISP

An Electronically Recorded Interview of a Suspected Person. An ERISP is an 
audiovisual recording of a police interview with a suspect. ERISPs are recorded 
by fixed cameras that automatically pan the room and zoom in for close-ups of 
the person being interviewed.

Excluded volunteer
A volunteer to whom the Act does not apply. Victims of crime and volunteers 
who provide elimination fingerprints are excluded volunteers. 

Familial searching
An investigative technique which aims to identify a suspect based on similarities 
between a DNA profile obtained from a crime scene, and the profile of a relative 
of the suspect.

Forensic material
Any samples, hand prints, finger prints, foot prints, toe prints, photographs, 
casts or impressions, taken from or of a person’s body. 

Forensic procedure 

A way to obtain evidence that relates to the investigation and prosecution of 
a crime. The Act authorises three different categories of forensic procedures 
– buccal swabs (for DNA sampling), intimate forensic procedures and non-
intimate forensic procedures. A forensic procedure does not include the taking 
of any sample for the sole purpose of establishing the identify of a person. 

FPIT
The NSW Police Forensic Procedures Implementation Team. FPIT is part of the 
Forensic Services Group, and supports police officers in their use of forensic 
procedure powers. 

FSG

The NSW Police Forensic Services Group is involved in the scientific 
investigation of criminal matters. It consists of the Forensic Procedures 
Implementation Team, Crime Scene Operations Branch, Criminal Identification 
Specialist Branch, Criminal Records Section, Counter Terrorist and Disaster 
Victim Identification, Professional Services Branch, Clinical Forensic Medicine 
Unit, and CrimTrac Coordination Unit.

FSS

The Forensic Science Service is an executive agency of the United Kingdom’s 
Home Office. The FSS consists of seven laboratories and provides forensic 
science services to police forces in England and Wales, as well as being a 
source of training, consultancy, and scientific support for many overseas and 
private sector customers. The FSS maintains the UK’s National DNA Database. 

FTA paper

Specially treated paper used by police officers for DNA samples taken by 
buccal swab. FTA stands for ‘Flinders Technology Associates.’ FTA Technology 
is a chemical treatment that was designed by scientists at Flinders University in 
South Australia. The paper stabilises the DNA and protects it from oxidation, UV 
damage and microbial and fungal attack. This means the sample can be stored 
at room temperature, instead of being refrigerated. 

GSR

Gun shot residue. A gun shot residue test involves the swabbing or lifting 
by tape of any residue left on a suspect who may have recently fired a gun. 
GSR tests have to be conducted within a few hours of a gun being fired to be 
effective.

Hair sample 

A forensic procedure, usually conducted because a suspect does not consent 
to providing a DNA sample by buccal swab. Police remove 15-20 hairs from the 
head or other part of the body (excluding pubic hair). To obtain a DNA profile, 
the hair must be pulled out with the root attached. 
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Term Definition / explanation

Incapable person 

An adult who is incapable of understanding the general nature and effect of a 
forensic procedure, or is incapable of indicating whether he or she consents 
or does not consent to a forensic procedure being carried out. The Act has 
separate provisions for forensic procedures conducted on incapable people.

Independent person

A person who is not a police officer or other person involved in the investigation 
of an offence. An independent person must be present to witness a volunteer 
sign a forensic procedure consent form, or to witness a forensic procedure 
which is not electronically recorded.

Interview friend 

A support person, usually a parent, guardian or legal representative, or other 
person acceptable to the suspect. The Act gives children, incapable adults 
and Aboriginal and Torres Strait Islander suspects the right to have an interview 
friend present in certain circumstances. 

Intimate forensic 
procedure 

A blood sample, pubic hair sample, dental impression, saliva sample other than 
a buccal swab, or procedure involving the external genital or anal area or the 
buttocks, or the breasts of a female or a transgender person who identifies as 
a female, including a photograph, external examination, swab, impression of a 
wound, or sample taken by vacuum suction, scraping or lifting with tape.

Loci 
The areas of DNA analysed to generate a DNA profile. The more loci examined, 
the more discriminating the comparison. DAL examines nine loci to derive a 
DNA profile. 

LAC
A local area command is one of the 80 local policing regions in New South 
Wales.

LIMS
The Laboratory Information Management System is the electronic recording 
system used by DAL to record the receipt of samples and exhibits, and manage 
its DNA caseload. 

Livescan
An inkless process which uses digital technology to scan finger and hand prints. 
Where Livescan is not available yet, police use the old method of ink, roller and 
slab. 

Mass screening 
A method used to try to identify the contributor of DNA found on a victim or 
at a crime scene, by requesting a section of the population to volunteer DNA 
samples. The Act does not specifically provide for mass screenings. 

NCIDD

The National Criminal Investigation DNA Database, which is managed by 
CrimTrac. When fully operational, it may contain profiles derived from crime 
scenes, convicted offenders, suspects and volunteers, although this may 
depend on the legislation of individual states and territories. 

Non-intimate forensic 
procedure 

A procedure conducted on any part of the body (other than the genital or anal 
area or the buttocks or the breasts of a female or a transgender person who 
identifies as female), including an external examination of the body, a sample 
of hair other than pubic hair, a sample from a nail or under a nail, a sample 
obtained by swab or washing, a sample obtained by vacuum suction, scraping 
or lifting with tape, a hand, finger, toe or foot print, a photograph, an impression 
or cast of a wound, or the taking of physical measurements for biomechanical 
analysis. 

POI
Person of interest. Police use the term very broadly, to describe a person who 
is a suspect or who may, at some point during an investigation, become a 
suspect. 
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Term Definition / explanation

Person sample

A DNA sample taken directly from a person’s body, through a forensic 
procedure (being a buccal swab, hair sample or blood sample). By contrast, a 
crime scene sample is a sample of biological material obtained from a crime 
scene or from the body or clothes of a victim.

Profiler Plus The system of DNA profiling used by all Australian forensic laboratories.

Responsible person

The person who is responsible for the care, control and management of the 
DNA database. The key responsibilities of this person are to determine who may 
access information stored on the DNA database, and to ensure forensic material 
is destroyed in accordance with legislative requirements. The Act does not 
specify who the responsible person is. 

Senior police officer 
order 

An order made by a police officer of or above the rank of sergeant authorising 
a forensic procedure. Senior police officer orders are only available for non-
intimate forensic procedures, where the suspect is an adult who is under arrest. 
They are used most often for hair samples from suspects who do not consent to 
providing a DNA sample by buccal swab. 

Serious indictable 
offender

A person who has been convicted of an offence carrying a maximum penalty 
of five years imprisonment or more. The Ombudsman reported separately on 
the DNA sampling of serious indictable offenders – see our August 2004 report, 
The Forensic DNA Sampling of Serious Indictable Offenders under Part 7 of the 
Crimes (Forensic Procedures) Act 2000. 

SMANZFL
Senior Managers of Australian and New Zealand Forensic Laboratories. A group 
of representatives from forensic science organisations and police in Australia 
and New Zealand.

SOCO
A Scene of Crime Officer. SOCOs are responsible for the collection of crime 
scene evidence, such as fingerprints and swabs from crime scenes. They can 
be either civilians or police officers.

SOPs
NSW Police policies, called Standard Operating Procedures. The SOPs 
developed by FPIT set out step by step instructions for police officers who 
conduct forensic procedures. 

Suspect 

A person whom a police officer suspects on reasonable grounds has 
committed an offence, who has been charged with an offence, or who has been 
summoned to appear before a court in relation to an offence alleged to have 
been committed by the person. 

Time out

Time which does not count towards the two hours police generally have to 
conduct a forensic procedure. Time out includes time required to convey a 
suspect to a police station or other forensic procedure facility, time reasonably 
spent waiting for an investigating police officer or appropriately qualified person 
to arrive at the place where the procedure is to be carried out, time reasonably 
spent waiting for facilities or equipment to become available, delays to allow 
the suspect to seek legal advice or receive medical attention, time waiting for 
an interpreter, delays while the suspect recovers from the effects of intoxication, 
delays at the suspect’s request and time spent waiting for a judicial officer to 
make an order authorising a forensic procedure.

Trace DNA 
Extremely small amounts of DNA such as the few skin cells that may be left 
behind when a person touches something with their hands. It is possible to 
obtain DNA profiles from trace levels of DNA found in fingerprints.



298 NSW Ombudsman  
DNA sampling and other forensic procedures conducted on suspects and volunteers under the Crimes (Forensic Procedures) Act 2000

Term Definition / explanation

Victim

A victim of crime, whom police may wish to undergo a forensic procedure. The 
Act does not apply to victims, who are referred to as ‘excluded volunteers.’ NSW 
Police has developed its own policies for carrying out forensic procedures on 
victims of crime. In many ways these procedures reflect the legislative position 
on volunteers.

Volunteer

A person other than a suspect or excluded volunteer who volunteers to a police 
officer to undergo a forensic procedure, or, in the case of a child or an incapable 
person, whose parent or guardian volunteers to a police officer that the child or 
incapable person undergo a forensic procedure. 

Warm link 

Where police take a DNA sample from a person because they suspect it will 
link the person to DNA obtained from the crime scene or victim, and it does. 
By contrast, a cold link is where a suspect or crime scene is linked to another 
unsolved crime scene through a match made on the DNA database, usually 
where there is no previous intelligence suggesting the person and/or the crime 
scenes are linked.
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