‘>NSW Ombudsman

PRIVACY MANAGEMENT POLICY

PURPOSE

This policy (which includes the Privacy Managemlain) sets out how the NSW Ombudsman complies
with the principles and requirements of #aigvacy and Personal Information Protection Act 842PIP
Act) and theHealth Records and Information Privacy Act 2GBIRIP Act).

The Privacy Management Plan provides guidanceafb @t the application of the PPIP Act and the HRIP
Act to the work of this office.

RESPONSIBILITY

This policy applies to the Ombudsman and all si&the office, whether by way of appointment,
secondment, contract, temporary arrangement orfee-for-service basis. Any individual having emyge
functions or acting in an employee capacity, inzigdh volunteer, is a member of staff for the psgmof
this policy. The application of this policy to Gffal Community Visitors is set out in Annexure Atbg
Privacy Management Plan.

LEGISLATIVE FRAMEWORK

Privacy and Personal Information Protection Act 899
Health Records and Information Privacy Act 2002.

INFORMATION PROTECTION PRINCIPLES AND HEALTH PRIVAC Y PRINCIPLES

The protections provided by the PPIP Act are basetl? information protection principles set outtie
Act. Similarly, the protections provided by the HRAct are based on 15 health privacy principle®aein
that Act. These principles cover collection, steragse and disclosure of personal information aradth
information. The Acts also contain a number of eptioms to the operation of the principles. The
application of the principles to this office, am texemptions which apply, are set out in fullia Privacy
Management Plan.

A copy of this policy will be accessible to theio network in the I:\policies directory. The Deput
Ombudsman will discuss this policy with all staffid staff will be reminded of their obligations end on
a regular basis.

OMBUDSMAN APPROVAL

Bruce Barbour

OMBUDSMAN

NSW Ombudsman policy number: 38

Policy originally created: July 2000

Last reviewed / updated: 21 June 2006

Version number: 2

Related policies: Disclosure of Information, Media, Security policy

This plan supersedes the previous Privacy Management Plan.



‘>NSW Ombudsman

PRIVACY M ANAGEMENT PLAN

PURPOSE

This Plan forms part of the NSW Ombudsman Privaan&yement Policy. This Plan sets out the
application of théPrivacy and Personal Information Protection Act 842PIP Act) and thelealth Records
and Information Privacy Act 200RIP Act) to this office, including the exemptiotiet apply. To ensure
the office is in compliance with these Acts, eadmmher of staff should handle information in accaa
with the guidelines outlined in this Plan.

DEFINITIONS

Personal information: ‘Personal information’ is defined in the PPIP Ast‘information or an opinion about
an individual whose identity is apparent or carsoaably be ascertained from the information or iopin

It covers information held in paper or electrorécards, and may extend to body samples or bionciz.
It can also include information relating to an widual's ethnic or racial origin, political opinispreligious
or philosophical beliefs, trade union membershigexual activities. Personal information does nollide
‘health information’ as defined by the HRIP Act.

Health information: The HRIP Act defines ‘health information’ to indiel personal information that is
information or an opinion about the physical or maéhealth or a disability (at any time) of an widual,
the wishes of an individual about their health &y, the health services provided to an individpaisonal
information collected to provide, or in providinghealth service, and genetic information thatade!
predictive of the health of the individual or aatgte of the individual.

POLICY STATEMENT

1. Information in our office to which the PPIP and HRIP Acts apply

The PPIP Act and HRIP Ado apply to information or opinions about individugl®vided to or obtained
by this officeunder Part 3A of th®mbudsman Act 197ahd theCommunity Services (Complaints, Reviews
and Monitoring) Act 1998CS-CRAMA), other than in the instances referredetmw.

The PPIP and HRIP Actio notapply:

to information about an individual that is contalrie a publicly available publication

to letters of complaint from members of the publicler Part 3 of the Ombudsman Act, Part 4
of CS-CRAMA, or Part 5 of thEreedom of Information Act 1989

to notifications received from agencies under Barbf theOmbudsman Act

in relation to any complaints made under Part 8#hePolice Act 199(Meing dealt with by the
office

in relation to any protected disclosure being deéh by the office

in relation to the work of our secure monitoringtwoncerning implementation of our
functions under th&Vitness Protection Act 199theTelecommunications (Interception)(New
South Wales) Act 1978nd thd_aw Enforcement (Controlled Operations) Act 1997

to information about the suitability for appointmi@m employment of any applicant to a
position in the office

to information about an individual that is obtaingter Chapter 8 of th&doption Act 2000
(PPIP Act only).

Information contained in complaints and notificasaeceived by our office is not ‘collected’ foeth
purposes of the PPIP Act and HRIP Act becauseenaipt of the information is unsolicited. Therefdies



PPIP Act and HRIP Act do not apply in relationigstinformation. However secrecy and confidentgalit
provisions in the Ombudsman Act and our code ofloohstill apply.

2. The PPIP Act and the HRIP Act and Official Community Visitors

The PPIP Act and HRIP Act apply to personal infaioraand health information obtained by Official
Community Visitors in the course of inspecting tabie services. The application of the provisiohthe
Acts to Official Community Visitors is covered imAexure A.

3. Information protection principles and health protection principles that apply to the NSW
Ombudsman

Personal information must be dealt with in accocganith the information protection principles sat
sections 8 to 19 of the PPIP Act. Similarly, healtlormation must be dealt with in accordance \tlith
health privacy principles set out in Schedule thefHRIP Act. A number of exemptions to the pritegp
apply to the office. These are set out in Annexire

Each member of staff should handle informationdooadance with the following guidelines:
(@ Collection of personal information and health information for lawful purposes (PPIP Act s 8,

HRIP Act Sch 1 cl 1)

You may only collect personal information and heatformation if the collection is reasonable neeeyg to
exercise a purpose that is directly related tonatfan or activity of the NSW Ombudsman.

You may not collect personal information and headfbrmation by any unlawful means.

(b) Other requirementsrelating to collection of personal information and health information (PPIP
Acts11, HRIP Act Sch 1 cl 2)

Where you collect personal information and heaitbrmation from an individual, you must take reasue
steps to ensure that:

i) the information collected:

is relevant to that purpose
iS not excessive
is accurate, up-to-date and complete, and

i) the collection of the information does not uasenably intrude on the personal affairs of the
individual to whom the information relates.

(©) Retention and security of personal information and health information (PPIP Act s 12, HRIP Act
Sch 1cl 5)
You must make sure that personal information aradtfénformation held by us:
i) is disposed of securely and in accordance wittoffiee’s records management policy

i) is protected against loss, unauthorised accessmaskfication or disclosure, and against all
other misuse, by taking reasonable security safdgua

In relation to health information, the office issempt from this principle where non-compliance ithaused
or otherwise permitted, necessarily implied or oeably contemplated under any other Act, for exantip
Ombudsman Acbr CS-CRAMA (HRIP Act Sch 1 cl 5(2)(a), (b)).

Where it is necessary for personal informationesalth information held by the office to be giverato
person in connection with the provision of a sex\im the Ombudsman, everything reasonably withir yo
power should be done to prevent any unauthorise@udisclosure of that information.

(d) Checking of accuracy of personal information and health information before use (PPIP Act s
16, HRIP Act Sch 1 ¢l 9)

You may not use personal information and healtbrmétion held by the office without taking reasdieab
steps to ensure that the information is relevasttiate, up-to-date, complete and not misleading.



(e Limitson use of personal information and health information (PPIP Act s17, HRIP Act Sch 1 cl

10)

You may not use personal information or healthrimiation for a purpose other than that for whiclals
collected unless:

i)

ii)

iv)

such use of the information is reasonably neargst® enable the office to exercise its
complaint handling or investigative functions ([PRct s 24 (2), HRIP Act Sch 1 cl 10
(1)() and (3)), or

such use of the information is required byaathorised under, any other law, for example
the Ombudsman Act or CS-CRAMA (PPIP Act s 25, HRE®? Sch 1 ¢l 10(2)(a), (b)).

the individual has given their consent for the infation to be used for such use (PPIP Act s
17(a), HRIP Act Sch 1 cl 10(1)(a))

the Ombudsman reasonably believes that the digelasmecessary to prevent or lessen a
serious or imminent threat to the life or healttany person (PPIP Act s 17(c), HRIP Act
Sch 1 ¢l 10(1)(c)).

()] Limits on disclosure of personal information and health information (PPIP Act s 18, HRIP Act
Sch 1cl 11)

You may not disclose personal information and heiaformation to a person (other than the individoa
whom the information relates) or other body unless:

i)

Vi)

Vi)

the information is disclosed to the Independent @sgrion Against Corruption, the Police
Integrity Commission, the Health Care Complaintsn@ussion or the Legal Services
Commission (PPIP Act s 24(3), HRIP Act Sch 1 c2({d))

non-compliance is authorised or otherwise permitbedessarily implied or reasonably
contemplated under any other Act, for example thio@sman Act or CS-CRAMA (PPIP
Act s 25, HRIP Act Sch 1 cl 11(2)(a) and (b))

the individual to whom the information relates leapressly consented to the office not
complying with the principle concerned (PPIP A@t§2), HRIP Act Sch 1 cl 11 (1)(a))

the disclosure is directly related to the purpasenhich the information was collected and
the office has no reason to believe that the iddiai concerned would object to the
disclosure (PPIP Act s 18(1)(a), HRIP Act Sch 111)(b))

the individual concerned is reasonably likely tednbeen aware or was made aware at the
time the personal information was collected, th&drmation of that kind is usually
disclosed to the other person or body (PPIP A&(%$){b))

the Ombudsman reasonably believes that the digelasmecessary to prevent or lessen a
serious or imminent threat to the life or healttany person (PPIP Act s18(1)(c), HRIP Act
s 11(1)(c))

non-compliance is reasonably necessary for thegorexercise of any of the office’s
complaint handling or investigative functions (Rigy Commissioner’s direction under s 41
of the PPIP Act, HRIP Act Sch 1 cl 11 (1)(k) and) (3

4, Disclosure and use of personal information anddalth information by staff

(@ Corrupt disclosure and use

Ombudsman staff, as public sector officials, atgest to section 62 (1) of the PPIP Act and s 68(lthe
HRIP Act, which both provide that:

‘A public sector official must not, otherwise thiarconnection with the lawful exercise of his or
her official functions, intentionally disclose osaiany [personal/ health] information about
another person to which the official has or hadesscin the exercise of his or her official function



This provision does not prohibit a public sectdiail from disclosing any personal informationtggalth
information about another person if the disclogsmade as a protected disclosure(s 62(3) PPIPsA8(3)
HRIP Act).

(b) Improper disclosure

The Ombudsman Act imposes stringent limitationshendisclosure of information obtained by the
Ombudsman or an officer of the Ombudsman in theseoaf their office (s 34). The primary exceptions
this limitation are for the purpose of dischargingctions under an Act, or with the consent ofgbarce of
the information. CS-CRAMA imposes similar restiction the disclosure of information (s 118). A lalea
of any of these restrictions is a criminal offence.

5. Practices in relation to staff personal informéon and health information

The PPIP Act and HRIP Act apply to personal infaioraand health information obtained by this office
about employees of this office, except where thigrmation relates to an individual’s suitabilityrfo
employment (i.e. obtained before the individuahsig) their employment contract) and where non-
compliance is authorised or otherwise permittedessarily implied or reasonably contemplated uadgr
other Act, for example the Ombudsman Act or CS-CRAM

In order to ensure compliance with the PPIP ActtiwedHRIP Act, Personnel staff must manage the
personal information and health information of eoyekes of this office in accordance with the Persbnn
Handbook at 5 — 3.4.10.

6. Internal review porcess
(@ Rights of internal review

Under Part 5 of the PPIP Act or s 21 of the HRIR, Agerson who is aggrieved by our office’s
contravention of any information protection pririeipr health privacy principle is entitled to a iew of
that conduct. A review under either Act will be Hegth under Part 5 of the PPIP Act.

Information about this review right must be prowde callers requesting advice as to the optiordave
to them in the same way as they are informed obfitien they have of asking us to review a decisien
have made about their complaint.

(b) Proceduresfor review

If a person applies for a review under Part 5 efBfPIP Act or s 21 of the HRIP Act, the Deputy
Ombudsman is to be:

notified immediately

provided, as soon as possible, with the applicatimhany relevant files and other
documentation.

If the allegation is that the Deputy Ombudsman i@mned the information protection principle, the
application should be directed to the Ombudsman.

In dealing with the review, the Deputy Ombudsmato isotify the Ombudsman of the application for
review, and is to follow the procedures set owRamt 5 of the PPIP Act.

7. Further information

If anyone would like any further information abdiaé PPIP Act generally or how the information potiten
principles affect our work, please see the DeputypGdsman.



ANNEXURE A

INFORMATION PROTECTION PRINCIPLES THAT APPLY TO OFF ICIAL COMMUNITY
VISITORS

Generally, the effect of the information protectimmnciples on the work of Official Community Vieits
(OCVs) is as follows:

(@ Collection of personal information and health information for lawful purposes (PPIP Act s 8,
HRIP Act Sch 1.d 1)

OCVs may only collect personal information and treaiformation for a lawful purpose that is dirgctl
related to a function or activity of an OCV and ttdlection of such information is reasonably nseesg for
that purpose.

OCVs may not collect personal information or heaiformation by any unlawful means.

(b) Collection of personal information and health information (PPIP Act ss9 and 10, HRIP Act Sch
1cl 3and4)

OCVs must, in collecting personal information oalie information, collect information directly frothe
individual to whom the information relates unless:

i) the individual has authorised collection of theonmfiation from someone else, or

ii) in the case of information relating to a person vwghender the age of 16 years, the
information is being provided by a parent or guanddf the person.

OCVs are not required to comply with this informatprotection principle when exercising functiomsler
s 8(1) of CS-CRAMA (s 25 PPIP Act and Sch 1 cl 4(b) HRIP Act). However, Visitors must comply with
s 8(2) and (3) of that Act which state:

‘(2) Before inspecting a document as referrethtsub-section (1) [which authorises Official
Community Visitors to inspect any document held glace at which a visitable service is
provided which relates to the operation of thetaisie service], the Official Community
Visitor must take all reasonable steps to ascertaimd must have regard to (but is not
bound by), the wishes of any person to whom therdent relates and for whom a service
is provided at that place.

(3) An Official Community Visitor must, in exercisinfuaction under this section, act in such a
manner as preserves, as far as possible, the prigdeach person resident at that visitable
service.’

Personal information and health information is ‘notlected’ by OCVs if receipt of the informatios hot
solicited (s 4(5), PPIP Act).

() Other requirementsrelating to collection of personal information and health information (PPIP
Acts11, HRIP Act Sch 1 cl 2)

Where OCVs collect personal information and heialtbrmation ‘from an individual’, they must take
reasonable steps to ensure that:

i) the information collected:

is relevant to that purpose
iS not excessive,
is accurate, up-to-date and complete

i) the collection of the information does not unreadiy intrude on the individual to
whom the information relates.

OCVs are also required to comply with s 8(2) &¢BCS-CRAMA which state:

‘(2) Before inspecting a document as referred teuh-section (1) [which authorises Official
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Community Visitors to inspect any document helal glace at which a visitable service is
provided which relates to the operation of thetalsie service], the Official Community
Visitor must take all reasonable steps to ascertaimd must have regard to (but is not bound
by), the wishes of any person to whom the docuretates and for whom a service is
provided at that place.

(3) An Official Community Visitor must, in exenegsa function under this section, act in such a
manner as preserves, as far as possible, the prigdeach person resident at that visitable
service.’

Personal information and health information is ‘notlected’ by OCVs if receipt of the informatiory the
Visitor is not solicited (PPIP Act s 4(5), HRIP Actl0).

(d) Retention and security of personal information and health information (PPIP Act s12, HRIP
Act Sch 1 cl 5)

OCVs must ensure that personal information andhéabrmation held by them:

i) is retained and disposed of securely and in acocslwith the offices record
management policy

ii) is protected against loss, unauthorised accessimnasification or disclosure, and
against all other misuse, by taking reasonablergg@afeguards.

In relation to health information, OCVs are exetfnpin this principle where non-compliance is autbed
or otherwise permitted, necessarily implied or oeably contemplated under any other Act (HRIP Adt S
1 cl 5(a) and (b)).

Where it is necessary for personal informationeslth information held by an OCV to be given toeaspn
in connection with the provision of a service te Wisitor, anything reasonably within the Visitopgwer
should be done to prevent any authorised use cliodigre of that information.

(e Checking of accuracy of personal information and health information before use (PPIP Act s
16, HRIP Act Sch 1 ¢l 9)

OCVs may not use personal information or healtbrim&ation held by them without taking reasonablpste
to ensure that the information is relevant, aceynap-to-date, complete and not misleading.

() Limitson use of personal information and health information (PPIP Act s17, HRIP Act Sch 1 ¢l
10)

OCVs may not use personal information or healtbrimfation for a purpose other than that for whiclhas
collected unless the use of the information coreeffor that purpose is reasonably necessary irr twde
enable the Visitor to exercise the Visitor's conmlaandling or investigative functions (PPIP A@Q42)
and (4), HRIP Act Sch 1 cl 10(1)(j) and 10(5)).

(9 Limits on disclosure of personal information and health information (PPIP Act s 18, HRIP Act
Sch 1, cl 11)

An OCV may not disclose personal information orlthemformation to a person (other than the indiat
to whom the information relates) or other body asile

i) the information is disclosed to the NSW OmbudsnilP Act s 24(3), HRIP Act Sch
1 cl 11(2)(c))

i) non-compliance is authorised or otherwise permittedessarily implied or reasonably
contemplated under any other Act (PPIP Act s 25IFH#&ct Sch 1 cl 11(2)(a) and (b))

iii) the individual to whom the information relates leapressly consented to the disclosure
(PPIP Act s 26(2), HRIP Act Sch 1 cl 11 (1)(a))

iv) the disclosure is directly related to the purpasenthich the information was collected
and the OCV has no reason to believe that theiohai concerned would object to the
disclosure (PPIP Act s 18(1)(a), HRIP Act Sch 111)(b))



v)

Vi)

vii)

in relation to personal information, the individeaincerned is reasonably likely to have
been made aware or was made aware at the timeftrenation was collected, that
information of that kind is usually disclosed te thther person or body (PPIP Act s
18(1)(b))

the OCV reasonably believes that the disclosunecessary to prevent or lessen a
serious or imminent threat to the life of healthanf person (PPIP Act s18(1)(c), HRIP
Act s 11(1)(c))

The disclosure is made in relation to the OCV'’s ptaimt handling or investigative,
review and reporting functions (Privacy Commissiggdirection under s 41 of the
PPIP Act, HRIP Act Sch 1 cl 11(3)).



ANNEXURE B

INFORMATION PROTECTION PRINCIPLES AND THE EXEMPTION CLAUSES RELEVANT TO THE NSW OMBUDSMAN

INFORMATION PROTECTION PRINCIPLE — PPIP ACT

PPIP ACT EXEMPTIONS

Section 8 - Collection of personal information fotawful purposes

(1) A public sector agency must not collect persarfarmation unless:
(a) the information is collected for a lawful pugecthat is directly related to a
function or activity of the agency, and
(b) the collection of the information is reasonabécessary for that purpose.
(2) A public sector agency must not collect persarfarmation by any unlawful

means.

Section 20(3) provides that this principle doesapgily in respect to personal
information collected by a public sector agencyobethe commencement of Pa

2 of the Act.
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ANNEXURE B

INFORMATION PROTECTION PRINCIPLES AND THE EXEMPTION CLAUSES RELEVANT TO THE NSW OMBUDSMAN

INFORMATION PROTECTION PRINCIPLE — PPIP ACT

PPIP ACT EXEMPTIONS

Section 9 - Collection of personal information diretly from individual

A public sector agency must, in collecting persontdrmation, collect the information
directly from the individual to whom the informatioelates unless:

the individual has authorised collection of iff@rmation from someone else, or

@)
(b)

in the case of information relating to a peradmo is under the age of 16 years -
information has been provided by a parent or gaardf the person.

Blanket exemption

Section 4(5) provides that personal informationds “collected” by the agency if
the receipt of the information is unsolicited.

Note: It has been interpreted that complaints afifications made to the office are unsolicited.
However, some information relating to a complaimtyrbe solicited, eg if it was asked for by our

hoeffice (KD v Registrar, NSW Medical Boafg004] NSW ADT 5 at 27).

Section 24(6) provides that the NSW Ombudsmanllig éxempt from this
requirement.

Section 10 - Requirements when collecting personiaformation

If a public sector agency collects personal infdiorafrom an individual, the agency

must take such steps as are reasonable in thenstances to ensure that, before the
information is collected or as soon as practicalftier collection, the individual to who
the information relates is made aware of the follay

(@) the fact that the information is being colleite
(b)
(©)

(d)

the purposes for which the information is betofected,
the intended recipients of the information,

whether the supply of the information by thdiiidual is required by law or is

voluntary, and any consequences for the individfuak information (or any part ¢f

it) is not provided,
the existence of any right of access to, amtection of, the information,

(e)
)

the name and address of the agency that is calgettie information and the agen

Blanket exemption

Section 4(5) (see above)
n

Section 20(3) (see above)

Section 24(6) provides that the NSW Ombudsmanliig éxempt from this
requirement.

that is to hold the information.
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ANNEXURE B

INFORMATION PROTECTION PRINCIPLES AND THE EXEMPTION CLAUSES RELEVANT TO THE NSW OMBUDSMAN

INFORMATION PROTECTION PRINCIPLE — PPIP ACT PPIP ACT EXEMPTIONS

SECTION 11 - OTHER REQUIREMENTS RELATING TO INFORMA TION Section 4(5) (see above)

COLLECTION Section 20(3) (see above)
If a public sector agency collects personal infdiorafrom an individual, the agency

must take such steps as are reasonable in thenstances (having regard to the purp
for which the information is collected) to ensunatt

(@) the information collected is relevant to thatgmse, is not excessive, and is
accurate, up to date and complete, and

(b) the collection of the information does not imte to an unreasonable extent on the
personal affairs of the individual to whom the imf@tion relates

SECTION 12 - RETENTION AND SECURITY OF PERSONAL INF ORMATION
Specific exemption
A public sector agency that holds personal infofamamust ensure: Section 24(7) provides that the NSW Ombudsmantisetguired to comply with

h f this principle.
(@) that the information is kept for no longer thigmecessary for the purposes for paragraph (a) of this principle

which the information may lawfully be used, and

(b)  that the information is disposed of securelgt anaccordance with any
requirements for the retention and disposal ofgreaakinformation, and

(c) thatthe information is protected, by takingtssecurity safeguards as are
reasonable in the circumstances, against lossthorged access, use,
modification or disclosure, and against all othésuse, and

(d) that, if it is necessary for the informationb® given to a person in connection
with the provision of a service to the agency, gifeng reasonably within the
power of the agency is done to prevent unauthorisedor disclosure of the
information.

11




ANNEXURE B

INFORMATION PROTECTION PRINCIPLES AND THE EXEMPTION CLAUSES RELEVANT TO THE NSW OMBUDSMAN

INFORMATION PROTECTION PRINCIPLE — PPIP ACT

PPIP ACT EXEMPTIONS

Section 13 - Information about personal informationheld by agencies

A public sector agency that holds personal infofomamust take such steps as are, infth

circumstances, reasonable to enable any persatéotain:
(@  whether the agency holds personal informato,
(b)  whether the agency holds personal informatedating to that person, and
(c) ifthe agency holds personal information relgtio that person:
0] the nature of that information, and
(i) the main purposes for which the informatioruged, and

(i)  that person’s entitlement to gain accesshi®information.

Effectively a blanket exemption for operational furctions

the
Section 25 provides that a public sector agencwisequired to comply with this
principle if:

“(a) the agency is lawfully authorised or requiredt to comply with the
principle concerned, or

(b) non-compliance istherwise permitted (or is necessarily implied or
reasonably contemplated) under an Act or any other law (including the
State Records Act 1998jémphasis added)

It can generally be assumed that it will not beassary or appropriate to comply

with this principle given:

» the secrecy provisions under which we operated@egion 34);

* our obligation to carry out investigations in thesance of the public (section

17);

« our exemption from the operations of @I Actin relation to our complaint
handling, investigative and reporting functionsc{imn 9 and Schedule 2 to
the FOI Acf); and

< the operational need to maintain confidentialityetation to certain
information available to us until it is appropriatedisclose that information
for the purposes of investigation, procedural f&shor reporting.
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ANNEXURE B

INFORMATION PROTECTION PRINCIPLES AND THE EXEMPTION CLAUSES RELEVANT TO THE NSW OMBUDSMAN

INFORMATION PROTECTION PRINCIPLE — PPIP ACT

PPIP ACT EXEMPTIONS

Section 14 - Access to personal information held lagencies

A public sector agency that holds personal infoifomamust, at the request of the
individual to whom the information relates and il excessive delay or expense,
provide the individual with access to the inforroati

Effectively a blanket exemption for operational furctions
Section 20(5) provides that:

“Without limiting the generality of section 5, theovisions of the Freedom of
Information Act 1989 that impose conditions or tatibns (however expressed)
with respect to any matter referred to in secti@n 14 or 15 are not affected by
this Act, and those provisions continue to applseilation to any such matter as
those provisions were part of this Act.”

In effect this means that the consultation and gxtim provisions of th&OI Act
apply to any requests for access for informatiotieurthis Act.

Section 25 (see above)

Section 15 - Alteration of personal information

@)

)

A public sector agency that holds personalrimétion must, at the request of the
individual to whom the information relates, mak@m@gpriate amendments (wheth
by way of corrections, deletions or additions) ng@re that the personal
information:

@)

(b) having regard to the purpose for which therimfation was collected (or is tg
be used) and to any purpose that is directly réledehat purpose, is relevan
up to date, complete and not misleading.

is accurate, and

If a public sector agency is not prepared temdnpersonal information in
accordance with a request by the individual to whbeninformation relates, the

—

agency must, if so requested by the individual eomed, take such steps as are

Effectively a blanket exemption for operational furctions

Section 20(5) (see above)
er

if
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ANNEXURE B

INFORMATION PROTECTION PRINCIPLES AND THE EXEMPTION CLAUSES RELEVANT TO THE NSW OMBUDSMAN

INFORMATION PROTECTION PRINCIPLE — PPIP ACT

PPIP ACT EXEMPTIONS

reasonable to attach to the information, in suokaaner as is capable of being
read with the information, any statement providgdHhat individual of the
amendment sought.

If personal information is amended in accordawith this section, the individual
whom the information relates is entitled, if iresasonably practicable, to have

recipients of that information notified of the ardements made by the public sect
agency.

®)

or

Section 16 - Agency must check accuracy of informiain before use

A public sector agency that holds personal infofomamust not use the information
without taking such steps as are reasonable initbemstances to ensure that, having
regard to the purpose for which the informatioprisposed to be used, the informatiof
relevant, accurate, up to date, complete and nsleading.

is

Section 17 - Limits on use of personal information
A public sector agency that holds personal inforomatnust not use the information fol
purpose other than that for which it was colleaiatéss:

the individual to whom the information relatess consented to the use of the
information for that other purpose, or

@)

the other purpose for which the informatiomsed is directly related to the purpd
for which the information was collected, or

(b)

the use of the information for that other pupd@s necessary to prevent or lessen
serious and imminent threat to the life or heaftthe individual to whom the
information relates or of another person.

(©

Discretionary exemption

a

Section 24(2) provides that an investigative agdimgfuding the Ombudsman) i
not required to apply with this principle. if the use of the information
concerned for a purpose other than the purposevfuch it was collected is
reasonably necessary to enable the agency to eeeitsicomplaint handling
functions or any of its investigative functions ”

se

Section 25 (see above)

Section 28(3) provides that nothing in this priteiprevents or restricts the
disclosure of information:

by one agency to another agency under the astnaition of same Minister
if the disclosures for the purposes of informingtthlinister of any matter
within that administration or

(@)

U)

by one agency to another agency under the astnaition of the Premier, if

(b)

14
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the disclosure is for the purpose of informing Bremier about any matter.

Section 18 - Limits on disclosure of personal infanation

@)

@)

A public sector agency that holds personalrimftion must not disclose the
information to a person (other than the individieedvhom the information relates
or other body, whether or not such other persdmody is a public sector agency,
unless:

(a) the disclosure is directly related to the psepfor which the information was
collected, and the agency disclosing the infornmatias no reason to believe
that the individual concerned would object to tiexibsure, or
(b) the individual concerned is reasonably likeljhtive been aware, or has bes
made aware in accordance with section 10, thatriméiion of that kind is
usually disclosed to that other person or body, or

()
prevent or lessen a serious and imminent threiduetdife or health of the
individual concerned or another person.

If personal information is disclosed in accordawith subsection (1) to a person
body that is a public sector agency, that agencstmot use or disclose the
information for a purpose other than the purposevttich the information was
given to it.

the agency believes on reasonable groundsitbatisclosure is necessary t¢ Section 28(3) (see above)

specific exemptions and a discretionary exemption

Section 24(3) provides that the Ombudsman is reptired to comply with this
principle if the information concerned is disclogedanother investigative ageng
(other investigative agencies under the Act incltael CAC, PIC, Community
Services Commission, Health Care Complaints Comarnisand Legal Services
Commissioner).

Section 25 (see above)
erSection 26(2) provides that an agency is not reguio comply with this principlg

if the individual to whom the information relateashexpressly consented to the
agency not complying the principle concerned.

or

Section 19 - Special restrictions on disclosure personal information

@)

A public sector agency must not disclose peabmformation relating to an

Blanket exemption

Section 25 (see above)

individual's ethnic or racial origin, political apions, religious or philosophical

15
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)

®)

(4)

©)

beliefs, trade union membership, health or sexci@ides unless the disclosure i
necessary to prevent a serious or imminent thoetdiet life or health of the
individual concerned or another person.

A public sector agency that holds personalrimftion must not disclosure the
information to any person or body who is in a jdigsion outside New South Wal
unless:

(a) arelevant privacy law that applies to the peas information concerned is i
force in that jurisdiction, or

(b) the disclosure is permitted under a privacyecofipractice.
For the purposes of subsection (2)glavant privacy law means a law that is

determined by the Privacy Commissioner, by notigelished in the Gazette, to b
privacy law for the jurisdiction concerned.

The Privacy Commissioner is, within the yedldfeing the commencement of this

section, to prepare a code relating to the discéoefipersonal information by pub
sector agencies to persons or bodies outside Newh $dales

Subsection (2) does not apply:

(a) until after the first anniversary of the commement of this section, or
(b) until a code referred to in subsection (4) ade

whichever is the later.

b

D

Section 28(1) provides that the Ombudsman’s Offiaeot required to comply

with this principle.
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EQUIVALENT
IPP 1 (s 8) 1 Purposes of collection of health information Does not apply to information
Exemption: (1) An organisation must not collect health infation unless: collected before the
s 20(3) commencement of Schedule 1

(a) the information is collected for a lawful pusgathat is directly related to a function or atyivf the (1/09/04) (s 19(2))

organisation, and
(b) the collection of the information is reasonahécessary for that purpose.
(2) An organisation must not collect health infation by any unlawful means

IPP 4 (s 11) 2 Information must be relevant, not excessive, accuta and not intrusive Blanket exemption for unsolicitel
Exemptions: An organisation that collects health informatioonfran individual must take such steps as are raatoin information (s 10)

ss 4(5) and 20(3)

the circumstances (having regard to the purposestich the information is collected) to ensurettha

(a) the information collected is relevant to thatgmse, is not excessive and is accurate, up &atat
complete, and

(b) the collection of the information does not itte to an unreasonable extent on the personatsaffaihe
individual to whom the information relates.

Note: It has been interpreted that
complaints and notifications made to the}
office are unsolicited. However,
information obtained from a complainang
may be solicited, eg if it was asked for b
our office KD v Registrar, NSW Medical
Board[2004] NSW ADT 5 at 27)

Does not apply to information
collected before the
commencement of Schedule 1
(1/09/04) (s 19(2))

IPP 2 (s 9)

Exemptions: ss
4(5) and 24(6), 25

3 Collection to be from individual concerned

(1) An organisation must collect health informatatbout an individual only from that individual,less it is
unreasonable or impracticable to do so.

(2) Health information is to be collected in amance with any guidelines issued by the Privacy
Commissioner for the purposes of this clause.

Blanket exemption for unsolicite
information (s 10)

[See note above]

Exemption if it is unreasonable
impractical to obtain information

il

=
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from the individual concerned (c
3(1)

Does not apply to information
collected before the
commencement of Schedule 1
(1/09/04) (s 19(2))

IPP 3 (s 10)
Exemptions: ss
4(5), 20(3) and
24(6)

4

Individual to be made aware of certain matters

(1) An organisation that collects health informatabout an individual from the individual mustpatefore
the time that it collects the information (or ifthis not practicable, as soon as practicable dftgitime),
take steps that are reasonable in the circumstao@ssure that the individual is aware of thediwihg:

(a) the identity of the organisation and how totaohit,
(b) the fact that the individual is able to requastess to the information,
(c) the purposes for which the information is cctiéesl,

(d) the persons to whom (or the types of persomghtam) the organisation usually discloses infororati
of that kind,

(e) any law that requires the particular informatio be collected,
(f) the main consequences (if any) for the indieikifiall or part of the information is not provide

(2) If an organisation collects health informatetvout an individual from someone else, it muse @Ry steps
that are reasonable in the circumstances to etisar¢he individual is generally aware of the matiested
in subclause (1) except to the extent that:

(a) making the individual aware of the matters wiqubse a serious threat to the life or health §f an
individual, or

(b) the collection is made in accordance with glings issued under subclause (3).

(3) The Privacy Commissioner may issue guidelsetng out circumstances in which an organisasorot
required to comply with subclause (2).

Blanket exemption for an
investigative agency and
compliance might detrimentally
affect (or prevent the proper
exercise of) its complaint
handling functions or any of its
investigative functions (cl

4(4)(f)).

Exemption if the organisation is
lawfully authorised or required
not to comply with the clause (cl

4(4)(b))

Exemption if non-compliance is
otherwise permitted (or is
necessarily implied or reasonabl
contemplated) under an Act or
any other law (cl 4(4)(c))

Note specific exemption if
complying with the clause would
pose a serious threat to the life ¢
health of any individual (cl

4(2)())

Does not apply to information

18
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PPIP ACT HEALTH PRIVACY PRINCIPLE — SCHEDULE 1, HRIP ACT HRIP ACT EXEMPTIONS
EQUIVALENT

(4) An organisation is not required to comply withequirement of this clause if: collected before the
commencement of Schedule 1

(a) the individual to whom the information relatess expressly consented to the organisation not (1/09/04) (s 19(2))

complying with it, or
(b) the organisation is lawfully authorised or riegd not to comply with it, or

(c) non-compliance is otherwise permitted (or isessarily implied or reasonably contemplated) uager
Act or any other law (including thgtate Records Act 199&r

(d) compliance by the organisation would, in thewinstances, prejudice the interests of the indalitb
whom the information relates, or

(e) the information concerned is collected for wforcement purposes, or

(f) the organisation is an investigative agency eomhpliance might detrimentally affect (or prevére
proper exercise of) its complaint handling functi@m any of its investigative functions

(5) If the organisation reasonably believes thatihdividual is incapable of understanding theegehnature
of the matters listed in subclause (1), the orgdina must take steps that are reasonable in the
circumstances to ensure that any authorised repegse of the individual is aware of those matters

(6) Subclause (4) (e) does not remove any prategiiovided by any other law in relation to thenhtgof
accused persons or persons suspected of havingittechan offence.

(7) The exemption provided by subclause (4) (f) exténdmy public sector agency, or public sectorcfi
who is investigating or otherwise handling a cormtlar other matter that could be referred or madan
investigative agency, or that has been referred fvo made by an investigative agency.

IPP 5 (s 12) 5 Retention and security Exemption if the organisation is
lawfully authorised or required
not to comply with the clause (cl
(a) the information is kept for no longer than éxessary for the purposes for which the informatiary | 5(2)(a))

lawfully be used, and

Exemption: (1) An organisation that holds health informationst ensure that:
s 24(7)

Exemption if non-compliance is
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(b) the information is disposed of securely anddnordance with any requirements for the reterdimh otherwise permitted (or is
disposal of health information, and necessarily implied or reasonabl
(c) the information is protected, by taking sucbusiy safeguards as are reasonable in the cireuross, ;ﬁmgmgﬁfj\j}(gpgg) g)r)l)Act or
against loss, unauthorised access, use, modificatidisclosure, and against all other misuse, and y
(d) if it is necessary for the information to beeji to a person in connection with the provisiow of ilf\)\(/ir;?tlz?tir:/g%me?\(cl)(?c)l fso(rsz)a)n
service to the organisation, everything reasonefilyin the power of the organisation is done to 9 gency
prevent unauthorised use or disclosure of the indébion.
Note. Division 2 (Retention of health information) ofrPd contains provisions applicable to private
sector persons in connection with the matters deditin this clause.
(2) An organisation is not required to comply wéthequirement of this clause if:
(a) the organisation is lawfully authorised or riegd not to comply with it, or
(b) non-compliance is otherwise permitted (or isessarily implied or reasonably contemplated) umder
Act or any other law (including thgtate Records Act 19P8
(2) An investigative agency is not required to complthveubclause (1) (a).
IPP 6 (s 13) 6 Information about health information held by organisations Exemption if the organisation is
Exemptions: (1) An organisation that holds health informatioast take such steps as are, in the circumstarezesynable lawfully authorised or required

ss 20(5) and 25(b

to enable any individual to ascertain:

(a) whether the organisation holds health infororgtand

(b) whether the organisation holds health inforpratielating to that individual, and
(c) if the organisation holds health informatiotating to that individual:

(i) the nature of that information, and

not to comply with the clause (cl
6(2)(a))

Exemption if non-compliance is
otherwise permitted (or is
necessarily implied or reasonabl
contemplated) under an Act or
any other law (cl 6(2)(b))

The consultation and exemption
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EQUIVALENT
(i) the main purposes for which the informatiorused, and provisions of the FOI Act apply
, . . . to any requests for access to
(iii) that person’s entitlement to request accesh¢ information. information under this Act (s
(2) An organisation is not required to comply wétlprovision of this clause if: 22(3))
(a) the organisation is lawfully authorised or riegd not to comply with the provision concerned, or
(b) non-compliance is otherwise permitted (or isassarily implied or reasonably contemplated) umder
Act or any other law (including thgtate Records Act 1998
IPP 7 (s 14) 7 Access to health information Exemption if the organisation is
Exemptions: (1) An organisation that holds health informatioast, at the request of the individual to whom the lawfully authorised or required

ss 20(5) and 25

information relates and without excessive delagxqrense, provide the individual with access to the
information.

Note. Division 3 (Access to health information) of Partontains provisions applicable to private
sector persons in connection with the matters dgditin this clause.

Access to health information held by public seetgencies may also be available underftedom
of Information Act 1989r theState Records Act 1998

(2) An organisation is not required to comply wétlprovision of this clause if:
(a) the organisation is lawfully authorised or riegd not to comply with the provision concerned, or

(b) non-compliance is otherwise permitted (or is nemgigsmplied or reasonably contemplated) under
Act or any other law (including thetate Records Act 1998

not to comply with the clause (cl
7(2)(a))

Exemption if non-compliance is
otherwise permitted (or is
necessarily implied or reasonabl
contemplated) under an Act or
any other law (cl 7(2)(b))

The consultation and exemption
provisions of the FOI Act apply
to any requests for access to
4Rformation under this Act (s
22(3))

Applies to information collected
after the commencement of
Schedule 1(1/09/04), and in othd
limited circumstances (s 19(3))

IPP 8 (s 15)

Exemption: ss

8 Amendment of health information

(1) An organisation that holds health informatiouast, at the request of the individual to whom the

Exemption if the organisation is
lawfully authorised or required

21
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20(5) and 25 information relates, make appropaatendments (whether by way of corrections, delstmradditions) | not to comply with the clause (cl
to ensure that the health information: 8(4)(a))
(a) is accurate, and Exemption if non-compliance is

otherwise permitted (or is
necessarily implied or reasonabl
contemplated) under an Act or
(2) If an organisation is not prepared to ameralthenformation under subclause (1) in accordamite a any other law (cl 8(4)(b))
request by the individual to whom the informatiefates, the organisation must, if so requestedh®y t
individual concerned, take such steps as are radoio attach to the information, in such a mamases
capable of being read with the information, anyesteent provided by that individual of the amendment
sought.

(b) having regard to the purpose for which therimfation was collected (or is to be used) and to any
purpose that is directly related to that purposeeievant, up to date, complete and not misleading

The consultation and exemption
provisions of the FOI Act apply
to any requests for access to
information under this Act (s
(3) If health information is amended in accordawith this clause, the individual to whom the infation 22(3))

relates is entitled, if it is reasonably practieltb have recipients of that information notififcthe

amendments made by the organisation. Applies to information collected

after the commencement of
Note. Division 4 (Amendment of health information) ofrP4 contains provisions applicable to privat&chedule 1(1/09/04), and in othg
sector persons in connection with the matters deditin this clause. limited circumstances (s 19(3))

Amendment of health information held by public se@gencies may also be able to be sought unger
the Freedom of Information Act 1989

(4) An organisation is not required to comply wétlprovision of this clause if:
(a) the organisation is lawfully authorised or riegd not to comply with the provision concerned, or

(b) non-compliance is otherwise permitted (or is nemelysimplied or reasonably contemplated) underfan
Act or any other law (including thgtate Records Act 19p8

IPP 9 (s 16) 9 Accuracy None

No exemption An organisation that holds health information must use the information without taking such stepsre
reasonable in the circumstances to ensure thandesgard to the purpose for which the informaimn
proposed to be used, the information is relevamysate, up to date, complete and not misleading.
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IPP 10 (s 17) 10 Limits on use of health information Exemption in relation to
Exemptions:: ss (1) An organisation that holds health informatioast not use the information for a purposeg@ndary complaint handing functions ang

24(2), 25 and
28(3)

purpose) other than the purpose (themary purpose) for which it was collected unless:

(a) Consent
the individual to whom the information relates kassented to the use of the information for that
secondary purpose, or

(b) Direct relation
the secondary purpose is directly related to tivegny purpose and the individual would reasonably
expect the organisation to use the informatiortliersecondary purpose, or

Note. For example, if information is collected in ordemprovide a health service to the individu
the use of the information to provide a furtherltireservice to the individual is a secondary
purpose directly related to the primary purpose.

(c) Serious threat to health or welfare
the use of the information for the secondary pugisseasonably believed by the organisation to b
necessary to lessen or prevent:

(i) a serious and imminent threat to the life, teal safety of the individual or another persan, o
(ii) a serious threat to public health or publifety, or

(d) Management of health services
the use of the information for the secondary pugisseasonably necessary for the funding,
management, planning or evaluation of health sesvand:
(i) either:

(A) that purpose cannot be served by the use ofrimdtion that does not identify the individual
from which the individual’s identity cannot reasbhabe ascertained and it is impracticablg
for the organisation to seek the consent of theviddal for the use, or

(B) reasonable steps are taken to de-identifyrtfa@mation, and

investigative, reporting and
review functions (cl 10(3))

Exemption if the organisation is
lawfully authorised or required
not to comply with the clause (cl
10(2)(a))

Exemption if non-compliance is
otherwise permitted (or is
hinecessarily implied or reasonabl
contemplated) under an Act or
any other law (cl 10(2)(b))

Exemption for investigative
pagencies if the use of informatio
for secondary purposes is
reasonably necessary for the
exercise of complaint handling
functions or investigative
functions (cl 10(1)(j))

(ii) if the information is in a form that could reanably be expected to identify individuals, the
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information is not published in a generally avaiapublication, and

(iii) the use of the information is in accordancigwguidelines, if any, issued by the Privacy
Commissioner for the purposes of this paragraph, or
(e) Training
the use of the information for the secondary puepsseasonably necessary for the training of
employees of the organisation or persons workirtg thie organisation and:
(i) either:

(A) that purpose cannot be served by the use ofrimdtion that does not identify the individual
from which the individual’s identity cannot reasbhabe ascertained and it is impracticablg
for the organisation to seek the consent of theviddal for the use, or

(B) reasonable steps are taken to de-identifyrif@rnation, and

(ii) if the information could reasonably be expette identify individuals, the information is not
published in a generally available publication, and

(iii) the use of the information is in accordancéwguidelines, if any, issued by the Privacy
Commissioner for the purposes of this paragraph, or

(f) Research
the use of the information for the secondary puepsseasonably necessary for research, or the
compilation or analysis of statistics, in the palifiterest and:

(i) either:

(A) that purpose cannot be served by the use ofrimdition that does not identify the individual
from which the individual’s identity cannot reasbhabe ascertained and it is impracticablg
for the organisation to seek the consent of theviddal for the use, or

(B) reasonable steps are taken to de-identifyrtfa@mation, and

(ii) if the information could reasonably be expette identify individuals, the information is not
published in a generally available publication, and

(iii) the use of the information is in accordancigwguidelines, if any, issued by the Privacy
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Commissioner for the purposes of this paragraph, or

(g) Find missing person
the use of the information for the secondary puepedy a law enforcement agency (or such other
person or organisation as may be prescribed bsetipndations) for the purposes of ascertaining the
whereabouts of an individual who has been repddedpolice officer as a missing person, or

(h) Suspected unlawful activity, unsatisfactory profedsnal conduct or breach of discipline
the organisation:

(i) has reasonable grounds to suspect that:
(A) unlawful activity has been or may be engagein

(B) a person has or may have engaged in conductridnabe unsatisfactory professional condu
or professional misconduct under a health registract, or

(C) an employee of the organisation has or may kagaged in conduct that may be grounds f
disciplinary action, and

(i) uses the health information as a necessanyqgbats investigation of the matter or in repogiits
concerns to relevant persons or authorities, or

(i) Law enforcement
the use of the information for the secondary pugsseasonably necessary for the exercise of law
enforcement functions by law enforcement agenciesrcumstances where there are reasonable
grounds to believe that an offence may have beemag be, committed, or

() Investigative agencies
the use of the information for the secondary pugpieseasonably necessary for the exercise of
complaint handling functions or investigative fuoos by investigative agencies, or

(k) Prescribed circumstances

the use of the information for the secondary pugssn the circumstances prescribed by the
regulations for the purposes of this paragraph.

(2) An organisation is not required to comply wétiprovision of this clause if:

Ct
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(a) the organisation is lawfully authorised or riegd not to comply with the provision concerned, or
(b) non-compliance is otherwise permitted (or isassarily implied or reasonably contemplated) uaden
Act or any other law (including th®tate Records Act 1998
(3) The Ombudsman’s Office, Health Care Compla@asimission, Anti-Discrimination Board and
Community Services Commission are not requirecbtopy with a provision of this clause in relatian t
their complaint handling functions and their invgstive, review and reporting functions
(4) Nothing in this clause prevents or restribes disclosure of health information by a publictseagency:
(a) to another public sector agency under the aidtrétion of the same Minister if the disclosuréasthe
purposes of informing that Minister about any nrattéhin that administration, or
(b) to any public sector agency under the adméistn of the Premier, if the disclosure is for fheposes
of informing the Premier about any matter.
(5) The exemption provided by subclause (1) (fgpds to any public sector agency, or public segtor
official, who is investigating or otherwise handjia complaint or other matter that could be refememade to an
investigative agency, or that has been referred foomade by an investigative agency.
IPP 11 (s 18) 11 Limits on disclosure of health information Exemption in relation to
Exemptions: ss (1) An organisation that holds health informatioast not disclose the information for a purposse¢andary icncz/rgstlia'gic:ngng r{ﬁ]ncg?lgs ang
24(3), 25, 26(2) purpose) other than the purpose (themary purpose) for which it was collected unless: - gf » 1ep | 1% 3
and 28(3) review functions (cl 11(3))

(a) Consent
the individual to whom the information relates kassented to the disclosure of the information fo

that secondary purpose, or

(b) Direct relation
the secondary purpose is directly related to tivegny purpose and the individual would reasonably
expect the organisation to disclose the informatiwrthe secondary purpose, or

Note. For example, if information is collected in ordemprovide a health service to the individu

the disclosure of the information to provide alfierthealth service to the individual is a second Y

purpose directly related to the primary purpose.

Exemption for investigative
agencies if the use [‘use’ may
soon be amended to ‘disclosure
of information for secondary
purposes is reasonably necessal
for the exercise of complaint
handling functions or
mvestigative functions (cl

Al

P (1)()

I

ry

Exemption if the organisation is

26



ANNEXURE B

HEALTH PRIVACY PRINCIPLES AND THE EXEMPTION CLAUSES RELEVANT TO THE NSW OMB

UDSMAN

PPIP ACT
EQUIVALENT

HEALTH PRIVACY PRINCIPLE — SCHEDULE 1, HRIP ACT

HRIP ACT EXEMPTIONS

(c) Serious threat to health or welfare
the disclosure of the information for the secondaugpose is reasonably believed by the organisati
to be necessary to lessen or prevent:

(i) a serious and imminent threat to the life, teal safety of the individual or another persan, o
(ii) a serious threat to public health or publifesg, or

(d) Management of health services
the disclosure of the information for the secondargpose is reasonably necessary for the funding
management, planning or evaluation of health sesvand:
(i) either:

(A) that purpose cannot be served by the disclosbirformation that does not identify the
individual or from which the individual’s identitsannot reasonably be ascertained and it i
impracticable for the organisation to seek the eonhsf the individual for the disclosure, or

(B) reasonable steps are taken to de-identifyrif@rnation, and

(ii) if the information could reasonably be expette identify individuals, the information is not
published in a generally available publication, and

(iii) the disclosure of the information is in acdance with guidelines, if any, issued by the Pryvac
Commissioner for the purposes of this paragraph, or

(e) Training
the disclosure of the information for the secondauspose is reasonably necessary for the trainfing
employees of the organisation or persons workirth thie organisation and:
(i) either:

(A) that purpose cannot be served by the disclosLirformation that does not identify the
individual or from which the individual’s identitsannot reasonably be ascertained and it i
impracticable for the organisation to seek the ennhsf the individual for the disclosure, or

(B) reasonable steps are taken to de-identifyrtfa@mation, and

lawfully authorised or required
pnot to comply with the clause (cl
11(2)(a))

Exemption if non-compliance is
otherwise permitted (or is
necessarily implied or reasonabl
contemplated) under an Act or
any other law (cl 11(2)(b))

Exemption for investigative
agencies disclosing information

11(2)(c))

p

to other investigative agencies (¢

(ii) if the information could reasonably be expette identify the individual, the information istho
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made publicly available, and

(iii) the disclosure of the information is in acdance with guidelines, if any, issued by the Pryvac
Commissioner for the purposes of this paragraph, or

(f) Research

the disclosure of the information for the secondarspose is reasonably necessary for researcheof
compilation or analysis of statistics, in the palifiterest and:

(i) either:
(A) that purpose cannot be served by the disclosLirformation that does not identify the

individual or from which the individual’s identitsannot reasonably be ascertained and it i
impracticable for the organisation to seek the ennhsf the individual for the disclosure, or

(B) reasonable steps are taken to de-identifyrif@rnation, and

(ii) the disclosure will not be published in a fothat identifies particular individuals or from wehian
individual's identity can reasonably be ascertajreedi

(iii) the disclosure of the information is in acdance with guidelines, if any, issued by the Pryvac
Commissioner for the purposes of this paragraph, or

(g) Compassionate reasons

the disclosure of the information for the secondargpose is to provide the information to an
immediate family member of the individual for corspenate reasons and:

(i) the disclosure is limited to the extent reaseador those compassionate reasons, and
(i) the individual is incapable of giving conseatthe disclosure of the information, and

(iii) the disclosure is not contrary to any wistpeassed by the individual (and not withdrawn) of
which the organisation was aware or could makéf itsseare by taking reasonable steps, and

(iv) if the immediate family member is under theeag 18 years, the organisation reasonably belieyes

that the family member has sufficient maturitylie tircumstances to receive the information, ¢r
(h) Find missing person
the disclosure of the information for the secondaugpose is to a law enforcement agency (or such
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other person or organisation as may be prescripededregulations) for the purposes of ascertainin
the whereabouts of an individual who has been tegddp a police officer as a missing person, or

(i) Suspected unlawful activity, unsatisfactory profegenal conduct or breach of discipline
the organisation:

(i) has reasonable grounds to suspect that:
(A) unlawful activity has been or may be engageain

(B) a person has or may have engaged in conductidnabe unsatisfactory professional condug

or professional misconduct under a health registngct, or

(C) an employee of the organisation has or may kagaged in conduct that may be grounds fpr

disciplinary action, and

(ii) discloses the health information as a necgsgart of its investigation of the matter or in ogjing
its concerns to relevant persons or authorities, or

(j) Law enforcement
the disclosure of the information for the secondauspose is reasonably necessary for the exertisg

~+

e O

law enforcement functions by law enforcement agesiti circumstances where there are reasonalle

grounds to believe that an offence may have beemag be, committed, or

(k) Investigative agencies
the use [an obvious typographical error that sheolth be corrected to ‘disclosuref]the
information for the secondary purpose is reasonabbtessary for the exercise of complaint handlin|
functions or investigative functions by investigatiagencies, or

() Prescribed circumstances
the disclosure of the information for the secondauspose is in the circumstances prescribed by th
regulations for the purposes of this paragraph.

(2) An organisation is not required to comply wétlprovision of this clause if:

(a) the organisation is lawfully authorised or riegd not to comply with the provision concerned, or

(b) non-compliance is otherwise permitted (or isassarily implied or reasonably contemplated) umder
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Act or any other law (including th&tate Records Act 199&r

(c) the organisation is an investigative agencgld&ng information to another investigative agency

(3) The Ombudsman’s Office, Health Care Compla@asmission, Anti-Discrimination Board and
Community Services Commission are not requirecbtopy with a provision of this clause in relatian t
their complaint handling functions and their invgative, review and reporting functions

(4) Nothing in this clause prevents or restribs disclosure of health information by a publictseagency:

(a) to another public sector agency under the aidtriion of the same Minister if the disclosurédsthe
purposes of informing that Minister about any nrattghin that administration, or

(b) to any public sector agency under the admétistn of the Premier, if the disclosure is for fheposes
of informing the Premier about any matter.

(5) If health information is disclosed in accordanvith subclause (1), the person, body or orgtnis¢o
whom it was disclosed must not use or discloserttoemation for a purpose other than the purpose fo
which the information was given to it.

(6) The exemptions provided by subclauses (1ak) (2) extend to any public sector agency, oripgactor
official, who is investigating or otherwise handjia complaint or other matter that could be retbme
made to an investigative agency, or that has befenred from or made by an investigative agency.

None

12 Identifiers

(1) An organisation may only assign identifiersrtdividuals if the assignment of identifiers issenably
necessary to enable the organisation to carryroubaits functions efficiently.

(2) Subject to subclause (4), a private sectas@emay only adopt as its own identifier of an wdiial an
identifier of an individual that has been assighga public sector agency (or by an agent of, otreator
to, a public sector agency acting in its capacitagent or contractor) if:

(a) the individual has consented to the adoptioth@fsame identifier, or
(b) the use or disclosure of the identifier is rieggh or authorised by or under law.

(3) Subject to subclause (4), a private sectasg@emay only use or disclose an identifier assigneth
individual by a public sector agency (or by an agegnor contractor to, a public sector agencyragtn its

Exemption if assigning identifiers
is reasonably necessary to enaQ
the organisation to carry out any
of its functions efficiently (cl

12(1))

D

le
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capacity as agent or contractor) if:
(a) the use or disclosure is required for the psedor which it was assigned or for a secondarpqae
referred to in one or more paragraphs of HPP 1Qc)3 k) or 11 (1) (c)—(1), or
(b) the individual has consented to the use olalsce, or
(c) the disclosure is to the public sector agehey assigned the identifier to enable the publitase
agency to identify the individual for its own puges
(4) If the use or disclosure of an identifier gagid to an individual by a public sector agenayeisessary for
a private sector person to fulfil its obligations or the requirements of, the public sector ageagyivate
sector person may either:
(a) adopt as its own identifier of an individualidantifier of the individual that has been assijby the
public sector agency, or
(b) use or disclose an identifier of the individtlat has been assigned by the public sector agency
None 13 Anonymity Does not apply to information
Wherever it is lawful and practicable, individuatsist be given the opportunity to not identify theiass collected before the
when entering into transactions with or receivieglth services from an organisation. commencement of Schedule 1
(1/09/04) (s 19(4))
IPP 12 (s 19) 14 Transborder data flows and data flow to Commonweah agencies L .
Exemption if the transfer is
Exemption: Ss An organisation must not transfer health informatidout an individual to any person or body whio ia reasonably believed by the

25, and 28(1)

jurisdiction outside New South Wales or to a Comwmealth agency unless:

(a) the organisation reasonably believes thatebipient of the information is subject to a lawding scheme
or contract that effectively upholds principles fair handling of the information that are subsiaht
similar to the Health Privacy Principles, or

(b) the individual consents to the transfer, or

(c) the transfer is necessary for the performarfigeamntract between the individual and the orgatios, or
for the implementation of pre-contractual measta&en in response to the individual's request, or

organisation to be necessary to
lessen or prevent:

(i) aserious and imminent
threat to the life, health or
safety of the individual or
another person, or

(ii) a serious threat to public
health or public safety
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(d) the transfer is necessary for the conclusiopesformance of a contract concluded in the intevethe (cl 14(f))
individual between the organisation and a thirdypar
(e) all of the following apply: Exemption if the transfer is
9 apply: permitted or required by an Act
(i) the transfer is for the benefit of the indivalu (including an Act of the
(ii) it is impracticable to obtain the consent bétindividual to that transfer, Ei?rﬂ?k%r)lwealth) or any other fay
(iii) if it were practicable to obtain such consehe individual would be likely to give it, or
(f) the transfer is reasonably believed by the piggtion to be necessary to lessen or prevent:
(i) a serious and imminent threat to the life, treat safety of the individual or another persan, o
(i) a serious threat to public health or publifety, or
(9) the organisation has taken reasonable stegsstare that the information that it has transfewiidnot be
held, used or disclosed by the recipient of therim&ation inconsistently with the Health Privacy
Principles, or
(h) the transfer is permitted or required by an Actl{iding an Act of the Commonwealth) or any other.la
None 15 Linkage of health records Does not apply to information

(1) An organisation must not:

(a) include health information about an individirah health records linkage system unless the iiciaiay
has expressly consented to the information beirigdoded, or

(b) disclose an identifier of an individual to gogrson if the purpose of the disclosure is to idelbhealth
information about the individual in a health recolitikage system, unless the individual has expre
consented to the identifier being disclosed fot thapose.

(2) An organisation is not required to comply wétlprovision of this clause if:

(a) the organisation is lawfully authorised or riegd not to comply with the provision concerned, or

collected before the
commencement of Schedule 1
(1/09/04) (s 19(5))

Exemption if the organisation is
lawfully authorised or required
b$ot to comply with the clause (cl
15(2)(a))

Exemption if non-compliance is
otherwise permitted (or is

necessarily implied or reasonabl
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(b) non-compliance is otherwise permitted (or isassarily implied or reasonably contemplated) ulader] contemplated) under an Act or
Act or any other law (including th&tate Records Act 199&r any other law (cl 15(2)(b))

(c) the inclusion of the health information abdw tndividual in the health records informationtsys
(including an inclusion for which an identifier tfe individual is to be disclosed) is a use of the
information that complies with HPP 10 (1) (f) odiaclosure of the information that complies with
HPP 11 (1) (f).

(3) Inthis clause:
health record means an ongoing record of health care for arviitaial.

health records linkage system means a computerised system that is designedikddialth records for an
individual held by different organisations for therpose of facilitating access to health recordd, a
includes a system or class of systems prescribékebsegulations as being a health records linkage
system, but does not include a system or clasgstémis prescribed by the regulations as not being a
health records linkage system.
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